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*** START OF FIRST MODIFICATION ***
12.9.2
LI Architecture with CUPS
12.9.2.1
Overview

The LI architecture for EPC packet data interception with CUPS is depicted in the following figure 12.1.4.
 A new LI specific functional element referred to as Split X3 LI Interworking Function (SX3LIF) is defined.
NOTE X:
The SX3LIF can be co-located with a UP function or a CP function or can be a standalone point.

NOTE Y:
The present document defines an LI architecture for CUPS where CUPS has been applied to single operator PLMN.
With CUPS, all the signalling related interfaces (i.e., control plane data) terminate at the Serving Gateway-C and PDN Gateway-C. Therefore, the IRI related LI functions provided within a Serving Gateway and PDN Gateway for EPC packet data interception shall be provided by the Serving Gateway-C and PDN Gateway-C respectively. The X2 reference point terminates at the Serving Gateway-C and PDN Gateway-C.  If the SX3LIF is deployed as a standalone entity or co-located with UP function, X2 reference point terminates at SX3LF and IRI related LI functions is provided by SX3LIF.
NOTE Z: In case SX3LIF is a standalone entity or co-located with UP function, CP function does not communicate via X2 reference point.
With CUPS, user plane data pass through the Serving Gateway-U and PDN Gateway-U. Therefore, the duplication of user plane data to support the CC interception for EPC packet data shall be done at the Serving Gateway-U and PDN Gateway-U. 

The UP function duplicates the user plane packets of the traffic to be intercepted (identified by the packet detection rules) as instructed by the CP function and then sends the duplicated user plane packets to the SX3LIF over the X3u reference point. The CP function also provides the forwarding action rules to the UP function which enables the UP function to determine how to send the duplicated user plane packets over the X3u reference point to the SX3LIF. The CP function provides the intercept control information (such as correlation identifier, target identity, and intercepted packet identification rules) to the SX3LIF over the X3c reference point. The SX3LIF receives the user plane packets from the UP function (over the X3u reference point), associates the user plane packets to the target interception based on the intercept related information that it received from the CP function (over the X3c reference point) and then delivers the CC to the DF3 over the X3 reference point. 
For packet data header information reporting, UP function records the event time and generates a “partial” event report, instructed by the CP function. It also extracts other packet attributes like IP tuples and includes them in the report. UP function sends the partial report to the SX3LIF over X3u reference point. SX3LIF futher includes other information required in the event report, e.g. MSISDN received from CP function, and generates the event report. SX3LIF sends it to the DF2 via X2 reference point.


12.9.2.2
Packet detection rules

The packet detection rules allow the UP function to determine which user plane packets are duplicated and sent to the SX3LIF.    

NOTE:
The packet detection rules may be different for Serving Gateway-U and PDN Gateway-U. For example, the packet detection Rules for a Serving Gateway-U may be based on the GTP tunnel Id of the bearer from which the user plane packets are to be duplicated and forwarded to SX3LIF. The Packet detection rules for a PDN Gateway-U may be based e.g. on the UE IP address sent to, received from, which the user plane packets are to be duplicated and forwarded to SX3LIF.

12.9.2.3
Forwarding action rules

The forwarding action rules indicate how the UP function is to forward the duplicated packets to the SX3LIF over the X3u reference point. The forwarding action rule also indicates the UP function to perform packet data header infromation reporting. CP function provides Summary Timer if summary report is required.
The information such as the destination IP address at the SX3LIF and the GTP tunnel Id of the tunnel toward which the duplicated packets or the report are sent on the X3u reference point may be part of the forwarding action rules.  
12.9.2.4
Intercepted packet identification rules

The intercepted packet identification rules allow the SX3LIF to identify and associate the user plane packets or packet data header information report received over the X3u reference point to the target intercept information. Part of the forwarding action rules (e.g. the information such as destination IP address of X3u tunnel, GTP tunnel Id of the X3u tunnel), target identity and correlation identifier are part of the intercepted packet identification rules. 

The SX3LIF uses the IP address and the GTP tunnel Id of the tunnel on the X3u reference point to associate the received user plane packets with the target intercept information that it receives from the CP function over X3c reference point. 

*** END OF FIRST MODIFICATION ***
12.9.3
Provision of Content of Communications

12.9.3 1
Interception for Serving Gateway

When the CC interception is required and is to be done at the Serving Gateway, the Serving Gateway-C shall send/activate the following information to the Serving Gateway-U: 

-
Packet detection rules as described in subclause 12.9.2.2

-
Forwarding action rules as described in 12.9.2.3

-
An indication to perform the packet duplication and forward the same to the SX3LIF.

In addition, the Serving Gateway-C shall send the following information to the SX3LIF:  

-
target identity

-
correlation identifier

-
Intercepted packet identification rules as described in subclause 12.9.2.4.

The Serving Gateway-U shall identify the user plane packets as per the packet detection rules (subsclause 12.9.2.2) and shall forward the packets to the SX3LIF over the X3u reference point as per the forwarding action rules (subclause 12.9.2.3). If constructed by Serving Gateway-C as described in 12.9.2.3 to perform packet data header information reporting, Serving Gateway-U shall generates a report including the time when the packet is received or sent, and flow information and sends the report to the SX3LIF. 

The SX3LIF shall associate the user plane packets, or the report to the target interception as per the intercepted packet identification rules and shall deliver the CC to DF3 over the X3 reference point as defined in the subclause12.2.2 and subclause 12.4.2.

12.9.3.2
Interception for PDN Gateway

When the CC interception is required and is to be done at the PDN Gateway, the PDN Gateway-C shall/activate send the following information to the PDN Gateway-U. 

-
Packet detection rules as described in 12.9.2.2 

-
Forwarding action rules as described in 12.9.2.3

-
An indication to perform the packet duplication and forward the same to the SX3LIF.

In addition, the PDN Gateway-C shall send the following information to the SX3LIF:

-
target identity

-
correlation identifier

-
Intercepted packet identification rules as described in 12.9.2.4. 

The PDN Gateway-U shall identify the user plane packets as per the packet detection rules (subsclause 12.9.2.2) and shall forward the packets to the SX3LIF over the X3u reference point as per the forwarding action rules (subclause 12.9.2.3). If constructed by Serving Gateway-C as described in 12.9.2.3 to perform packet data header information reporting, Serving Gateway-U shall generates a report including the time when the packet is received or sent, and flow information and sends the report to the SX3LIF.

The SX3LIF shall associate the user plane packets, or the report to the target interception as per the intercepted packet identification rules and shall deliver the CC to DF3 over the X3 reference point as defined subclause 12.4.2 and subclause 12.5.2.

*** END OF SECOND MODIFICATION ***
5.1.1
X1_1-interface

The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:

-
target identities (MSISDN, IMSI, IMEI, SIP URI or TEL URI, NAI) (see notes 4, 5, 6);

-
information whether the Content of Communication (CC) shall be provided (see note 1);

-
address of Delivery Function 2 (DF2) for the intercept related information (see note 2);

-
address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);

-
IA in the case of location dependent interception:

-
indication whether the LALS Enhanced Location for IRI shall be provided. This indication is used to arm the LALS Triggering Function in the case when the LALS Triggering Function is associated with the ICE;

-
type of location report required (immediate or periodic) in the case of Target Positioning provision.
-
address of SX3LIF for the intercept related information and the intercepted content of communications;
NOTE 1:
Void

As an option, the filtering whether intercept content of communications and/or intercept related information has to be provided can be part of the delivery functions. (Note that intercept content of communications options do not apply at the CSCF, HLR, LI LCS Client and AAA server). If the option is used, the corresponding information can be omitted on the X1_1-interface, while "information not present" means "intercept content of communications and related information has to be provided" for the ICE. Furthermore the delivery function which is not requested has to be "pseudo-activated", in order to prevent error cases at invocation.

NOTE 2:
Void

As an option, only a single DF2 is used by and known to every 3G ICE. In this case the address of DF2 can be omitted.

NOTE 3:
Void

As an option, only a single DF3 is used by and known to every 3G ICE (except at the CSCFs, HLR, LI LCS Client and AAA server). In this case the address of DF3 can be omitted.

NOTE 4:
Since the IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway. Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.

NOTE 5:
Void

Interception at the CSCFs is based upon either SIP URI, TEL URI or IMEI. The interception at the LMISF is also based on SIP URI, TEL URI or IMEI. SIP URI and TEL URI as target identities are not supported by the other ICEs. The related CC interception also uses the SIP URI, TEL URI or IMEI.
NOTE 6:
Interception based on NAI is only applicable at AAA server, PDG, and WAG. As the NAI could be encrypted or based on temporary identity at the PDG and WAG, interception based on the NAI is not applicable in those cases in these nodes.

NOTE 7:
Void

If after activation subsequent Content of Communications (CC) or Intercept Related Information (IRI) has to be activated (or deactivated) an "activation change request" with the same identity of the target is to be sent.
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Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of a target can be activated on request from different LEAs and each LEA may request interception via a different identity. In this case, each target identity on which to intercept will need to be sent via separate activation messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.
When several LEAs request activation on the same identity and the ADMF determines that there is an existing activation on the identity, the ADMF may (as an implementation option) send additional activation message(s) to the 3G ICEs. When the activation needs to change from IRI only to CC and IRI an activation change message will be sent to the 3G ICEs.

*** END OF ALL MODIFICATIONS ***
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