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Abstract of the contribution: This document captures the email discussions on the further work, if any, to be done on S8HR LI and CUPS LI.
Introduction
S8HR LI

During the SA3LI#65, the stage 2 details of S8HR LI was approved and the latest version of TS 33.107 contains the approved text. 
As specified in the TS 33.107, the architecture for S8HR LI is shown (cut and paste from TS 33.107) below for easy reference as a part of this discussion:  
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In the above architecture, S-GW/BBIFF and LMISF together form the ICE for IRI events and CC.    The LMISF delivers the SIP messages to the DF2 in the same way a P-CSCF delivers the SIP messages to the DF2 with LBO. The LMISF delivers the CC to the DF3 in the same way a P-GW would have delivered the CC to DF3 with LBO.  
CUPS LI

During the SA3LI#64, the stage 2 details of CUPS LI was approved and the latest version of TS 33.107 contains the approved text. 

As specified in the TS 33.107, the architecture for CUPS LI is shown (cut and paste from TS 33.107) below for easy reference as a part of this discussion:  


[image: image2.emf]LEMF

LEMF

Serving Gateway-C/

PDN Gateway-C

Serving Gateway-U/

PDN Gateway-U

LEMF

Split X3 LI 

Interworking 

Function

HI1

HI2

HI3

X3

X2

X1_1

X1_2

X1_3

X3c

X3u

Sxa’/Sxb’

Delivery 

Function 3

Mediation 

Function

Delivery 

Function 2

Mediation 

Function

ADMF

Mediation 

Function

X2


In the above architecture, Serving Gateway-C and PDN Gateway-C are the ICE for IRI events. The Serving Gateway-U and PDN-Gateway-U along with the SX3LIF are the ICE for CC.  
Email discussions S8HR LI (Nag, Maurizio and Alex)
Point #1: HI2/HI3
·  Assumption is that HI2/HI3 details are same as the ones used for LBO. The IMS events are included in the annex B.9 and CC for VoIP is included in B.12. 

Point #2: ICE Types for IRI)
· Interestingly, the TS 33.108 (B.9) does not identify the ICE type for IMS events. Therefore, it is assumed that an ICE type need not be reported for IRI events. 
· There may be a need to indicate that the IMS events are being reported in the VPLMN due to S8HR.

Further discussion

The SIP messages reported with S8HR LI are not really IMS events. Identifying them as non-IMS events can be more complex. Perhaps, best way to identify the difference could be to add an optional parameter to indicate that the interception is happening in HPLMN or VPLMN and in the latter case add an indication to say whether it is S8HR or LBO. 

For example: 

VoIPRoamingIndication ::= CHOICE {

nonRoaming


(1),

roamingLBO


(2),

roamingS8HR


(3), 


...

}

Point #3: ICE type (CC)
·   For CC (B.12), the ICE types identified do not include S-GW because with LBO or standard VoIP (i.e. non-roaming case), the CC-ICE is PDN-GW, IMS-AGW, IM-MGW, TrGW or MRF. Should there be a change to B.12 to indicate a new ICE type for the CC? If yes, should it be S-GW or LMISF?  ( suggests to have a new ICE type
·  The ICE type was specified for the HI3 to distinguish duplicated packets delivered by different nodes: the idea at that time was that if e.g. SGSN and GGSN are intercepting the same communication, without ICE type it wouldn’t be possible to discriminate packets intercepted at the SGSN from packets intercepted at the GGSN. May be a new value for S8HR may not be needed.  ( suggests no new ICE type. 
Further discussion

TS 33.108 B.12 has the following (VoIP CC): 
ICE-type ::= ENUMERATED {

ggsn            

(1),

pDN-GW        

(2),




     aGW        


 (3),

trGW            

(4),

mGW            

(5),




     other          

(6),

unknown         

(7),            

... ,

mRF           

 (8)

}

That may have to change as shown below (as an example): 
ICE-type ::= ENUMERATED {

ggsn            

(1),

pDN-GW        

(2),




     aGW        

 
(3),

trGW            

(4),

mGW            

(5),




     other          

(6),

unknown         

(7),            

... ,

mRF           

(8)
lMISF


(9)

}
Point #4: Xia, Xib

· Should the Xia, Xib be standardized? So far, none of the x-interfaces are standardized in SA3 LI.
· Operators should decide whether, or not, to standardize Xia and Xib.
Point #5: P-Preferred-Id cannot be trusted
·  In the P-CSCF or S-CSCF, the P-Asserted-ID is used to identify the SIP URI/TEL URI of the originating target. Since P-Asserted-ID is inserted by the P-CSCF, LMISF cannot use the P-Asserted-ID. Instead, the LMISF should use the P-Preferred-ID. This is something the UE puts in. An UE can put a fake P-Preferred-ID and get away from lawful interception.Should this be of a concern? If yes, how to overcome this?
·  As the LMISF would be involved also during IMS registration of VoLTE inbound roamers and would receive the asserted identities from the HPLMN, could these be stored in the LMISF itself?  Would in this way, the LMISF have asserted ids in similar way as a P-CSCF.  

·  However, the solution (of HPLMN including the asserted identities) may have some difficulty to claim that the interception in VPLMN is not dependent on HPLMN, one of the criteria used during the S8HR LI study. But, the things are changing in 5G.
Further discussions will be required

Point #6
For normal non-roaming LI and LBO-based roaming, the CSCF by being part of the communication is in control and full understanding of the events. For S8HR, the LMISF makes the best guess interpretation of the SIP that it is seeing. Locking onto the CC will be reliable enough but the ability of the LMISF to fully understand and decode all SIP messages into IMS events is much more limited especially if the CSCFs enter a degree of negotiation between initial offer and the final answer etc.  This can further complicate things with the US mapping requirements. 
For LBO, the VPLMN should be able to fully understand the SIP. For S8HR the SIP stack / UE clients can be HPLMN specific. Therefore, there may or may not be an impact on what gets reported.

The other grey area is around meaning of parameters. Since the LMISF is looking between the UE and P-CSCF rather than being part of the state machine of P-CSCF or S-CSCF, it may experience different relative meanings of parameters compared to what an LEA would get for non-roaming LI and those meanings may vary between different S8HR HPLMN for a given VPLMN. Again, not saying this is an issue but there may be an evidential impact that we need to overcome and therefore a need may arise to differentiate this at HI level. 

So, a completely new ASN.1 module etc may not be needed, but a way of indicating that the SIP has come from an LMISF rather than a P-CSCF may be required. Further study will be required to evaluate the other impacts.   
The other area of concern is about IMS location reporting. The usual IMS based location report methods are not valid here as the LIMSF is not a true CSCF. The LMISF can’t rely on anything the UE has put in the SIP or for which the VPLMN is not part of the managed SIP exchanges. Obviously, location reporting at S-GW level is an option, but some further thought may be required in terms of LEA expectations etc.

Further discussions 
The TR 33.827 has the following regarding the location reporting: 
6.1.5.4
Approach to key issue #4 - Obtaining network provided location
6.1.5.4.1
Obtaining location

The LMISF has to obtain the target's location from other network elements in the VPLMN for a targeted inbound roaming user. In the following clauses, example flows are highlighted showing the application to the S8HR LI service network elements.

6.1.5.4.2
MME provided location

The following summarizes the key steps when the source of network provided location is the MME:

1.
The MME includes user location information in Modify Bearer Request messages sent to S-GW/BBIFF at least for all inbound roaming users. 

2.
The S-GW/BBIFF forwards this information to LMISF via the Xia reference point.

3.
The LMISF retains the updated user location information for all registered inbound roaming users where S8HR is deployed.

4.
The LMISF retrieves the stored location information and delivers it to the DF2 via the X2 reference point with the appropriate call state event report.

6.1.5.4.3
LCS provided location 

In this approach the target's location is obtained by means of the Lawful Access Location Services (LALS) currently under development in 3GPP Release 13/14 (see TS 33.107 [3], clause 19).
Basically, as per the above concept, the S-GW/BBIFF reports the location received from the MME to the LMISF over the Xib reference point (during the stage 2 definition, the reference point is changed from Xia to Xib). The LMISF is expected to include the location in the appropriate events sent to the DF2. 

TS 33.107 has an FFS note on the location reporting because the MME was excluded from the list of impacted network nodes reported to GSMA. 

Email discussions CUPS LI (Nag, Maurizio, Alex, Pierre)
Point #1: Identifying the S-GW U or P-GW U
· A quick glance of the concept tells that there should not be any impact on the handover interface. The ICE type, will continue to be sGW and pDNGW (IRI in B.9) and S-GW and PDN-GW (for CC as in B.10) unless SX3LIF should be identified.  
· If both S-GW and PDN-GW are intercepting nodes, there is a need at the LEMF to distinguish packets coming from S-GW and PDN-GW to recover the two streams; With the SX3LIF, how can this be achieved? Can LMISF provide the information on where the packets have come from (S-GW or P-GW)? Having LMISF as an ICE-type, may not allow an LEMF to discriminate the packets.  SX3LIF should have a logic to forward the information on whether the packet was intercepted at the S-GW U or the PDN-GW U.   
Further discussion

· In the event, the SX3LIF cannot detect the source automatically, perhaps, an indication to identify the source of the packets (Serving Gateway-U or PDN Gateway U) should be included to identify the source of intercepted packets on the X3u reference point. 

 Conclusion and Summary

S8HR LI

1. Discuss to determine whether the changes as indicated under point #2 is to be added to B.9 (ASN.1) 

2. Discuss to determine whether the changes as indicated under point #3 is to be added to B.12 (ASN.1) 
3. Discuss to determine the method of identifying the originating and target identifiers from the SIP messages – can the P-Preferred-Id be trusted?

4. Discuss to determine the method of reporting the target location. 

5. Discuss to determine whether there is a need to standardize (stage 3) Xia and Xib. 
CUPS LI
1. Discuss to determine whether the source of packets should be identified on the X3u reference point.  
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