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1. Introduction
This contribution proposes text for the Discussion section of the living document on LI solutions for Mobile Cloud Services.

It can be seen that the use cases fall into the falling categories

1. Cloud applications or services that may not transit the MNO facilities (data in motion) and should be captured by ETSI Cloud/Virtual Services (DTR 101 567 4 ) and not considered by 3GPP
	Section
	Use Case
	Comments

	4.2.1
	VMI
	Describes a process that is not within the domain of the MNO and thus many LEA attributes may be missing

If white labelled by a MNO then only traffic generated by the virtual machine that is transferred to the target is captured, and other information used by the VMI is not captured.

	4.2.2
	VMI (Memory)
	Describes a process that is not within the domain of the MNO and thus many LEA attributes may be missing

If white labelled by a MNO then only traffic generated by the virtual machine that is transferred to the target is captured, and other information used by the VMI is not captured. Like the full contents of the memory

	4.2.3
	IPC
	Describes a process that is not within the domain of the MNO and thus many LEA attributes may be missing

If white labelled by a MNO then only traffic generated by the virtual machine that is transferred to the target is captured, and other information used by the VMI is not captured.
All inter IPC communications may use Identities that are not associated to the user

	4.2.4
	Telepresence
	Describes a process that is not within the domain of the MNO and thus many LEA attributes may be missing

If white labelled by a MNO then only traffic generated by the Telepresence Service that is transferred to the target is captured, and other information used by the service may not be captured.

For example like a conference service, the communication between the associates may not be captured if the target is not included even while in the same telepresence Session

	4.2.5
	Telepresence
(Externally hosted)
	Describes a process that is not within the domain of the MNO and thus many LEA attributes may be missing.

Only traffic generated by the Service that is transferred to the target is captured, and other information used by the Service is not captured.

	4.2.7
	Mobile Portal/ Dash Board
	The Application operates several services at once and provides a single interface to the user for all the services that are active.

Each service must be examined on its own.

It is not clear if access to the dash board on the enterprise server is encrypted or not, or whether MNO provides encryption services.

If encryption services are provided, all communications to the target are captured.  If not the data is captured as encrypted content

It is not clear if the MNO email service is sent to the Enterprise and incorporated into the dash board, or sent as a parallel service to the mobile device

Only traffic generated by the Service that is transferred to the target is captured, and other information used by the Service is not captured.

	4.2.8
	VDI
	Only traffic generated by the virtual machine that is transferred to / from the target is captured, and other information used by the VMI is not captured.
The only data captured occurs during synchronization unless other processes have been invoked on the local machine which is beyond the scope of this document.

	4.2.9
	Delayed VMI
	Only traffic generated by the virtual machine that is transferred to / from the target is captured, and other information used by the VMI is not captured.

The only data captured occurs during synchronization unless other processes have been invoked on the local machine which is beyond the scope of this document.

The process running on the virtual machine in the cloud are still the targets service and should be captured by ETSI 101 567 process and interfaces as they may not pass through the 3gpp network

	4.2.x
	File Sharing 
	Generic Over the Top File Share service like Dropbox.  Only traffic generated by the application that is transferred to / from the target is captured while on the MNO network, and other information used by the application is not captured.

	4.2.x
	File Sharing (7) SMB
	Similar to 4.2.7 
If white labelled by a MNO then only traffic generated by the services that is transferred to the target is captured, and other information used by the service is not captured. Eg, if a file is deleted by another user which is using a different MNO

	
	
	


2. Cloud applications or services that are integral to the MNO facilities 

If the use case provided are wholly within the MNO facilities

	Section
	Use Case
	Comments

	4.2.1
	VMI
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.2
	VMI (Memory)
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.3
	IPC
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.4
	Telepresence
	New services need to be defined in 3GPP SA1
New IAP functionally is required to support the feature.

Editor note:  Is Telepresence a defined service in SA1? It exists in ATIS and ITU

	4.2.6
	Mobile Portal/ Dash Board
	The Application operates several services at once and provides a single interface to the user for all the services that are active.

Each service must be examined on its own.

Use case is not clear on method that Operator Y email service is used, the current target device or another device.

Service to Company X is likely encrypted by Company X and will be captured as Content in transactions to the target. Only traffic generated by the Service that is transferred to the target is captured, and other information used by the Service is not captured.

Service to the MNO cloud services are captured.  The data used in the hacked email account is encrypted, however the data can be correlate to the targets activity to access an email service.

This correlation may be used to dynamically trigger services in Operator Y Email servers, but are beyond the scope of this document.  

	4.2.8
	VDI
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.9
	Delayed VMI
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.10
	File Sharing (1)
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	
	
	


3. Cloud applications or services that transit the MNO facilities via proxies
	4.2.11
	File Share (2)

Proxy
	The services are only accessible while in the MNO network.

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application,  decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands)

Location if embedded in the application and available, Associate decomposition, the identities used in the packet stream may not point to associates real identity, the identity of the resources, ie “documentname.doc”
 

	4.2.13
	File Share (4)
	Access to the proxy is required to the public so others can access the files.  This may require a new services to be defined in 3GPP SA1.  Current access from non 3gpp access is via Packet Data Gateway (PDG).  

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application, decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands)

Location if embedded in the application and available, Associate decomposition, the identities used in the packet stream may not point to associates real identity, the identity of the resources, ie “documentname.doc”, the identity of the IP address associated with the session does not provide an identity of the session, and the location of the user of the IP address.

	4.2.x
	File Share (5)
	Access to the proxy is required to the public so others can access the files.  This may require a new services to be defined in 3GPP SA1.  Current access from non 3gpp access is via Packet Data Gateway (PDG).  

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application, decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands)

the proxy may hide the identity of the user on the cloud, and if the cloud is in the domain of the LEA, correlating information may be needed to examine evidence of the cloud server
Time to Live parameters may be evidential
Access attempts to a target users files, identifying information

Multiple simultaneous open sessions to the same account and files, identifying information (each device may have an id)

	4.2.x
	File Share (6)
	Access to the proxy is required to the public so others can access the files.  This may require a new services to be defined in 3GPP SA1.  Current access from non 3gpp access is via Packet Data Gateway (PDG). 

Access to encrypted services may already be covered with Media Security services.

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands), the proxy may hide the identity of the user on the cloud, and if the cloud is in the domain of the LEA, correlating information may be needed to examine evidence of the cloud server

Time to Live parameters may be evidential

Access attempts to a target users files, identifying information

Multiple simultaneous open sessions to the same account and files, identifying information (each device may have an id)

	4.2.x
	File Share (8)
	In this use case, the target and his files are associated to a MNO proxy server, and all request to access files and association to the file are passed to the MNO to manage

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands), the proxy may hide the identity of the user on the cloud, and if the cloud is in the domain of the LEA, correlating information may be needed to examine evidence of the cloud server

Time to Live parameters may be evidential

Access attempts to a target users files, identifying information

Multiple simultaneous open sessions to the same account and files, identifying information (each device may have an id)

	
	
	


4. Cloud applications or services that are forced to transit the MNO facilities via polices 

	4.2.12
	File Share (3)
	The use of FQDN and be used in ANDSF to keep all services within the MNO facilities or directed to IAP

	4.2.x
	ANDSF
	The MNO decides which services and IP flows need to flow back into its core network.  Only the Services it supplies are routed back, basic Web browsing may not be routed home while on a hotspot
New IAP functionally maybe required supporting the feature.

	
	
	


2. Proposal
***********************First addition******************************
4
Background on Mobile Cloud Services
4.3
Discussion

Section 4.2 provides a non exhaustive list of use cases for Mobile Cloud Services that are growing.

It can be seen that these use cases fall into 4 categories

1. Cloud applications or services that may not transit the MNO facilities (data in motion) and should be captured by ETSI Cloud/Virtual Services (DTR 101 567 4 ) and not considered by 3GPP

	Section
	Use Case
	

	4.2.1
	VMI
	

	4.2.2
	VMI (Memory)
	

	4.2.3
	IPC
	

	4.2.4
	Telepresence
	

	4.2.5
	Telepresence

(Externally hosted)
	

	4.2.7
	Mobile Portal/ Dash Board
	

	4.2.8
	VDI
	

	4.2.9
	Delayed VMI
	

	4.2.x
	File Sharing 
	

	4.2.x
	File Sharing (7) SMB
	

	
	
	


2. Cloud applications or services that are integral to the MNO facilities 

If the use case provided are wholly within the MNO facilities

	Section
	Use Case
	Comments

	4.2.1
	VMI
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.2
	VMI (Memory)
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.3
	IPC
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.4
	Telepresence
	New services need to be defined in 3GPP SA1 ?

New IAP functionally is required to support the feature.

	4.2.6
	Mobile Portal/ Dash Board
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.8
	VDI
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.9
	Delayed VMI
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	4.2.10
	File Sharing (1)
	New services need to be defined in 3GPP SA1.

New IAP functionally is required to support the feature.  Should build on TS 101 567

	
	
	


As this requires SA1 to address the new features and service, which might reside in an MNO network, that further work is required, and left for future work items.
3. Cloud applications or services that transit the MNO facilities via proxies

	4.2.11
	File Share (2)

Proxy
	The services are only accessible while in the MNO network.

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application,  decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands)

Location if embedded in the application and available, Associate decomposition, the identities used in the packet stream may not point to associates real identity, the identity of the resources, ie “documentname.doc”

 

	4.2.13
	File Share (4)
	Access to the proxy is required to the public so others can access the files.  This may require a new services to be defined in 3GPP SA1.  Current access from non 3gpp access is via Packet Data Gateway (PDG).  

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application, decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands)

Location if embedded in the application and available, Associate decomposition, the identities used in the packet stream may not point to associates real identity, the identity of the resources, ie “documentname.doc”, the identity of the IP address associated with the session does not provide an identity of the session, and the location of the user of the IP address.

	4.2.x
	File Share (5)
	Access to the proxy is required to the public so others can access the files.  This may require a new services to be defined in 3GPP SA1.  Current access from non 3gpp access is via Packet Data Gateway (PDG).  

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application, decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands)

the proxy may hide the identity of the user on the cloud, and if the cloud is in the domain of the LEA, correlating information may be needed to examine evidence of the cloud server

Time to Live parameters may be evidential

Access attempts to a target users files, identifying information

Multiple simultaneous open sessions to the same account and files, identifying information (each device may have an id)

	4.2.x
	File Share (6)
	Access to the proxy is required to the public so others can access the files.  This may require a new services to be defined in 3GPP SA1.  Current access from non 3gpp access is via Packet Data Gateway (PDG). 

Access to encrypted services may already be covered with Media Security services.

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands), the proxy may hide the identity of the user on the cloud, and if the cloud is in the domain of the LEA, correlating information may be needed to examine evidence of the cloud server

Time to Live parameters may be evidential

Access attempts to a target users files, identifying information

Multiple simultaneous open sessions to the same account and files, identifying information (each device may have an id)

	4.2.x
	File Share (8)
	In this use case, the target and his files are associated to a MNO proxy server, and all request to access files and association to the file are passed to the MNO to manage

New IAP functionally maybe required supporting the feature.  Service type/ IAP location to help LEA with composition of the application decomposition of IRI messages, “Dirlist, file upload, down load, delete” (FTP type commands), the proxy may hide the identity of the user on the cloud, and if the cloud is in the domain of the LEA, correlating information may be needed to examine evidence of the cloud server

Time to Live parameters may be evidential

Access attempts to a target users files, identifying information

Multiple simultaneous open sessions to the same account and files, identifying information (each device may have an id)

	
	
	


Service that are proxied in the network may be handled in current systems, such as Session Border Controllers (SBC), Packet Data Gateways (PDG), backend Web services and may not require input from SA1.  However existing Intercept Access Points (IAP), and collection and delivery functions may need augmentation to support these services.  

· How the network supports and handles Location information received from the PDG and the Mobile network when a user device is access WIFI and Cellular at the same time?  Which location is reported, how are they reported?
· Are new IRI messages required for some Cloud Service?

· Different implementation and support via NNI to Cloud Servers
4. Cloud applications or services that are forced to transit the MNO facilities via polices 

	4.2.12
	File Share (3)
	The use of FQDN and be used in ANDSF to keep all services within the MNO facilities or directed to IAP



	4.2.x
	ANDSF
	The MNO decides which services and IP flows need to flow back into its core network.  Only the Services it supplies are routed back, basic Web browsing may not be routed home while on a hotspot

New IAP functionally maybe required supporting the feature.



	
	
	


Service that have policies flow, can provide the same functionality as described in the proxies scenarios, however they requires support for :

· How the network supports and handles Location information received from the PDG and the Mobile network when a user device is access WIFI and Cellular at the same time? Which location is reported, how are they reported?
· Are new IRI messages required for some Cloud Service?

***************************End of first addition**********************************

3. Recommendation

Discuss and adopt the proposed for Section 4 of the cloud services living document.
