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1. Introduction
This contribution proposes a basic SMB and Enterprise based File Sharing use case for the Mobile Cloud Services living document.
.
2. Discussion
This use case is used to define the base Cloud Services on a very limited definition to identify any missing LEA attributes when the MNO provides Cloud Server Application function and the Cloud Service is operated in the country. How the end server handles the request varies by implementation.  .
In this use case the MNO uses a proxy to handle all request to and from the Cloud infrastructure, this is an example implementation as described in SA2LI12_18 Use Case 4
An SMB uses 2 or more MNO to provide service

3. Proposal

***********************First addition******************************
1 Use cases

A. Enterprise based File Sharing use case.

a. Overview

The SMB and or Enterprise requires 2 or more MNOs to provide its Cloud service for file sharing for their employees.  The MNO have white labelled a service from the same cloud provider.
a. The service can be offered with or with out IMS services

b. Actors

The user is John 

Joan is a user and an associate of John
Brad is a user and an associate of John
Mobile Anywhere, is an MNO that provides access services on Mobile, fixed and broadband networks in the Domain of 3ppistan

Regional Mobile is a MNO that only allows mobile service in the Domain of 3gpp-istan

Jungle Cloud is a Cloud Service Provider in the Domain of 3gpp-istan

Hyper-Cloud is a vendor or Cloud computing infrastructure in the Domain of 3gpp-istan

c. Preconditions

John, Joan and Brad live in 3pp-istan and work for a Small national Business company that have farmed out their IT infrastructure and use a Bring your own Device (BYOD) model for their employees, which includes laptops, PC, and wireless devices for access to the company files, email and subscriber databases. The SMB has chosen to place all it files and databases on cloud infrastructure and has negotiated with the MNO in 3gpp-istan to provide access for their employees using their mobile, wifi, and broadband connections.

Regional Mobile and Mobile Anywhere have white labelled a service from Jungle Cloud which in turn uses Hyper-Cloud infrastructure.  Each MNO may tweak the service it provides, but a Jungle Cloud client is provided to each user that is labelled with the MNO offering.  The cloud service requires Login and passwords that are stored in Jungle Cloud.  The service provides private directories for users, shared directories, and public directories.  Access to each is controlled by permissions allocated by the IT group of the SMB 
The service allows all to access files only between users and devices that have a subscription on Jungle Cloud and a member of the folders. A subscription is available to web access only subscribers not having any other services. The service does not provide encrypted files services. But it uses SSL on web access and vpn tunnels to the MNO’s infrastructure.
Editors note: Assumed that the MNO know their legal obligation for access, and have requested vpn so that the files are in the clear when delivered over their networks, which are encrypted from others, and encrypted over public access facilities.
A support function is provided by the MNO’s via Jungle Cloud to add/ modify / delete users from the file share and to added other directories and permissions.  A separate archival service is available.
Jungle Cloud provides a client to the MNO that can be White labelled that can operate on devices (smart phones, tablets and laptops) 
Jungle Cloud manages access to shared files. Its client software provides a link address where the file is stored.  Anyone with the link can access the file if they have logged in and have permission for that directory.  Access to the File share system is via simple user name and password, and can be stored in the client.

Jungle Cloud contracts with Hyper-Cloud to provide infrastructure to hosts it service.
Jungle Cloud or Hyper-Cloud may have Dynamic triggering capabilities. 
The Jungle Cloud Client utilizes an FQDN to address the Cloud Service.  All requests in the MNO are directed to the VPN to Jungle Cloud Service.  External requests are directed via DNS directly to Jungle Cloud 
The Cloud Service Application requires User logon in order to access the File Share application.

The Cloud Service Application may locally manage the subscriber information and store all users files as unique files associated with the users or as SMB files.  It may encrypt that files that are stored on the cloud to protect access from others, but delivers the files in clear text which is then encrypted for the access (VPN, or SSL) 
Through agreements, several parameters may be utilized in deployment.


Time to Live parameters, upon access of file

Logon requirements


OAM Functionality


Remote management of the service


Access to files


Access to unencrypted files


Crypto keys to use


Link Security.


Quality of Service / Experience

The MNO’s may have an NNI to Jungle Cloud
The SMB may encrypt the files it stores with the MNO.  These may be one key for all files, or individual keys for each subscriber using open PGP software.
d. Actions

i. John is the target of a legal warrant.

ii. Regional Mobile surveillance facilities identify that a target of LI has initiated communication covered by the LI authorization and begins delivery of the communication to the LEA.  

iii. The 3gpp-istan Police Department begins receiving John’s intercepted communications (i.e., IRI and CC for all required services as identified in the lawful authorization).  The IRI and CC for the File Sharing service is delivered separately and the CC is the media that is sent to/from John (the Subject).

Editors note: copied from tele-presence, its unclear if the iri and cc is delivered separately form other iri and cc

iv. John selects the application from his device (Mobile). And enters user name and password, if not previously saved, it connects to the  Jungle Cloud -Cloud Application Server  (Editors note, auto login maybe enabled if the device is connected directly Regional Mobile facilities, using other proxies (eg Single Sign On, Generic User profile (GUP) , IMSI without a password)
v. The Jungle Cloud accesses it database and service profile for John and the associated SMB.

vi. Jungle Cloud responds with an FQDN that will provide the users file structure.

vii. The application displays a directory system of his directories that he has access, showing his Private, SMB shared and public directories, and the files in each
viii. John transfers from his device memory a file to the client application

ix. John selects to move the file to the SMB Shared folder, the client application, communicates with Jungle Cloud Server to store a copy of the file.

x. Jungle Cloud provides a link address 
xi. On completions of the storage, Jungle-Cloud provide an indication is provided to John
xii. During this time IRI is generated, CC is generated.  
xiii. John selects another file, one with which he intends to commit an unlawful act, and moves it to the Public folder.
xiv. The client uploads a copy of the file as described in (viii to xii).

xv. Jungle Cloud Server then provides John with an FQDN to share the file with others
xvi. John copies the file locator information and sends an SMS to an associate including the file locator information.  IRI is generated Editors Note: This could be used in Dynamic triggering to set up other cooperating systems for associates.  Dynamic triggers will not be effective if the user writes down the file location unless the triggering is based on the file itself
xvii. The associate Brad (who also is a subscriber of Mobile Anywhere ) upon receipt of the SMS, copies the file locator to his client application, and the client then downloads the file from Jungle Cloud. No IRI is generated, nor CC as Brad is not the subject of the interception.  If a Warrant were placed on Mobile Anywhere for Brad then IRI and CC would be generated.  If a warrant were placed at Jungle Cloud then IRI and CC would be generated.  Editors Note: information collected from each entity may be different, Jungle Cloud could provide additional detail not available from Mobile Anywhere, and Regional Mobile, but can not provide location precision that the MNO can provide 
xviii. John selects a different device that has the file share application enabled

xix. John logs into the Jungle Cloud Server using a Hotspot connection with his laptop.  The server determines that John is using a different device,  
xx. The Jungle Cloud Server accesses it database and service profile for John and determines that the File share cloud service needs to sync with the service, Several files are downloaded to Johns device.  No IRI is generated, no CC is generated.
xxi. Some time later John deletes the file from the Public folder. John’s client will send the delete command to Jungle Cloud Server.  No IRI is generated Editors: note the file may be retained for legal, financial, archival (Business Continuity), restoral purposes as determined by the SMB Service Contracts, MNO requirements or by Jungle Cloud)
xxii. Some time later John will notice that all devices that are logged in to the File Share application will have their file removed from its local device memory. (client messages not described) IRI is generated only when John Mobile device is active. Editor’s Note: the deleted files may be accessible by file recovery programs.  
xxiii. A device that is not connected to the Jungle Cloud Server and not able to connect to the application will still retain a copy of the file until it is synchronized with the server
Variations A

I to xvii the same

xvi. The associate Brad (who also is a subscriber of Mobile Anywhere ) upon receipt of the SMS, forwards it to another associate Joan.

xxiv. Joan connects to the internet and connects to the Jungle Cloud Server using the FQDN that identifies the file.  The Jungle Cloud Server delivers the file from the Public folder.  No IRI is generated, no CC is generated.
xxiv. Some time later John deletes the file from the Public folder

Variations to A
1. Jungle Cloud Server provides an indication when some has accessed the Public Folder to the SMB
2. Someone else in the SMB deletes the files from the Public folder 

e. Interaction with other services

The file Share may be part of an interactive Messaging platform, where all files are stored, voice mail, video mail, and shared files
It may be possible to access the shared folder via tele-prompts in the Messaging center

It is possible to access the system via Web Browser client through the MNO’s Web Portal

It may be possible to delete files via Email commands sent to the server

Local break with Femto cell and access to local shares and or use of Cellular Hub (cellular modem that terminates in wifi or Ethernet access) on John’s personal network is for further Study

f. Roaming

When John roams to other networks, his File share travels with him and is accessible.  Roaming Rates for data services may apply

John can access the file share from local hotspots

John could send a SMS or email to others with a file location to people not subscribers to Mobile Anywhere Cloud Service. 

Local Break out services in the visited network is for further study
g. Post Conditions

i. John and her associates Brad, and Joan have shared a file that has or will be used in an unlawful act
ii. John and the associates Brad, and Joan may have tried to hide any transactions
iii. The 3gpp-istan Police Department received the IRI and some CC of John’s communications via Regional Mobile when John was using his mobile device.  The communication on other service (Hoptspot or Broadband) were not captured, and other means will be required to capture that content and IRI. Using that information in their investigations, they may be able prevent a crime from occurring.
iv. Regional Mobile have met their regulatory obligation to unobtrusively deliver communication to the authorized LEA. 
h. Challenges for interception

i. Generally in the use case if a Warrant is effect at the time that John uploads the file, LEA should receive all related IRI information from that Service provider
ii. It is clear that other warrants are required to capture other events while at a hotspot or on a broadband connection. 
iii. It is not clear if other means to delete the file can be captured

iv. It is not clear what interface will be used by Jungle Cloud if they were served a Warrant Editors Note:  Some aspect of messaging, data retention and data in motion exist.
v. It is not clear how LEA will access the files in Jungle Cloud systems  to preserve the contents of the file and its associated logs (business records, Data Storage) 
vi. How and what data/ IRI is presented to LEA (eg, service type, clear text files, message deletions, message delivery (email?))

vii. Various user identities used to access the files, IMSI, user name, HTTP identity 
viii. Its not clear how the Cloud Service “Private, Shared, Public” is communicated to LEA to identify the type of service the IRI and CC belong 

ix. There may be multiple device attached and connected at the same time with the same or different identity (several web client, several mobile devices, PSTN connection via voice navigation, SMTP (email client)) Editor’s Note: If captured at Jungle Cloud, if several devices are logged in and the user up loads a file, all devices will by synced cause duplication of all the CC
x. Its unclear what would be captured on the NNI interfaces, ie if permissions for John were changed.
***************************End of first addition**********************************
4. Recommendation
Discuss and adopt the proposed Use case in the Mobile Cloud Services living document.
