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[bookmark: _Toc335387847]3	Definitions and abbreviations
[bookmark: _Toc335387848]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [38] and the following apply.
access provider: access provider provides a user of some network with access from the user's terminal to that network.
NOTE 1:	This definition applies specifically for the present document. In a particular case, the access provider and network operator may be a common commercial entity.
(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport information to the LEMF is temporarily unavailable.
Closed access mode: H(e)NB provides services only to its associated CSG members.  A H(e)NB configured for closed access broadcasts a CSG Indicator and a specific CSG Identity.
communication: Information transfer according to agreed conventions.
content of communication: information exchanged between two or more users of a telecommunications service, excluding intercept related information. This includes information which may, as part of some telecommunications service, be stored by one user for subsequent retrieval by another.
handover interface: physical and logical interface across which the interception measures are requested from network operator / access provider / service provider, and the results of interception are delivered from a network operator / access provider / service provider to a law enforcement monitoring facility.
Hybrid access mode: H(e)NB provides services to its associated CSG members and to non-CSG members.  A H(e)NB configured for hybrid access does not broadcast a CSG Indicator but does broadcast a CSG Identity.
identity: technical label which may represent the origin or destination of any telecommunications traffic, as a rule clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical access on a case-by-case basis.
interception: action (based on the law), performed by a network operator / access provider / service provider, of making available certain information and providing that information to a law enforcement monitoring facility.
NOTE 2:	In the present document the term interception is not used to describe the action of observing communications by a law enforcement agency.
interception configuration information: information related to the configuration of interception.
interception interface: physical and logical locations within the network operator's / access provider's / service provider's telecommunications facilities where access to the content of communication and intercept related information is provided. The interception interface is not necessarily a single, fixed point.
interception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to the relevant national laws and regulations.
intercept related information: collection of information or data associated with telecommunication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data and location information.
interception subject: person or persons, specified in a lawful authorization, whose telecommunications are to be intercepted.
internal intercepting function: point within a network or network element at which the content of communication and the intercept related information are made available.
internal network interface: network's internal interface between the Internal Intercepting Function and a mediation device.
invocation and operation: describes the action and conditions under which the service is brought into operation; in the case of a lawful interception this may only be on a particular communication. It should be noted that when lawful interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.
NOTE 3:	The definition is based on ITU‑T Recommendation X.882 [8], but has been adapted for the special application of lawful interception, instead of supplementary services.
law enforcement agency: organization authorized by a lawful authorization based on a national law to request interception measures and to receive the results of telecommunications interceptions.
law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the results of interception relating to a particular interception subject.
lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications and requiring co-operation from a network operator / access provider / service provider. Typically this refers to a warrant or order issued by a lawfully authorized body.
lawful interception: see interception.
lawful interception identifier: identifier for a particular interception.
Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA).
location information: information relating to the geographic, physical or logical location of an identity relating to an interception subject.
mediation device: equipment, which realizes the mediation function.
mediation function: mechanism which passes information between a network operator, an access provider or service provider and a handover interface, and information between the internal network interface and the handover interface.
network element: component of the network structure, such as a local exchange, higher order switch or service control processor.
network element identifier: uniquely identifies the relevant network element carrying out the lawful interception.
network identifier: internationally unique identifier that includes a unique identification of the network operator, access provider, or service provider and, optionally, the network element identifier.
network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals between defined network termination points by wire, by microwave, by optical means or by other electromagnetic means. 
Open access mode: H(e)NB operates as a normal NodeB or eNodeB.  A H(e)NB configured for open access does not broadcast either a CSG Indicator or CSG Identity.
precision: the number of digits with which a numerical value is expressed, e.g., the number of decimal digits or bits.  Note: precision should not be confused with accuracy, which is a difference between a measured/recorded numerical value and the respective value in the standard reference system.
quality of service: quality specification of a telecommunications channel, system, virtual channel, computer-telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noise ratio, bit error rate, message throughput rate or call blocking probability.
reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when used under specific operating conditions.
result of interception: information relating to a target service, including the content of communication and intercept related information, which is passed by a network operator, an access provider or a service provider to a law enforcement agency. Intercept related information shall be provided whether or not call activity is taking place.
service information: information used by the telecommunications infrastructure in the establishment and operation of a network related service or services. The information may be established by a network operator, an access provider, a service provider or a network user.
service provider: natural or legal person providing one or more public telecommunications services whose provision consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service provider needs not necessarily run his own network.
SMS: Short Message Service gives the ability to send character messages to phones. SMS messages can be MO (mobile originate) or MT(mobile terminate).
target identity: technical identity (e.g. the interception's subject directory number), which uniquely identifies a target of interception. One target may have one or several target identities.
target service: telecommunications service associated with an interception subject and usually specified in a lawful authorization for interception.
NOTE 4:	There may be more than one target service associated with a single interception subject.
telecommunications: any transfer of signs, signals, writing images, sounds, data or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photo-optical system.
*** NEXT MODIFICATION ***
[bookmark: _Toc335387849]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:
AN	Access Network
ASN.1	Abstract Syntax Notation, Version 1
ASE	Application Service Element
BER	Basic Encoding Rules
CC	Content of Communication
CSCF	Call Session Control Function
CSG	Closed Subscriber Group
DF	Delivery Function
DSMIP	Dual Stack MIP
EPS	Evolved Packet System
e-PDG	Evolved PDG
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GGSN	Gateway GPRS Support Node
GLIC	GPRS LI Correlation
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
GTP	GPRS Tunnelling Protocol
HA	Home Agent
HeNB	Home enhanced NodeB
HeNB GW	HeNB Gateway
H(e)NB	Home and Home enhanced NodeB
HI	Handover Interface
HI1	Handover Interface Port 1 (for Administrative Information)
HI2	Handover Interface Port 2 (for Intercept Related Information)
HI3	Handover Interface Port 3 (for Content of Communication)
HLC	High Layer Compatibility
HNB	Home NodeB
HSS	Home Subscriber Server
IA	Interception Area
IA5	International Alphabet No. 5
IAP	Interception Access Point
ICI	Interception Configuration Information
IE	Information Element
IIF	Internal Interception Function
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMSI	International Mobile Subscriber Identity
INI	Internal network interface
IP	Internet Protocol 
IP-CAN	IP-Connectivity Access Network
IPS	Internet Protocol Stack
IRI	Intercept Related Information
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LIID	Lawful Interception Identifier
LLC	Lower layer compatibility
LSB	Least significant bit
MAP	Mobile Application Part
ME	Mobile Entity
MF	Mediation Function
MIP	Mobile IP
MME	Mobility Management Entity
MS	Mobile Station
MSB	Most significant bit
MSISDN	Mobile Subscriber ISDN Number
MSN	Multiple Subscriber Number
NEID	Network Element Identifier
NID	Network Identifier
NO	Network Operator
OA&M	Operation, Administration & Maintenance
P‑CSCF	Proxy Call Session Control Function
PDG	Packet Data Gateway
PDN	Packet Data Network
PDN-GW	PDN Gateway
PDP	Packet Data Protocol
PLMN	Public land mobile network
PMIP	Proxy Mobile IP
PSTN	Public Switched Telephone Network
ROSE	Remote Operation Service Element
Rx	Receive direction
S‑CSCF	Serving Call Session Control Function
SGSN	Serving GPRS Support Node
SDP	Session Description  Protocol
SIP	Session Initiation Protocol
SMAF	Service Management Agent Function
SMF	Service Management Function
SMS	Short Message Service
SP	Service Provider
S-GW	Serving Gateway
TAU	Tracking Area Update
TCP	Transmission Control Protocol
TI	Target identity
TLS	Transport Layer Security
TP	Terminal Portability
T-PDU	tunneled PDU
Tx	Transmit direction
UI	User Interaction
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
UTRAN	Universal Terrestrial Radio Access Network
VPN	Virtual Private Network

*** NEXT MODIFICATION ***
[bookmark: _Toc335387945]6.5	IRI for packet domain
The IRI will in principle be available in the following phases of a data transmission:
1.	At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (set up of a data context, target may be the originating or terminating party);
2.	At the end of a connection, when the target identity becomes inactive (removal of a data context);
3.	At certain times when relevant information are available.
In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.
The IRI may be subdivided into the following categories:
1.	Control information for HI2 (e.g. correlation information);
2.	Basic data context information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.
Unless other wise noted, the following terminology applies to both GPRS and 3G GSN nodes:
GPRS attach			- also applies to Mobile Station attach
GPRS detach			- also applies to Mobile Station detach
gPRSEvent			- also applies to PDP Context events and Mobile Station events
gPRSCorrelationNumber	- also applies to PDP Context Correlation
gPRSOperationErrorCode	- also applies to PDP Context Operation Error Codes
There are several different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
Table 6.1: Mapping between UMTS Data Events and HI2 records type
	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context modification
	CONTINUE

	PDP context activation (unsuccessful)
	REPORT

	Start of interception with mobile station attached (national option)
	REPORT

	Start of interception with PDP context active
	BEGIN or optionally CONTINUE 

	PDP context deactivation
	END

	Location update
	REPORT 

	SMS
	REPORT

	ServingSystem
	REPORT

	HNB Target UE Registration
	REPORT

	HNB Target UE Deregistration
	REPORT

	HNB Target UE Handover
	REPORT

	Start of Interception with Target UE Active on HNB
	BEGIN



A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the GSN or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Table 6.2: Mapping between Events information and IRI information
	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
	partyInformation (party-identiity)

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).
	partyInformation (party-identity)

	observed IMEI 
	Target Identifier with the IMEI of the target subscriber (monitored subscriber)
	partyInformation (party-identity)

	observed PDP address
	PDP address(es) used by the target. In case of IPv4v6 two addresses may be carried.
	partyInformation
(services-data-information)

	event type
	Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
	gPRSevent

	event date
	Date of the event generation in the xGSN
	Timestamp

	event time
	Time of the event generation in the xGSN
	

	access point name
	The Access Point Name contains a logical name (see 3GPP TS 23.060 [---TBD---])
	partyInformation
(services-data-information)

	PDP type
	This field describes the PDP type as defined in 3GPP TS 29.060 [17], TS 24.008 [9], TS 29.002 [4]
	partyInformation
(services-data-information)

	initiator
	This field indicates whether the PDP context activation, deactivation, or modification is MS directed or network initiated.  It also is used to indicate whether the MS deregistration from a HNB is network or HNB initiated.
	initiator

	correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	location information
	When authorized, this field provides the location information of the target that is present at the SGSN at the time of event record production.
	locationOfTheTarget

	SMS
	The SMS content with header which is sent with the SMS-service
	sMS

	failed context activation reason
	This field gives information about the reason for a failed context activation of the target subscriber.
	gPRSOperationErrorCode

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target subscriber.
	gPRSOperationErrorCode

	service center address
	This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
	serviceCenterAddress

	umts QOS
	This field indicates the Quality of Service associated with the PDP Context procedure.
	qOS

	context deactivation reason
	This field gives information about the reason for context deactivation of the target subscriber.
	gPRSOperationErrorCode

	network identifier
	Operator ID plus SGSN, GGSN, or HLR address.
	networkIdentifier

	iP assignment
	Observed PDP address is statically or dynamically assigned.
	iP-assignment

	SMS originating address
	Identifies the originator of the SMS message.
	DataNodeAddress

	SMS terminating address
	Identifies the intended recipient of the SMS message.
	DataNodeAddress

	SMS initiator
	Indicates whether the SMS is MO, MT, or Undefined
	sms-initiator

	serving SGSN number
	An E.164 number of the serving SGSN.
	servingSGSN-Number

	serving SGSN address
	An IP address of the serving SGSN.
In case of S4-SGSN, this may be provided as Diameter id and realm of the serving S4-SGSN connected via S6d interface to the HSS.
	servingSGSN-Address 
servingS4-SGSN-address

	NSAPI
	Network layer Service Access Point Identifier
information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane
This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [43].
	nSAPI

	Cause
	Provides the reason for an action or an error
	Cause

	Context Identity
	Provides the unique identifier for a UE that is used by the HNB and HNB-GW
	contextID

	CSG Identity
	Unique identifier of a CSG within a PLMN.  See Note 2.
	csgIdentity

	CSG List
	Membership list of a given CSG.  Includes identities and associated expiration data.
	csgList

	Destination cell Identity
	Resultant cell ID after handover (i.e., HNB ID or PLMN cell ID)
	destinationCellID

	Handover Direction
	Identifies if the handover is inbound (e.g., macro network to HNB) or outbound (HNB to macro network) or intra-HNB (between HNBs)
	hanadoverDirection

	HNB Identity
	Unique identifier of a HNB
	hnbIdentity

	HNB IP Address
	
	hnbIPAddress

	HNB Location
	When authorized, reports the location of the HNB used during location verification prior to HNB activation.
	hnbLocation

	ISP Operator Identity
	Identifies the ISP through which the HNB is connected to the Security Gateway.
	ispOperatorIdentity

	Observed ME Id
	ME Id of the target subscriber.
	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]partyInformation (party-identity)

	SeGW IP Address
	The IP address of thee Security Gateway used by the HNB to terminate the tunnel from the HNB.
	seGWIPAddress

	Source Cell Identity
	Original cell ID prior to a handover (i.e., HNB ID or PLMN cell ID).
	sourceCellID

	Tunnel Protocol
	Reports the tunnel protocol between the HNB and the SeGW.
	tunnelProtocol



NOTE 1:	LIID parameter must be present in each record sent to the LEMF.
NOTE 2:  Open HNBs do not have associated CSGs.


*** NEXT MODIFICATION ***
[bookmark: _Toc335387947]6.5.1.1	REPORT record information
The REPORT record is used to report non-communication related subscriber actions (events) and for reporting unsuccessful packet-mode communication attempts.
The REPORT record shall be triggered when:
-	the intercept subject's mobile station performs a GPRS attach procedure (successful or unsuccessful);
-	the intercept subject's mobile station performs a GPRS detach procedure;
-	the intercept subject's mobile station is unsuccessful at performing a PDP context activation procedure;
-	the intercept subject's mobile station performs a cell, routing area, or combined cell and routing area update;
-	the interception is activated after intercept subject's mobile station has successfully performed GPRS attach procedure;
-	optionally when the intercept subject's mobile station leaves the old SGSN;
-	optionally when the intercept subject's mobile station enters or leaves IA;
-	the intercept subject's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the target MS or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS;
	national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an SMS-MO communication from the intercept subject's mobile station;
-	the intercept subject's mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or, when the 3G SGSN receives notification that the target MS successfully received the SMS;
	national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an SMS-MT communication from the SMS-Centre destined for the intercept subject's mobile station;
-	as a national option, a mobile terminal is authorized for service with another network operator or service provider.
Table 6.3: GPRS Attach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide GPRS Attach event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	failed attach reason
	C
	Provide information about the reason for failed attach attempts of the target subscriber.



Table 6.4: GPRS Detach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide GPRS Detach event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.



Table 6.5: PDP Context Activation (unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify either the:
-	static address requested by the intercept subject's MS in association with a subject-initiated PDP context activation request for unsuccessful PDP context activation requests; or
-	address offered by the network in association with a network-initiated PDP context activation request when the intercept subject's MS rejects the network-initiated PDP context activation.

	iP assignment
	C
	Provide to indicate observed PDP address is statically or dynamically assigned.

	event type
	C
	Provide PDP Context Activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify either the:
-	packet data network to which the intercept subject requested to be connected when the intercept subject's mobile station is unsuccessful at performing a PDP context activation procedure (MS to Network); or
-	access point of the packet data network that requested to be connected to the MS when the intercept subject's mobile station rejects a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context activation is network-initiated, intercept-subject-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	failed context activation reason
	C
	Provide information about the reason for failed context activation attempts of the target subscriber.

	umts QOS
	C
	Provide to identify the QOS parameters.



Table 6.6: Location Information Update REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide Location Information Update event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS. This parameter, in case of inter-SGSN RAU, will be sent only by the new SGSN.

	old location information
	O
	Provide (only by the old SGSN), when authorized and if available, to identify the old location information for the intercept subject's MS.

	ldi event
	O
	Provide, when authorized, to indicate whether the intercept subject is entering or leaving the interception area (only applicable for location dependant interception).



Location Information Update REPORT Record shall be sent in the following cases:
-	when the intercept subject's mobile station moves to the new SGSN;
-	optionally when the intercept subject's mobile station leaves the old SGSN;

Table 6.7: SMS-MO and SMS-MT Communication REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide SMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	SMS originating address
	O
	Provide to identify the originating and destination address of the

	SMS destination address
	
	SMS message

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	SMS
	C
	Provide, when authorized, to deliver SMS content, including header which is sent with the SMS-service.

	service center address
	C
	Provide to identify the address of the relevant SMS-C server. If SMS content is provided, this parameter is optional.

	SMS initiator
	M
	Indicates whether the SMS is MO, MT, or Undefined.



Table 6.8: Serving System REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	C
	Provide Serving System event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event.

	lawful intercept identifier
	M
	Shall be provided.

	servingSGSN-Number
	C
	Provide to identify the E.164 number of the serving SGSN.

	servingSGSN-Address
	C
	Provide to identify the IP address of the serving SGSN.

	servingS4SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the serving S4‑SGSN.



Table 6.9: Start Of Interception with mobile station attached REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide Start Of Interception with mobile station attached event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.



Start Of Interception with mobile station attached REPORT Record shall be sent in the following case:
-	the interception is activated any time after intercept subject's mobile station has successfully performed GPRS attach procedure.
The REPORT record is also used to report non-communication related subscriber actions (events) with regards to an intercept subject’s MS and a Home Node B (HNB).
The REPORT record shall be triggered when
-	a HNB-GW sends a UE REGISTRATION ACCEPT message towards a target UE;
-	a HNB-GW sends a UE REGISTRATION REJECT message towards a target UE;
-	a HNB-GW receives an SCCP Connection Confirm (CC) or Connection Refused (CREF) message from the core network;
-	a HNB-GW receives a UE DE-REGISTRATION message from the HNB;
-	a HNB-GW receives a RAMAP Release Iu Connection Command message from the core network;
-	a HNB-GW receives an inbound UE relation trigger (e.g., RANAP Relocation Request message from the core network;
-	a HNB-GW receives a HNBAP:  UE RELOCATION COMPLETE message from the Destination HNB (i.e., the “Target HNB” per TS 25.467 [A];
-	a HNB-GW acts as a lurh proxy and sends a RADIO LINK RESTORE INDICATION message from the “drift HNB” to the “Serving HNB” per TS 25.467 [A] (i.e., a target MS is involved in a soft handover between HNBs)..
Table 6.a: HNB Target UE Registration REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
C
	
Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	observed ME Id
	
	

	event type
	C
	Provide HNB Target UE Registration event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	Context-ID
	C
	Provide for successful connection.

	H(e)NB Identity
	M
	Shall be provided.

	H(e)NB Location
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	H(e)NB IP Address
	M
	Shall be provided.

	SeGW IP Address
	M
	Shall be provided.

	Tunnel Protocol
	M
	Shall be provided.

	ISP Operator Identity
	M
	Shall be provided.

	Cause
	C
	Provide for failed connections (i.e., Refusal Cause” of SCCP CREF).

	CSG Identity
	C
	Provide for open or hybrid HNB.

	CSG List
	C
	Provide for open or hybrid HNB (i.e., Access Control List).

	IAs
	C
	If applicable.



Table 6.b: HNB Target UE Deregistration REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
C
	
Provide at least one and others when available.
 

	observed IMSI
	
	

	observed IMEI
	
	

	observed ME Id
	
	

	event type
	C
	Provide HNB Target Deregistration event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	H(e)NB Identity
	M
	Shall be provided

	H(e)NB Location
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	initiator
	C
	Provide to indicate whether the deregistration is network-initiated, HNB-initiated, or unavailable.

	Cause
	C
	Cause of the deregistration.  Provide if known

	IAs
	C
	If applicable.



Table 6.c: HNB UE Handover REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
C
	
Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	observed ME Id
	
	

	event type
	C
	Provide HNB UE Handover event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	Context-ID
	C
	Provide for successful connection.

	Cause
	C
	Provide for failed connections.  (Refusal Cause” of SCCP CREF)

	CSG Identity
	C
	Provide for open or hybrid HNB.

	CSG List
	C
	Provide for open or hybrid HNB.  (Access Control List)

	Handover Direction
	M
	Shall be provided.

	Source cell ID
	M
	HNB ID or PLMN cell ID

	Destination cell ID
	M
	HNB ID or PLMN cell ID

	IAs
	C
	If applicable.



*** NEXT MODIFICATION ***
[bookmark: _Toc335387948]6.5.1.2	BEGIN record information
The BEGIN record is used to convey the first event of packet-data communication interception.
The BEGIN record shall be triggered when:
-	successful PDP context activation;
-	the interception of a subject's communications is started and at least one PDP context is active. If more than one PDP context is active, a BEGIN record shall be generated for each PDP context that is active;
-	during the inter-SGSN RAU, when the target has at least one PDP context active and the PLNM has changed;
-	the target entered an interception area and has at least one PDP context active;
-	the target MS has already registered and is receiving service from a HNB.
Table 6.10: PDP Context Activation (successful) BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify one of the following:
-	static address requested by the intercept subject's MS, and allocated by the Network for a successful PDP context activation;
-	address allocated dynamically by the network to the intercept subject MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address; or
-	address offered by the network in association with a network-initiated PDP context activation request when the intercept subject's MS accepts the network-initiated PDP context activation request.

	iP assignment
	C
	Provide to indicate observed PDP address is statically or dynamically assigned.

	event type
	C
	Provide PDP Context Activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the:
-	packet data network to which the intercept subject requested to be connected when the intercept subject's MS is successful at performing a PDP context activation procedure (MS to Network).
-	access point of the packet data network that requested to be connected to the MS when the intercept subject's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context activation is network-initiated, intercept-subject-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	umts QOS
	C
	Provide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.



Table 6.11: Start Of Interception (with PDP Context Active) BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify the:
-	static address requested by the intercept subject's MS, and allocated by the Network for a successful PDP context activation.
-	address allocated dynamically by the network to the intercept subject MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.
-	address offered by the network in association with a network-initiated PDP context activation request when the intercept subject's MS accepts the network-initiated PDP context activation request.

	event type
	C
	Provide Start Of Interception With PDP Context Active event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the:
-	packet data network to which the intercept subject requested to be connected when the intercept subject's MS is successful at performing a PDP context activation procedure (MS to Network).
-	access point of the packet data network that requested to be connected to the MS when the intercept subject's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context activation is network-initiated, intercept-subject-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	umts QOS
	C
	Provide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.



Table 6.d: Start of Interception with Target UE Active on HNB BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	

C
	

	observed IMSI
	
	Provide at least one and others when available.

	observed IMEI
	
	

	observed ME Id
	
	

	event type
	C
	Provide Start of Intercept with Target UE Active on HNB  event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	H(e)NB Identity
	M
	Shall be provided.

	H(e)NB IP Address
	M
	Shall be provided.

	H(e)NB Location
	C
	Provide, when authorized, to identify location information for the intercept subject’s MS.

	SeGW IP Address
	M
	Shall be provided.

	Tunnel Protocol
	M
	Shall be provided.

	ISP Operator Identity
	M
	Shall be provided.

	CSG Identity
	C
	Provide for open or hybrid HNB.

	CSG List
	C
	Provide for open or hybrid HNB.  (Access Control List)

	IAs
	C
	If applicable.




*** NEXT MODIFICATION ***
[bookmark: _Toc335388064]B.3	Intercept related information (HI2 PS and IMS)
Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data UmtsIRIsContent must be considered.
ASN1 description of IRI (HI2 interface)
UmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2(1) r11(11) version-01 (01)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 

		OPERATION, 
		ERROR 
			FROM Remote-Operations-Information-Objects 
			{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}

		LawfulInterceptionIdentifier,
		TimeStamp,
		Network-Identifier,
		National-Parameters,
		National-HI2-ASN1parameters,
		DataNodeAddress,
		IPAddress,
		IP-value,
		X25Address

			FROM HI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) hi2(1) version10(10)}; -- Imported from TS 101 671v2.15.1
		CSG-ID,
		CSG,
		HeNBLocation,
		IspOperatorIdentity,
		TunProt

			FROM EPSHI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) hi2eps(8) r11(11) version4(4)}; -- Imported from 3GPP TS 
																	 -- 33.108 (EPS Section).

			

-- Object Identifier Definitions

-- Security DomainId
lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains
threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
hi2DomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2(1) r11(11) version-01 (01)}

umts-sending-of-IRI  OPERATION ::= 
{
	ARGUMENT	UmtsIRIsContent
	ERRORS		{ OperationErrors }
	CODE		global:{threeGPPSUBDomainId hi2(1) opcode(1)}
}
-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 
-- The timer.default value is 60s.
-- NOTE:	The same note as for HI management operation applies.

UmtsIRIsContent		::= CHOICE
{
	umtsiRIContent			UmtsIRIContent,
	umtsIRISequence			UmtsIRISequence
}

UmtsIRISequence		::= SEQUENCE OF UmtsIRIContent

-- Aggregation of UmtsIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent
-- immediately and not withheld in the DF or MF in order to
-- apply aggragation.
-- When aggregation is not to be applied,  
-- UmtsIRIContent needs to be chosen.


UmtsIRIContent		::= CHOICE 
{
	iRI-Begin-record		[1] IRI-Parameters,	-- include at least one optional parameter 
	iRI-End-record			[2] IRI-Parameters,
	iRI-Continue-record		[3] IRI-Parameters,	-- include at least one optional parameter 
	iRI-Report-record		[4] IRI-Parameters	-- include at least one optional parameter 
}

unknown-version 		ERROR ::= { CODE local:0}
missing-parameter		ERROR ::= { CODE local:1}
unknown-parameter-value	ERROR ::= { CODE local:2}
unknown-parameter		ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 
{ 
	unknown-version | 
	missing-parameter | 
	unknown-parameter-value | 
	unknown-parameter 
}
-- This values may be sent by the LEMF, when an operation or a parameter is misunderstood.

-- Parameters having the same tag numbers must be identical in Rel-5 and onwards modules.
IRI-Parameters		::= SEQUENCE 
{
	hi2DomainId				[0]	OBJECT IDENTIFIER,  -- 3GPP HI2 domain
	iRIversion				[23] ENUMERATED
	{
		version2 (2),
		…,
		version3 (3),
		version4 (4),
			-- note that version5 (5) cannot be used as it was missed in the version 5 of this
			-- ASN.1 module.
		version6 (6),
			-- vesion7(7) was ommited to align with ETSI TS 101 671.
		lastVersion (8)	} OPTIONAL,
		-- Optional parameter "iRIversion" (tag 23) was always redundant in 33.108, because 
		-- the object identifier "hi2DomainId" was introduced into "IRI Parameters" in the 
		-- initial version of 33.108v5.0.0. In order to keep backward compatibility, even when
		-- the version of the "hi2DomainId" parameter will be incremented it is recommended
		-- to always send to LEMF the same: enumeration value "lastVersion(8)".
		-- if not present, it means version 1 is handled
	lawfulInterceptionIdentifier	[1] LawfulInterceptionIdentifier,
		-- This identifier is associated to the target.
	timeStamp				[3] TimeStamp, 
		-- date and time of the event triggering the report.) 
	initiator 				[4] ENUMERATED 
	{
		not-Available		(0),
		originating-Target	(1),
			-- in case of GPRS, this indicates that the PDP context activation, modification 
			-- or deactivation is MS requested
		terminating-Target	(2),
			-- in case of GPRS, this indicates that the PDP context activation, modification or
			-- deactivation is network initiated
	...
	} OPTIONAL,

	locationOfTheTarget		[8] Location OPTIONAL,
		-- location of the target subscriber
	partyInformation 		[9] SET SIZE (1..10) OF PartyInformation OPTIONAL, 
		-- This parameter provides the concerned party, the identiy(ies) of the party
		--)and all the information provided by the party. 

	serviceCenterAddress	[13] PartyInformation OPTIONAL,
		-- e.g. in case of SMS message this parameter provides the address of  the relevant 
		-- server within the calling (if server is originating) or called (if server is
		-- terminating) party address parameters
	sMS						[14] SMS-report OPTIONAL,
		-- this parameter provides the SMS content and associated information

	national-Parameters		[16] National-Parameters OPTIONAL,
	gPRSCorrelationNumber	[18] GPRSCorrelationNumber OPTIONAL,
	gPRSevent 				[20] GPRSEvent OPTIONAL,
		-- This information is used to provide particular action of the target
		-- such as attach/detach
	sgsnAddress 			[21] DataNodeAddress OPTIONAL,
	gPRSOperationErrorCode 	[22] GPRSOperationErrorCode OPTIONAL,
	ggsnAddress 			[24] DataNodeAddress OPTIONAL,
	qOS						[25] UmtsQos OPTIONAL,
	networkIdentifier		[26] Network-Identifier OPTIONAL,
	sMSOriginatingAddress 	[27] DataNodeAddress OPTIONAL,
	sMSTerminatingAddress 	[28] DataNodeAddress OPTIONAL,
	iMSevent				[29] IMSevent OPTIONAL,
	sIPMessage				[30] OCTET STRING  OPTIONAL,
	servingSGSN-number		[31] OCTET STRING (SIZE (1..20))	OPTIONAL,
	servingSGSN-address		[32] OCTET STRING (SIZE (5..17)) 	OPTIONAL,
								-- Octets are coded according to 3GPP TS 23.003 [25]
	..., 
 			-- Tag			[33] was taken into use by ETSI module in TS 101 671v2.13.1
	ldiEvent	 			[34] LDIevent OPTIONAL,
	correlation 			[35] CorrelationValues OPTIONAL,
	mediaDecryption-info	[36] MediaDecryption-info OPTIONAL, 
	servingS4-SGSN-address	[37] OCTET STRING OPTIONAL,
	-- Diameter Origin-Host and Origin-Realm of the S4-SGSN based on the TS 29.272 [59]. 
	-- Only the data fields from the Diameter AVPs are provided concatenated 
	-- with a semicolon to populate this field. 
	cause					[38] OCTET STRING OPTIONAL,
	-- connection failures are refusal causes of SCCP CREF messages.  Reference? 
	contextID				[39] OCTECT STRING	OPTIONAL,  -- Refeerence?
	csgIdentity				[40] CSG-ID OPTIONAL,
	csgList					[41] CSG OPTIONAL,
	destinationCellIdentity	[42] HandoverCellID	OPTIONAL,
	handoverDirection		[43] HandoverDirection OPTIONAL,
	hnbIDentity				[44] HNBID OPTIONAL,
	hnbIPAddress			[45] IPAddress OPTIONAL,
	hnbLocation				[46] HeNBLocation OPTIONAL,
	ispOperatorIdentity		[47] IspOperatorIdentity OPTIONAL,
	observedMeID			[48] PartyInformation OPTIONAL,
	seGWIPAddress			[49] DataNodeAddress OPTIONAL,
	sourceCellIdentity		[50] HandoverCellID	OPTIONAL,
	tunnelProtocol			[51] TunProt OPTIONAL,


	national-HI2-ASN1parameters	[255]	National-HI2-ASN1parameters	OPTIONAL
}
-- Parameters having the same tag numbers must be identical in Rel-5 and onwards modules

-- PARAMETERS FORMATS

PartyInformation 			::= SEQUENCE 
{
	party-Qualifier 	[0]  ENUMERATED 
	{
		gPRS-Target(3),
		...
	},
	partyIdentity 		[1] SEQUENCE 
	{
		imei					[1] OCTET STRING (SIZE (8)) OPTIONAL,
			-- See MAP format [4]

		imsi					[3] OCTET STRING (SIZE (3..8)) OPTIONAL,
			-- See MAP format [4] International Mobile 
			-- Station Identity E.212 number beginning with Mobile Country Code

		msISDN					[6] OCTET STRING (SIZE (1..9)) OPTIONAL,
			-- MSISDN of the target, encoded in the same format as the AddressString
			-- parameters defined in MAP format document TS 29.002 [4]

		e164-Format				[7] OCTET STRING    (SIZE (1 .. 25)) OPTIONAL,
			-- E164 address of the node in international format. Coded in the same format as 
			-- the calling party number  parameter of the ISUP (parameter part:[5])

		sip-uri					[8] OCTET STRING 	OPTIONAL,
			-- See [26]

		...,
		tel-url					[9] OCTET STRING 	OPTIONAL,
			-- See [36]
		meID					[10] OCTET STRING	OPTIONAL
	},

	services-Data-Information 	[4] Services-Data-Information OPTIONAL,
		-- This parameter is used to transmit all the information concerning the
		-- complementary information associated to the basic data call
	...
}

Location	::= SEQUENCE 
{
	e164-Number         [1] OCTET STRING (SIZE (1..25)) OPTIONAL,
        -- Coded in the same format as the ISUP location number (parameter
        -- field) of the ISUP (see EN 300 356 [30]).    
	globalCellID		[2] GlobalCellID	OPTIONAL,
		--see MAP format (see [4])	
	rAI					[4] Rai		OPTIONAL,
		-- the Routeing Area Identifier in the current  SGSN is coded in accordance with the 
		-- § 10.5.5.15 of document [9] without the Routing Area Identification IEI  
		-- (only the last 6 octets are used)
	gsmLocation			[5] GSMLocation OPTIONAL,
 	umtsLocation		[6] UMTSLocation OPTIONAL,
	sAI					[7] Sai	OPTIONAL,
		-- format:	PLMN-ID	3 octets (no. 1 – 3)
		--			LAC		2 octets (no. 4 – 5)
		--			SAC		2 octets (no. 6 – 7)
		--			(according to 3GPP TS 25.413 [62])
	...,
	oldRAI				[8] Rai		OPTIONAL,
		-- the Routeing Area Identifier in the old SGSN is coded in accordance with the 
		-- § 10.5.5.15 of document [9] without the Routing Area Identification IEI 
		-- (only the last 6 octets are used). 
	tAI					[9] OCTET STRING (SIZE (6))	OPTIONAL,
		-- The TAI is coded according to the TS 29.118 [64] without the TAI IEI.
		-- The tAI parameter is applicable only to the CS traffic cases where 
		-- the available location information is the one received from the the MME. 
	eCGI				[10] OCTET STRING (SIZE (8)) OPTIONAL
		-- the ECGI is coded according to the TS 29.118 [64] without the ECGI IEI.
		-- The eCGI parameter is applicable only to the CS traffic cases where 
		-- the available location information is the one received from the the MME.
}

GlobalCellID	::= OCTET STRING  (SIZE (5..7))
Rai				::= OCTET STRING (SIZE (6))
Sai				::=	OCTET STRING (SIZE (7))

GSMLocation 	::= CHOICE 
{
	geoCoordinates 	[1] SEQUENCE	
	{
		latitude		[1]	PrintableString (SIZE(7..10)),
							-- format : 	XDDMMSS.SS
		longitude		[2]	PrintableString (SIZE(8..11)),
							-- format : 	XDDDMMSS.SS
		mapDatum		[3]	MapDatum DEFAULT wGS84,
		...,
		azimuth			[4] INTEGER (0..359) OPTIONAL
			-- The azimuth is the bearing, relative to true north.
	},
		-- format : 	XDDDMMSS.SS
		-- 				X 			: N(orth), S(outh), E(ast), W(est)
		--				DD or DDD 	: degrees (numeric characters)
		--				MM			: minutes (numeric characters)
		--				SS.SS 		: seconds, the second part (.SS) is optionnal
		-- Example :
		--			latitude short form		N502312
		--			longitude long form		E1122312.18

	utmCoordinates	[2] SEQUENCE	
	{
		utm-East 		[1] PrintableString (SIZE(10)),		
		utm-North 		[2] PrintableString (SIZE(7)),	
			-- example	utm-East	32U0439955
			--			utm-North	5540736
		mapDatum		[3]	MapDatum DEFAULT wGS84,
		...,
		azimuth			[4] INTEGER (0..359) OPTIONAL
			-- The azimuth is the bearing, relative to true north.
 	},

	utmRefCoordinates  	[3] SEQUENCE 
	{
		utmref-string		PrintableString (SIZE(13)),
		mapDatum			MapDatum DEFAULT wGS84,
		...
	},
		-- example	32UPU91294045		

	wGS84Coordinates  	[4] OCTET STRING
		-- format is as defined in [37].
}

MapDatum ::= ENUMERATED
{	
	wGS84,
	wGS72,
	eD50, 	-- European Datum 50
	...
}

UMTSLocation ::= CHOICE {
	point					[1]	GA-Point,
	pointWithUnCertainty	[2]	GA-PointWithUnCertainty,
	polygon					[3]	GA-Polygon
}

GeographicalCoordinates ::= SEQUENCE {
	latitudeSign			ENUMERATED { north, south },
	latitude				INTEGER (0..8388607),
	longitude				INTEGER (-8388608..8388607),
	...
}

GA-Point ::= SEQUENCE {
	geographicalCoordinates		GeographicalCoordinates,
	...
}

GA-PointWithUnCertainty ::=SEQUENCE {
	geographicalCoordinates		GeographicalCoordinates,
	uncertaintyCode				INTEGER (0..127)
}

maxNrOfPoints						INTEGER ::= 15

GA-Polygon ::= SEQUENCE (SIZE (1..maxNrOfPoints)) OF
	SEQUENCE {
		geographicalCoordinates		GeographicalCoordinates,
		...
	}

SMS-report		::= SEQUENCE 
{
	sMS-Contents	[3] SEQUENCE
	{
		sms-initiator		[1] ENUMERATED 	-- party which sent the  SMS
		{
			target			(0),
			server			(1), 
			undefined-party	(2),
			...
		},
		transfer-status		[2] ENUMERATED 
		{
			succeed-transfer	(0), 		-- the transfer of the SMS message succeeds
			not-succeed-transfer(1), 
			undefined			(2),
			... 
		} OPTIONAL,
		other-message		[3] ENUMERATED 	-- in case of terminating call, indicates if
											-- the server will send other SMS
		{
			yes			(0),
			no			(1), 
			undefined	(2),
			... 
		} OPTIONAL,
		content				[4] OCTET STRING (SIZE (1 .. 270)) OPTIONAL,
									-- Encoded in the format defined for the SMS mobile 
		... 
	}	
}

GPRSCorrelationNumber ::= OCTET STRING (SIZE(8..20))
CorrelationValues ::= CHOICE {
		
		iri-to-CC 	[0]		IRI-to-CC-Correlation, -- correlates IRI to Content(s)
		iri-to-iri	[1]		IRI-to-IRI-Correlation, -- correlates IRI to IRI 
		both-IRI-CC	[2]		SEQUENCE { -- correlates IRI to IRI and IRI to Content(s)
								iri-CC	[0]	IRI-to-CC-Correlation,
								iri-IRI	[1]	IRI-to-IRI-Correlation}
}
 
 
IRI-to-CC-Correlation ::= SEQUENCE { -- correlates IRI to Content
			cc 		[0] SET OF 	OCTET STRING,-- correlates IRI to multiple CCs
			iri 	[1] 		OCTET STRING OPTIONAL 
									-- correlates IRI to CC with signaling
}
IRI-to-IRI-Correlation ::= OCTET STRING -- correlates IRI to IRI


GPRSEvent ::= ENUMERATED 
{
	pDPContextActivation 					(1),
	startOfInterceptionWithPDPContextActive	(2),
	pDPContextDeactivation					(4),
	gPRSAttach 								(5),
	gPRSDetach 								(6),
	locationInfoUpdate 						(10),
	sMS 									(11),
	pDPContextModification					(13),
	servingSystem							(14),
	... ,
	startOfInterceptionWithMSAttached		(15)
}
-- see [19]

IMSevent ::= ENUMERATED 
{
	unfilteredSIPmessage (1),
		-- This value indicates to LEMF that the whole SIP message is sent.

	...,
	sIPheaderOnly (2),
		-- If warrant requires only IRI then specific content in a 'sIPMessage'
		-- (e.g. 'Message', etc.) has been deleted before sending it to LEMF.

    decryptionKeysAvailable (3)
		-- This value indicates to LEMF that the IRI carries CC decryption keys for the session
        -- under interception.

}

Services-Data-Information ::= SEQUENCE
{
	gPRS-parameters [1] GPRS-parameters OPTIONAL,
	...
}

GPRS-parameters ::= SEQUENCE 
{
	pDP-address-allocated-to-the-target 	[1] DataNodeAddress OPTIONAL,
	aPN 					[2] OCTET STRING (SIZE(1..100)) OPTIONAL,
	-- The Access Point Name (APN) is coded in accordance with
		-- 3GPP TS 24.008 [9] without the APN IEI (only the last 100 octets are used).
		-- Octets are coded according to 3GPP TS 23.003 [25].
	pDP-type 				[3] OCTET STRING (SIZE(2)) OPTIONAL,
	-- when PDP-type is IPv4 or IPv6, the IP address is carried by parameter
	-- pDP-address-allocated-to-the-target
	-- when PDP-type is IPv4v6, the additional IP address is carried by parameter
	-- additionalIPaddress
	...,
	nSAPI					[4] OCTET STRING (SIZE (1)) OPTIONAL,
	additionalIPaddress		[5] DataNodeAddress OPTIONAL
}

GPRSOperationErrorCode ::= OCTET STRING
-- The parameter shall carry the GMM cause value or the SM cause value, as defined in the
-- standard [9], without the IEI.


LDIevent ::= ENUMERATED 
{
	targetEntersIA 			(1),
	targetLeavesIA			(2),
	...
}

UmtsQos ::= CHOICE
{
	qosMobileRadio [1] OCTET STRING,
		-- The qosMobileRadio parameter shall be coded in accordance with the § 10.5.6.5 of
		-- document [9] without the Quality of service IEI and Length of 
		-- quality of service IE (. That is, first 
		-- two octets carrying 'Quality of service IEI' and 'Length of quality of service
 		-- IE' shall be excluded). 
	qosGn [2] OCTET STRING
		-- qosGn parameter shall be coded in accordance with § 7.7.34 of document [17]
} 

MediaDecryption-info ::= SEQUENCE OF CCKeyInfo
		-- One or more key can be available for decryption, one for each media streams of the
        -- intercepted session.

CCKeyInfo ::= SEQUENCE
{
	cCCSID	 [1]	OCTET STRING,	
		-- the parameter uniquely mapping the key to the encrypted stream. 
	cCDecKey [2]	OCTET STRING,
	cCSalt   [3]    OCTET STRING OPTIONAL,
        -- The field reports the value from the CS_ID field in the ticket exchange headers as
        -- defined in IETF RFC 6043 [61].
	...
} 

HandoverCellID ::= CHOICE
{
	globalCellID	[1]	GlobalCellID, 
					-- see MAP format (see[4])
	hnbIdentity		[2]	HNBID,
...

} 


HNBID ::= SEQUENCE
{
	hNBName	[1]	UFT8String 
					-- maximum size 48 bytes
	hNBEquipID	[2]	UFT8String
...

} 

HandoverDirection ::= ENUMERATED
{
	inbound		(1), -- macrocell to HNB
	outbound 	(2), -- HNB to macrocell
	intra		(3), -- HNB to HNB
...

} 

IspOperatorIdentity ::= SEQUENCE
{

	visitedPLMNID [1] VisitedPLMNID OPTIONAL, -- The parameter shall carry the VisitedPLMNID 
                                              -- as defined in 3GPP TS 29.234.
	visitedNetworkIPAddress [2] IPAddress -- The parameter shall identify the public IP Address 
                -- of the HeNB assigned by the operator of the local broadband access network. 

} 


END -- OF UmtsHI2Operations

*** END OF MODIFICATIONS ***

