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1. Introduction
This contribution proposes text for clarification that the LI system does not need to obtain random seed in the case of PRG session key discovery.  
2. Proposal

5.2
Candidate solutions based on session key discovery by re-generation of random secret

5.2.1
General

Session key discovery in this approach relies on the operator or owner of the KMS discovering the random secret used in generating the Key Component by the targeted user, and then, by knowing it, re-generating the session key. This method works as follows.

Instead of deploying the true random number generator to create the random secret, a pseudo-random number generator (PRG) is deployed in the client application of the user device.

The operator or application owner, e.g., enterprise, pre-configures the application with the secret random seed (S) that is associated with the user identity. This random seed is typically a random number that is kept in secrecy. The seed associated with the identity of the user device is stored in a server managed by the operator or application owner. In the Figures 5.1and 5.2 below this server is marked as Provider’s Database. 

When the application needs to generate the random number for the session (e.g., x) in order to execute a Diffie-Hellman key exchange protocol as the part of IBAKE, the PRG is invoked. The PRG uses the Seed, end users’ identities, and a Time stamp of the MIKEY exchange to generate the required pseudo-random value x, i.e. x=PRG(SA, A, B, T). Note that the time stamp T is included in the header of MIKEY messages carrying the IBAKE protocol, and therefore it provides sufficient protection from possible replays as well as reliable synchronization.

Depending on the deployment scenario, the Provider’s Database can be consolidated with the KMS or split from the KMS. Both approaches are described below.

Editor’s Note: It is an assumption that the secret random seed needs to be provided to the terminal as well as stored in the terminal securely. 


5.2.2
Candidate solution 1 - consolidated PRG-based session key discovery

The Deployment scenario described in this clause assumes that the Provider’s Database is co-located with the KMS. An architectural diagram for this deployment scenario is shown in Figure 5.1.
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Figure 5.1: Session Key Discovery using PRG in Consolidated KMS Deployment
Once lawful interception is authorized, the Delivery Function (intercepting entity) in the network requests the Session Key from the KMS, over the XK interface. With this request, the Delivery Function also delivers to the KMS the MIKEY-IBAKE messages obtained from the intercepted IMS messages payload.

The KMS first re-generates the value of the ‘random secret’ of the Target. Specifically, having the Time Stamp T from the MIKEY header and knowing the pre-configured Seed S of the Target and end users’ identities, the KMS applies the Pseudo Random Generator function – the same as was used by the Target user terminal – and reproduces the same secret random number (e.g. ‘x’). Then the KMS uses the IBE Private Key of the Target to decrypt the contents of the MIKEY-IBAKE messages and obtain the missing key component for the session key generation (e.g. yP). Finally, the KMS uses this re-generated secret and the key component obtained from the MIKEY-IBAKE message payload, and generates the session key x*yP. 

Finally, the session key is returned to the intercepting function. Observe that the KMS used random seed to generate the session key, and does not need to return the seed to the intercepting function. 
5.2.3
Candidate solution 2 - split PRG-based session key discovery

When the Provider’s Database containing the Seed is separated from the KMS (as shown in Figure 5.2) additional security benefits can be achieved while preserving the ability to lawfully discover the session key and intercept the IMS Media Stream.
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Figure 5.2: Session Key Discovery using PRG in Split KMS Deployment

In the first step of this deployment scenario, the Delivery Function requests the Private Key for the Target from the KMS over the XK interface, uses this received PR_ key to IBE-decrypt the MIKEY-IBAKE messages, and obtains the key components xP and yP.

Alternatively, in the first step the Delivery Function simply re-sends the encrypted MIKEY-IBAKE messages to the KMS. The KMS IBE-decrypts IBAKE messages destined to the Target using the Private Key PR_ of the Target, and sends the key components xP and yP back to the Delivery Function over the XK interface.

In a second step, the Delivery Function submits the Time Stamp T obtained from the MIKEY header of the MIKEY-IBAKE messages and end users’ identities, to the Provider’s Database. Provider’s Database re-computes Target’s secret (x or y) using the seed associated with the received identity, and sends back the re-computed Target’s secret (x or y).

Finally, the Delivery Function regenerates the Session key as xyP.

This deployment scenario offers separation of secrets in the network, which avoids the Passive Key Escrow disadvantage. In other words, there is no single entity in the network that can re-generate or keep the session key between Clients I and R, unless the Law Enforcement requirements force the network entities to cooperate and provide their own parts of the puzzle to recover the session secret.
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