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Introduction

This document catalogues the specific characteristics of the mobile cloud services offered by 3GPP MNO as identified by the use cases and focuses on lawful intercept aspects of MNO provided Mobile Cloud Services. In particular, this document describes different approaches to realize lawful intercept for real time 3gpp network access Mobile Cloud Services and evaluates each of these approaches against LI requirements for services as specified in TS 33.106 [2].

1
Scope

This document studies the Lawful Intercept (LI) aspects of LI for Mobile Cloud Services, covering:
· Identify mobile operator applicable  use cases potentially resulting from the regionally-specific regulatory conditions of various SA3-LI participants. 

· Identify general requirements for LI solutions for the cloud environment and any impacts to the current 3GPP LI architecture or capabilities.

EDITOR’S NOTE:- The following two requirements are for further study and may require additional clarifications;

· Develop LI solutions for the identified cloud use cases relevant for mobile operators from various regional and regulatory environments

· Evaluation of proposed solutions for different LI approaches for Mobile Cloud Services 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.106: "3G security; Lawful interception requirements".
[3]
3GPP TS 33.107: "3G security; Lawful interception architecture and functions".
[4]
 ETSI DTR 101 567 V0.0.5 Lawful Interception (LI);Cloud/Virtual Services (CLI)
[5]
Special Publication 800-145, The NIST Definition of Cloud Computing, Sept 2011
[6]


3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Types of Cloud Service Offering

Cloud services are defined in terms of the types of IT services that they expose for customer use and charge for.  This list describes the types of cloud services that have been defined in the managed IT services industry at the time of publication of this specification. These are the cloud service types which SA3-LI consider applicable for consideration from a Lawful Interception perspective in this document. However, this is not considered an exhaustive list.

IaaS – Infrastructure as a Service

Computing resources (generally hardware) provided by the cloud service provider to allow the consumer to run consumer provided software including operating systems.

PaaS – Platform as Service

Hardware and software resources and tools allowing consumer to deploy consumer created or acquired applications using programming languages, libraries, services and tool provided by the cloud service provider.

SaaS – Software as a Service

Software as a Service allows the consumer to use cloud service provider’s applications.  The applications are shared, but the consumer may have private application specific data such as application configuration settings.

DaaS – Data as a Service

Data as a Service provides access to data on user demand regardless of geographic or organizational separation of provider and consumer. DaaS includes the capability of presenting the data in the form and structure required by the consumer rather than requiring extensive knowledge of the underlying physical data form and structure. 

VDaaS – Virtual Desktop as a Service

Desktop as a Service is also called virtual desktop or hosted desktop services, is the outsourcing of virtual desktop infrastructure (VDI). The consumer’s personal data is copied to and from the virtual desktop during login/logoff and access to the desktop is device, location and network independent.  The virtual desktop can be delivered either through a client-server model, or through a web interface.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

CCI
Cloud Computing Infrastructure

CSP
Cloud Service Provider 
DaaS  
Data as a Service

IaaS  
Infrastructure as a Service

LEA
Lawful Enforcement Agencies

MCP
Mobile Cloud Providers 

MNO
Mobile Network Operator

OTT
Over The Top

PaaS 
Platform as Service

SaaS  
Software as a Service

VDaaS 
Virtual Desktop as a Service
4
Background on Mobile Cloud Services
4.1
General
“Cloud computing, including distributed virtual services, is an evolving paradigm that is fundamentally and rapidly changing communication services and infrastructure.

The diversity of these services and the underlying infrastructure has itself produced different perspectives.

In general, most of the many forums dealing with cloud computing have found common ground in the following description (Special Publication 800-145, The NIST Definition of Cloud Computing, Sept 2011 [5])” [4]
Definition of “Cloud Computing”
According to NIST:
“Cloud Computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This cloud model promotes availability and is composed of five essential characteristics, three service models, and four deployment models.”
Cloud Essential Characteristics 
· On-demand self-service. 
A consumer can unilaterally provision computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service’s provider.
· Broad network access. 
Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and PDAs).
· Resource pooling. 
The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. There is a sense of location independence in that the customer generally has no control or knowledge over the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of resources include storage, processing, memory, network bandwidth, and virtual machines.
· Rapid elasticity. 
Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out, and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning often appear to be unlimited and can be purchased in any quantity at any time.
· Measured Service. 
Cloud systems automatically control and optimize resource use by leveraging a metering capability1 at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported, providing transparency for both the provider and consumer of the utilized service.
Service Models 
· Software as a Service (SaaS)
The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email) or a program interface. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings.
· Platform as a Service (PaaS)
The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting environment configurations.
· Infrastructure as a Service (IaaS)
The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, deployed applications, and possibly limited control of select networking components (e.g., host firewalls).
Deployment Models 
· Private cloud. 
The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers (e.g., business units). It may be owned, managed, and operated by the organization, a third party, or some combination of them, and it may exist on or off premises.
· Community cloud. 
The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers (e.g., business units). It may be owned, managed, and operated by the organization, a third party, or some combination of them, and it may exist on or off premises. 
· Public cloud. 
The cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and operated by a business, academic, or government organization, or some combination of them. It exists on the premises of the cloud provider. 
· Hybrid cloud. 
The cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and operated by a business, academic, or government organization, or some combination of them. It exists on the premises of the cloud provider.

[image: image3.png]



4.1.1
Enabling Mobile Cloud
The cloud ecosystem is already taking shape and a number of players from IT, as well as OTT (Over-The-Top) players already offer agility and scalability through their service offerings. 

The fixed and mobile telecom operators have deployed an extensive infrastructure (distributed data centres, broadband access, application servers, etc) that are ripe for virtualization, allowing these operators to better monetize these resources. 

The telecom operators have some important advantages, especially through their existing, strong customer relationship, billing expertise and customer services, which are important for companies wanting to deploy cloud services. 

As such, the operators are in a unique position, especially the mobile operators, to offer a wide variety of bundling of cloud and network services for customers that practically maintain and expand their business with their existing service provider. 

The Mobile Cloud enables existing and new cloud services to be ubiquitously available across multiple, separate mobile network operator domains.
The Mobile Cloud Providers (MCP) are the “intermediaries” facilitating the implementation of a Mobile Cloud through agreements with individual network operators (based upon wholesale models).
By using a MCP the Service Providers (SPs) can have a single interface and single business relationship, but interwork with multiple network operators.

From a user's service perspective, we can look at the cloud environment as an on-demand environment where various services controlled by other organizations can be leveraged and composed for the use of a user, so that the services that are outside of an organization's own boundaries, operated and controlled by other organizations can become part of the aggregated portfolio of services of that organization. (eg file storage and backup)  A Mobile Clouds examples relevant to 3GPP is GSMA’s OneAPI’s objective is to provide a cross-operator domains framework for Mobile Cloud Computing.  Based upon OneAPI, the GSMA is acting as a Mobile Cloud Provider/Aggregator, providing SPs access to network resources and charging capabilities (NaaS type of cloud) of multiple mobile operators
[image: image4.png]Mobile Cloud





4.1.2
Lawful Interception security considerations
In regards to the cloud legal aspects, it is to be expected that many cloud computing scenarios will span the laws of multiple jurisdictions, i.e. the laws at the users’ location, at the location of the cloud provider, etc, may all potentially apply. 

The same data may be stored in multiple jurisdictions at the same time and the actual location of a user’s data may be difficult to determine.

The “combinatorial” character of the mobile cloud services, across multiple resource domains, infrastructure domains, security domains and jurisdictions domains, makes the task of developing LI solutions for cloud services particularly challenging.

The market opportunities of the mobile cloud services might be impeded, for the 3GPP mobile operators, by some conditions of their operating licenses, like the regulatory requirements for LI, that are an intrinsic part of any operational license.

Even if not specifically spelled out for cloud services cases, as the mobile operator domain is a “component” of the whole “combination” of domains contributing to the feasibility and delivery of the cloud services, the LI requirements are most likely to be implicitly extended by the regulators to cloud services.

The working document will address:

· Types of MNO Mobile Cloud deployment scenarios using the wide diversity of cloud architectures, loosely defined by others than 3GPP, but integrating segments of them into a 3GPP mobile communication system

· Relevant Mobile Cloud Use Cases for purposes of examining LI impacts and deficiency
· Deployment scenarios that are likely to address MNO LI requirement 

4.2
Use Cases
4.2.1
Virtual Machine Image (VMI) basic use case.

a. Overview

This use case describes basic VMI operation when the image is explicitly created by the user.

b. Actors

The user is John. 

McCloud is the cloud service provider providing IaaS on a variety of target hardware platforms but a single hypervisor (VMM).

c. Preconditions

John is a subscriber of the McCloud services and has VMI management privileges for private, shared and public images.

John begins with a public VMI with LINUX OS in initialized state.

d. Actions

i. John selects a public VMI which has LINUX and appropriate application libraries initialized to run on a specific target machine type.

ii. John installs and initializes an application which manages his illegal activity.

iii. John then initiates a VM snapshot to save the VM state as a new shared VMI.

iv. John’s cohorts are then able to logon to the new VM under the standard LINUX login services that John manages.

v. John also distributes the VMI name for other groups engaged in illegal activity to also use.

e. Results

i. There is a VM environment operating under John’s control supporting the purposes of the illegal activity.

ii. The VMI which is tailored for illegal activity is available for other groups to also support other illegal activity.

f. Challenges for interception

i. The VMI is hardware and VMM specific.  The target hardware platform may be cloud service provider specific.

ii. The identities of the users of the VM may not be known to the cloud service provider since the user identity management on the VM is by the system administrator of the hosted OS.

iii. The identities of the VMIs are cloud service provider, VMM specific.

iv. Identifying the target OS may not be known by the cloud service provider, but require parsing the VMI.

v. Identifying relevant data may require reverse engineering the application since the source code may not be available and then parsing the VMI.

Editors Note: This text may need to be revamped with an agreed Use Case Template
4.2.2
In memory file system or database

a.  Overview

This use case describes basic VMI operation when the file system or database of interest is in the main memory of the VM as opposed to residing on a structured mass storage element

b. Actors

The user is John. 

McCloud is the cloud service provider providing IaaS or PaaS on a variety of target hardware platforms but a single hypervisor (VMM).

c. Preconditions

John is a subscriber of the McCloud services and has installed an in memory file system and database system on the OS running in the selected VM.

d. Actions

i. John activates the VMI with the in memory file and database systems.

ii. John installs and initializes an application which manages his illegal activity.

iii. John’s cohorts are then able to logon to the new VM under the standard LINUX login services that John manages.

e. Results

i. All of the state (data) of the illegal activity are contained within the VM image or the active VM.

f. Challenges for interception

i. The VMI is hardware and VMM specific.  The target hardware platform may be cloud service provider specific.

ii. The identities of the users of the VM may not be known to the cloud service provider since the user identity management on the VM is by the system administrator of the hosted OS.

iii. Identifying the target OS may not be known by the cloud service provider, but require parsing the VMI.

iv. Identifying relevant data may require reverse engineering the application since the source code may not be available, parsing the file and database systems and then parsing the VMI.

v. The VMI created by the user or the latest VMI created for user triggered checkpointing may not contain the most current data of interest.  Rather that exists in the active VM.

Editors Note: This text may need to be revamped with an agreed Use Case Template; 3gpp operators may need clarify on use case, ie no MNO in the Actor phase.
4.2.3
Distributed application communicating through IPC

a. Overview

This use case describes an application which is distributed across multiple VMs hosted by the same cloud service provider.  The distributed parts of the application communicate through an Iinter Process Communication (IPC) service.

b. Actors

The user is John. 

McCloud is the cloud service provider providing IaaS or PaaS on a variety of target hardware platforms but a single hypervisor (VMM).

c. Preconditions

John is a subscriber of the McCloud services and has installed an OS with an IPC mechanism built on top of a McCloud proprietary inter-VM messaging service which is not based on TCP/IP.

d. Actions

i. John activates the VMI with the McCloud proprietary inter-VM messaging service supporting the hosted OS IPC service.

ii. John installs and initializes an application which manages his illegal activity.

iii. One of the VM contains the data which is used by the illegal activity.

iv. Another VM not identifiable with John handles the login in and user interactions with other members of the illegal activity.

v. John’s cohorts are then able to logon to the new VM under the standard LINUX login services that John manages.

vi. The VM handling the user interface aspects communicates with the VM containing the illegal activity data VM through the IPC mechanism.

e. Results

i. Multiple VMs are involved with supporting the illegal activity.  Not all of them can be linked directly with John by only examining McCloud subscriber records.

f. Challenges for interception

i. The VMI is hardware and VMM specific.  The target hardware platform may be cloud service provider specific.

ii. The identities of the users of the VM may not be known to the cloud service provider since the user identity management on the VM is by the system administrator of the hosted OS.

iii. Identifying the target OS may not be known by the cloud service provider, but require parsing the VMI.

iv. To get a complete picture of the illegal activity, multiple VMs or VMIs will have to be parsed.

v. The contents of the messaging IPC between VMs is application specific. This would require reverse engineering the application running on all the VMs where the application is distributed.

Editors Note: This text may need to be revamped with an agreed Use Case Template; 3gpp operators may need clarify on use case, ie no MNO in the Actor phase.  Flow diagrams would help
Editors Note: Need to realign actors  and format to use case template
4.2.4
Telepresence
 Use Case 1
a. Overview

This use case describes basic telepresence service.  A TSP offers Telepresence and all the participants are subscribers to that TSP.

b. Actors

The users are Jean (the subject of the lawful interception), and her two associates:  Greg and Peter.

McCloud is the mobile TSP/cloud service provider providing a Telepresence Service.

The Alleghany County Police department is the LEA authorized to perform the electronic surveillance.

c. Preconditions

Jean, Greg and Peter all are subscribers of the McCloud Telepresence services.

The Alleghany County Police Department has obtained the lawful authorization to perform electronic surveillance on Jean, who is suspected of involvement with some illegal activity. 

The Allegany County Police Department has provided McCloud with this lawful authorization for assistance in intercepting Jean’s communications, which includes use of McCloud’s Telepresence service.  

McCloud is able to deliver intercepted communications of its Telepresence Service to authorized LEAs.

Jean, Greg and Peter all are using UEs which are  active on the McCloud network.  However each has different video display capabilities.

d. Actions

i. Jean initiates Telepresence (conference) session with Greg and Peter.

ii. Jean, not having extensive video administration experience, relies heavily on the McCloud Help Desk Service for assistance in using the service (e.g., to initiate and troubleshoot problems) while Peter and Greg join her in the Telepresence meeting.  

iii. Peter and Greg accept the invitation to join the Telepresence session and are added to the conference.

iv. The McCloud surveillance facilities identify that a target of LI has initiated communication covered by the LI authorization and begins delivery of the communication to the LEA.  

v. The Alleghany County Police Department begins receiving Jean’s intercepted communications (i.e., IRI and CC for all required services as identified in the lawful authorization).  The IRI and CC for the Telepresence service is delivered separately and the CC is the media that is sent to/from Jean (the Subject).

vi. Jean, Peter, and Greg discuss the criminal activities they are planning, showing maps and pictures of the target crime venue (e.g., bank and surrounding streets for their “get-away”).  Greg shows a short silent movie clip of the bank guards to show their routine and guard positions.

vii. McCloud’s Telepresence Service adapts the video delivery to each UE based on the UE capabilities and for network optimization.

viii. Peter’s UE display is small and he is unable to see the important details of the video that Greg is sharing, since he is unable to zoom in for a closer view

ix. The Telepresence session ends,

e. Results

i. Jean, Greg and Peter have finalized their plans for illegal activity and were unaware that any LI had occurred on their Telepresence session.

ii. The Alleghany County Police Department received the IRI and CC of Jean’s communications.  Using that information in their investigations, they prevent a crime from occurring.

iii. McCloud met their regulatory obligation to unobtrusively deliver communication to the authorized LEA. 

f. LI Discussion/Challenges 

i. McCloud has a legal obligation to provide LI for the Telepresence session.  Whether the video is provided to Law Enforcement is a national option.  At a minimum, the audio of this conference, as well as the IRI is required to be reported, as Telepresence is a conference per 3GPP definition.  The exact set of events and information is outside the scope of this use case (as SA3-LI has not yet discussed/agreed/defined LI for Telepresence).  

ii. The identities of the participants are known to McCloud, as they are all subscribers to McCloud’s Telepresence service.  The McCloud Telepresence Service has the service logic for Jean’s Telepresence session, the identities of the participants, and access to the media.

iii. As with any other service lawfully intercepted, if McCloud provides encryption for the Telepresence Service, McCloud is responsible for either decrypting or providing the keys to law enforcement to decrypt.  

Editors Note: Need to realign actors and format to use case template
4.2.5
Telepresence
 Use Case 2

a. Overview

This use case describes basic telepresence service.  The mobile TSP acts as a “cloud carrier” for the cloud provider’s Telepresence service.  

b. Actors

The users are Jean (the subject of the lawful interception), and her two associates:  Gabor and Terry.

McCloud is the mobile TSP/cloud carrier.  Jean and Terry are subscribers of McCloud.  

McCloud provides Jean with mobile broadband and voice services.

ExcellAlex Mobile is a mobile TSP.  Gabor is a subscriber of ExcellAlex Mobile.  

TellyServ is a (third party) cloud service provider providing the Telepresence Service.  TellyServ is NOT offering Telepresence Service on McCloud’s behalf nor does TellyServ have any business relationship with McCloud. 

Jean, Terry and Gabor all subscribe to TellyServ’s Telepresence Service.

The Maryland State Police department is the LEA authorized to perform the electronic surveillance.

c. Preconditions

The Maryland State Police has obtained legal authority to perform electronic surveillance on Jean, who is suspected of involvement in illegal activity.

The Maryland State Police has provided McCloud and TellyServ with this lawful authorization for assistance in intercepting Jean’s communications.  

McCloud and TellyServ both are able to deliver intercepted communications to authorized LEAs.

The Maryland State Police do not provide ExcellAlex Mobile a lawful authorization as it is not providing a service to Jean (the Subject).  

d. Jean and Terry are using UEs that are active on the McCloud network.  Gabor is using a UE that is active on ExcellAlex Mobile.  All three UEs (Jean’s, Terry’s and Gabor’s) are active with TellyServ to use the Telepresence Service.  Actions

i. Jean initiates a Telepresence (conference) session with Gabor and Terry.

ii. Jean, not having extensive video administration experience, relies heavily on the TellyServ’s Help Desk Service for assistance in using the service (e.g., to set-up the meeting and troubleshoot problems) while Gabor and Terry join her in the Telepresence meeting.  

iii. Terry and Gabor accept Jean’s invitation to join the Telepresence session and are added to the conference.  

iv. McCloud surveillance functions identify that a target of LI has initiated a communication covered by their lawful authorization (i.e., broadband data access, SMS, and VoIP) and begin delivery of the communications to the LEA.  Note some of the TellyServ Telepresence communication is delivered as part of McCloud’s mobile broadband intercepted communications.  

v. TellyServ surveillance functions identify that a target of LI has initiated a communication covered by their lawful authorization (i.e., Telepresence) and begin delivery of the communications to the LEA.

vi. The Maryland State Police begin receiving Jean’s intercepted communications (i.e., IRI and CC) from both McCloud and TellyServ.

vii. Jean, Terry and Gabor begin discussing criminal activities, showing maps and pictures of the target crime venue (e.g., bank and surrounding streets for their “get-away”).  Gabor shows a short silent movie clip of the bank guards to show their routine and guard positions.  

viii. The telepresence session ends.    

e. Results

i. Jean, Terry and Gabor finalized their plans for illegal activity and were unaware that any LI had occurred on their Telepresence session.  

ii. Jean was also unaware of the LI on her broadband access.

iii.  The Maryland State Police received the IRI and CC of Jean’s communications. Using that information in their investigations, they prevent a crime from occurring.

iv. McCloud met their regulatory obligation to unobtrusively deliver intercepted communications to the authorized LEA.

v. TellyServ met their regulatory obligation to unobtrusively deliver intercepted communications to the authorized LEA.

f. LI Discussion/Challenges 

i. McCloud has a legal obligation to provide LI for the services that they offer the target.  In this use case, they do not offer the Telepresence Service, so they are not obligated to provide separate delivery of this service.  Since it is “available” in Jean’s packet data stream, it is delivered as part of McCloud’s packet data interception.  McCloud isolates and reports Jean’s intercepted voice, SMS, and packet data/broadband services per their LI solutions.  McCloud uses the identifiers that are available in their services and network.

ii. TellyServ has the legal obligation to provide LI for the services that they offer the target.  In this use case, this is only the Telepresence Service.  They provide the CII and CC for the Telepresence service per their LI solution and using the identifiers that are used in the Telepresence Service.  TellyServ knows the identities of the participants; they have the service logic and access the media.

iii. As with any other service lawfully intercepted, if TellyServ provides encryption for the Telepresence Service, TellyServ is responsible for either decrypting or providing the keys to law enforcement to decrypt.

Editors Note: Need to realign actors and format to use case template
4.2.6
Consumer based File Sharing 1
a. Overview

The MNO only allows access to File Sharing services only to subscribers of the service while on the MNO facilities, and not accessible from Non 3GPP access networks

a. The service and facilities supporting the service are located within the MNO domain

b. The Facilities are external to the MNO domain but only accessible via the MNO domain

c. The service can be offered with or with out IMS services

Similar services: MNO Network Address Book (White pages), SMB Address Book, 

b. Actors

John is a user

Scott is a user and an associate of John

Joan is a user and an associate of John

Regional Mobile is a MNO that only allows mobile service in the Domain of 3pp-istan

AlsoRan is a vendor of 3GPP infrastructure

c. Preconditions

John lives in 3pp-istan and is a subscriber of Regional Mobile and has selected the File Sharing service.  The service allows John to share files only between users and devices that have a subscription on Regional Mobile.  The service does not provide encrypted services and no access to other networks users including the Public.  The service is limited to 2 Gbytes of storage.  The use of the feature to move or retrieve files to or from the cloud does not eat into any access service plan.  John can subscribe to larger storage plans.  

Regional Mobile has contracted with its vendor AlsoRan to provide the service.  AlsoRan provides a client that can operate on Mobile devices (smart phones, tablets and laptops)

AlsoRan does not manage access to shared files.  Its client software provides a link address where the file is stored.  Anyone with the link can access the file.  Access to the File share system is via simple user name and password, and can be stored in the client.

d. Actions

i. The Regional Mobile surveillance facilities identify that a target of LI has initiated communication covered by the LI authorization and begins delivery of the communication to the LEA.  

ii. The 3gpp-istan Police Department begins receiving John’s intercepted communications (i.e., IRI and CC for all required services as identified in the lawful authorization).  The IRI and CC for the Consumer File Sharing service is delivered separately and the CC is the media that is sent to/from John (the Subject).

Editors note: copied from tele-presence, its unclear if the iri/ and cc is delivered separately form other iri and cc

iii. John selects the application from his device. And enters user name and password, if not previously saved

iv. The application displays a directory system of his file share system, showing Private, and public directories, and the files in each

v. John transfers from his device memory a file to the client application

vi. John selects to move the file to the Private folder, the client application, uploads to AlsoRan a copy of the file 

vii. John selects another file, one with which he intends to commit an unlawful act, and moves it to the Public folder.

viii. The client uploads to AlsoRan a copy of the file, and a file locator is returned.

ix. John copies the file locator information and sends an SMS to an associate including the file locator information.

x. The associate. Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, copies the file locator to his client application and retrieves the file

xi. John selects a different device that has the file share application enabled

xii. John logs into the File share systems with this device, and the application determines that this devices needs to sync with the system and down loads one file to the local private director (mirror on the device), and one to the Public folder.

xiii. Some time later John deletes the file from his shared folder (public)

xiv. Some time later John will notice that all devices that are logged in to the File Share application will have this file removed from its local device memory.

xv. A device that is not connected to the MNO network and not able to connect to the application will still retain a copy of the file until it is synchronized with the server

Variations A

 i to ix the same

x. The associate Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, forwards it to another associate Joan who then copies the file locator to her client application and retrieves the file

xi. Some time later John deletes the file from his shared folder

Variations B

  i to vii the same

ix. The client request John to enter in SMS and or email address of individuals to share the content.  This information is received by AlsoRan Server which then sends a unique message to each recipient.

x. The associate Scott (who also is a subscriber of Regional Mobile) upon receipt of the SMS or email, copies the message to his client application.

xi. The AlsoRan server checks the unique message against  (non exhaustive list, sms MSIDN, email address, log in credentials of the file share, and) other server information to determine validly of the user accessing the file

xii. Upon successful validation delivers a copy of the file

Variations to B

i. AlsoRan server provides an indication when someone has accessed the shared files

ii. John deletes the files from his shared folder 

e. Interaction with other services

The file Share may be part of an interactive Messaging platform, where all files are stored, voice mail, video mail, and shared files

It may be possible to access the shared folder via tele-prompts in the Messaging center

It may be possible to access the system via Web Browser client through the MNO’s Web Portal

It may be possible to delete files via Email commands sent to the server

Local break with Femto cell and access to local shares and or use of Cellular Hub (cellular modem that terminates in wifi or Ethernet access) on John’s personal network is for further Study

f. Roaming

When John roams to other networks, his File share travels with him and is accessible.  Roaming Rates for data services may apply

John could send a SMS or email to others with a file location to people not subscribers to Regional Mobile, however they would receive an error message.

Local Break out services in the visited network does not support access to the file share that is in Regional Mobile. 

g. Post Conditions

i. John and his associates Scott and Joan have shared a file that has or will be used in an unlawful act

ii. John and the associates Scott and Joan may have tried to hide any transactions 

iii. The 3gpp-istan Police Department received the IRI and CC of John’s communications.  Using that information in their investigations, they prevent a crime from occurring.

iv. Regional Mobile met their regulatory obligation to unobtrusively deliver communication to the authorized LEA.

h. Challenges for interception

i. Generally in this use case if a Warrant is effect at the time that John uploads the file, LEA should receive all related information

ii. It is not clear if LEA will receive information on others accessing the File share during the warrant period

iii. If a warrant is not in effect when John uploads the file, it is not clear whether LI systems are capable of capturing the retrieval by associates when a warrant is issued.

iv. It is not clear if the system can identify the user accessing the shared file 

v. It is not clear if other means to delete the file can be captured

vi. It is not clear how long AlsoRAn will need to preserve the contents of the file and its associated logs (business records, Data Storage) 

vii. Issue of file de-publication ( ie pointers to one storage of a file)

viii. How and what data/ IRI is presented to LEA (eg, service type, clear text files)

4.2.7
Consumer based File Sharing 2
a. Overview

The MNO only allows access to File Sharing services only to subscribers of the service while on the MNO facilities, and not accessible from Non 3GPP access networks

a. The service and facilities supporting the service are located within the MNO domain

b. The Facilities are external to the MNO domain but only accessible via the MNO domain

c. The service can be offered with or with out IMS services

b. Actors

The user is John

Scott is a user and an associate of John

Joan is a user and an associate of John

Regional Mobile is a MNO that only allows mobile service in the Domain of 3pp-istan

McCloud is a Cloud Service Provider in the Domain of Inter-istan

Thunder-Cloud is a vendor or Cloud computing infrastructure in the Domain of Inter-istan

c. Preconditions

John lives in 3pp-istan and is a subscriber Regional Mobile and has selected the File Sharing service.  The service allows John to share files only between users and devices that have a subscription on Regional Mobile.  The service does not provide encrypted services and no access other networks including the Public.  The service is limited to 2 Gbytes of storage.  The use of the feature to move or retrieve files to or from the cloud does not eat into any access service plan.  John can subscribe to larger storage plans.  

Regional Mobile has contracted with McCloud to provide the service.  McCloud provides a client that can operate on Mobile devices (smart phones, tablets and laptops)

McCloud does not manage access to shared files.  Its client software provides a link address where the file is stored.  Anyone with the link can access the file.  Access to the File share system is via simple user name and password, and can be stored in the client.

McCloud contracts with Thunder-Cloud to provide infrastructure to hosts it service

Regional Mobile redirects all requests to these File Share services to McCloud using its internal DNS server within Regional Mobile. 

McCloud maintains a data base to map IP address to determine the MNO and Users

McCloud and or Thunder-Cloud may protect the User data

d. Actions

i. The Regional Mobile surveillance facilities identify that a target of LI has initiated communication covered by the LI authorization and begins delivery of the communication to the LEA.  

ii. The 3gpp-istan Police Department begins receiving John’s intercepted communications (i.e., IRI and CC for all required services as identified in the lawful authorization).  The IRI and CC for the Consumer File Sharing service is delivered separately and the CC is the media that is sent to/from John (the Subject).

Editors note: copied from tele-presence, its unclear if the iri/ and cc is delivered separately form other iri and cc

iii. John selects the application from his device. And enters user name and password, if not previously saved, it connects to the McCloud Server

iv. The McCloud Application server provides temporary IP addresses for the Thunder Cloud infrastructure that is hosting the file service at that instance.

v. The application connects to the Thundercloud infrastructure and McCloud application running there.

vi. The application displays a directory system of his file share system, showing Private, and public directories, and the files in each

vii. John transfers from his device memory a file to the client application

viii. John selects to move the file to the Private folder, the client application, uploads to McCloud application a copy of the file 

ix. John selects another file, one with which he intends to commit an unlawful act, and moves it to the Public folder.

x. The client uploads a copy of the file, and a file locator is returned.

xi. John copies the file locator information and sends an SMS to an associate including the file locator information.

xii. The associate Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, copies the file locator to his client application and retrieves the file

xiii. John selects a different device that has the file share application enabled

xiv. John logs into the File share systems with this device, and the application determines that this devices needs to sync with the system and down loads one file to the local private director (mirror on the device), and one to the Public folder.

xv. Some time later John deletes the file from his shared folder (public)

xvi. Some time later John will notice that all devices that are logged in to the File Share application will have this file removed from its local device memory.

xvii. A device that is not connected to the MNO network and not able to connect to the application will still retain a copy of the file until it is synchronized with the server

Variations A

 i to ix the same

xii. The associated Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, forwards it to another associate Joan  who then copies the file locator to her client application and retrieves the file
xiii. Some time later John deletes the file from his shared folder

Variations B

  i to vii the same

viii. The client request John to enter in SMS and or email address of individuals to share the content.  This information is received by McCloud Server which then sends an unique messages to each recipient.

ix. The associate Scott (who also is a subscriber of Regional Mobile) upon receipt of the SMS or email, copies the message to his client application.

x. The McCloud application checks the unique message against  (non exhaustive list, sms MSIDN, email address, log in credentials of the file share, and) other server information to determine validly of the user accessing the file

xi. Upon successful validation delivers a copy of the file

Variations to B

i. McCloud server provides an indication when some has accessed the shared files

ii. John deletes the files from his shared folder 

e. Interaction with other services

The file Share may be part of an interactive Messaging platform, where all files are stored, voice mail, video mail, and shared files

It may be possible to access the shared folder via tele-prompts in the Messaging center

It may be possible to access the system via Web Browser client through the MNO’s Web Portal

It may be possible to delete files via Email commands sent to the server

Local break with Femto cell and access to local shares and or use of Cellular Hub (cellular modem that terminates in wifi or Ethernet access) on John’s personal network is for further Study

f. Roaming

When John roams to other networks, his File share travels with him and is accessible.  Roaming Rates for data services may apply

John could send a SMS or email to others with a file location to people not subscribers to Regional Mobile, however they would receive an error messages.

Local Break out services in the visited network does not support access to the file share that is in Regional Mobile. 

g. Post Conditions

i. John and his associates Scott and Joan have shared a file that has or will be used in an unlawful act
ii. John and the associates Scott and Joan may have tried to hide any transactions 

iii. The 3gpp-istan Police Department received the IRI and CC of John’s communications.  Using that information in their investigations, they prevent a crime from occurring.

iv. Regional Mobile met their regulatory obligation to unobtrusively deliver communication to the authorized LEA.

h. Challenges for interception

i. Generally in this use case if a Warrant is effect at the time that John uploads the file, LEA should receive all related information

ii. It is not clear if LEA will receive information on others accessing the File share during the warrant period

iii. If a warrant is not in effect when John uploads the file, it is not clear whether LI systems are capable of capturing the retrieval by associates when a warrant is issued.

iv. It is not clear if the system can identify the user accessing the shared file 

v. It is not clear if other means to delete the file can be captured

vi. It is not clear how LEA will access the files in McCloud and or Thunder Cloud systems will need to preserve the contents of the file and its associated logs (business records, Data Storage) 

vii. The files are accessible to LEA in Inter-istan, although it is unclear on the relationship to John and the file server User ID used, Regional Mobile may only have this information.

viii. Issue of file de-publication ( ie pointers to one storage of a file)

ix. How and what data/ IRI is presented to LEA (eg, service type, clear text files)

4.2.8
Consumer based File Sharing 3
a. Overview

The MNO only allows access to File Sharing services only to subscribers of the service while on the MNO facilities, and not accessible from Non 3GPP access networks

a. The Facilities are external to the MNO domain but only accessible via the MNO domain

b. The service can be offered with or with out IMS services

b. Actors

The user is John 

Scott is a user and an associate of John

Joan is a user and an associate of John

Regional Mobile is a MNO that only allows mobile service in the Domain of 3pp-istan

McCloud is a Cloud Service Provider in the Domain of Inter-istan

Thunder-Cloud is a vendor or Cloud computing infrastructure in the Domain of Inter-istan

c. Preconditions

John lives in 3pp-istan and is a subscriber Regional Mobile and has selected the File Sharing service.  The service allows John to share files only between users and devices that have a subscription on Regional Mobile.  The service does not provide encrypted services and no access other networks including the Public.  The service is limited to 2 Gbytes of storage.  The use of the feature to move or retrieve files to or from the cloud does not eat into any access service plan.  John can subscribe to larger storage plans.  

Regional Mobile has contracted with McCloud to provide the service.  McCloud provides a client that can operate on Mobile devices (smart phones, tablets and laptops)

McCloud does not manage access to shared files.  Its client software provides a link address where the file is stored.  Anyone with the link can access the file.  Access to the File share system is via simple user name and password, and can be stored in the client.

McCloud contracts with Thunder-Cloud to provide infrastructure to hosts it service

Regional Mobile redirects all requests to these File Share services to McCloud using its internal DNS server within Regional Mobile. 

McCloud maintains a data base to map IP address to determine the MNO and Users

McCloud and or Thunder-Cloud may protect the User data

d. Actions

i. The Regional Mobile surveillance facilities identify that a target of LI has initiated communication covered by the LI authorization and begins delivery of the communication to the LEA.  

ii. The 3gpp-istan Police Department begins receiving John’s intercepted communications (i.e., IRI and CC for all required services as identified in the lawful authorization).  The IRI and CC for the Consumer File Sharing service is delivered separately and the CC is the media that is sent to/from John (the Subject).

Editors note: copied from tele-presence, its unclear if the iri/ and cc is delivered separately form other iri and cc

iii. John selects the application from his device. And enters user name and password, if not previously saved, it connects to the McCloud Server

iv. The McCloud Application server provides temporary IP addresses for the Thunder Cloud infrastructure that is hosting the file service at that instance.

v. The application connects to the Thundercloud infrastructure and McCloud application running there.

vi. The application displays a directory system of his file share system, showing Private, and public directories, and the files in each

vii. John transfers from his device memory a file to the client application

viii. John selects to move the file to the Private folder, the client application, uploads to McCloud application a copy of the file 

ix. John selects another file, one with which he intends to commit an unlawful act, and moves it to the Public folder.

x. The client uploads a copy of the file, and a file locator is returned which contains a FQDN address.

xi. John copies the file locator information and sends an SMS to an associate including the file locator information.

xii. The associate Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, copies the file locator to his client application and retrieves the file

xiii. John selects a different device that has the file share application enabled

xiv. John logs into the File share systems with this device, and the application determines that this devices needs to sync with the system and down loads one file to the local private director (mirror on the device), and one to the Public folder.

xv. Some time later John deletes the file from his shared folder (public)

xvi. Some time later John will notice that all devices that are logged in to the File Share application will have this file removed from its local device memory.

xvii. A device that is not connected to the MNO network and not able to connect to the application will still retain a copy of the file until it is synchronized with the server

Variations A

 i to xi the same

xii. The associate Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, forwards it to another associate Joan who then copies the file locator to his client application and retrieves the file
xv. Some time later John deletes the file from his shared folder

Variations B

 i to xi the same

xii. The associate Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, forwards it to another associate Joan (who is not a subscriber of Regional Mobile )  who then copies the file locator to his client application and attempts to retrieves the file

xiii. If Mc Cloud and Thunder Cloud check source IP addresses, they will determine it is not coming from Regional Mobile and deny access

xv. Some time later John deletes the file from his shared folder

Variations C

  i to x the same

xi. The client request John to enter in SMS and or email address of individuals to share the content.  This information is received by McCloud Server which then sends an unique messages to each recipient.

xii. The associate Scott (who also is a subscriber of Regional Mobile) upon receipt of the SMS or email, copies the message to his client application.

xiii. The McCloud application checks the unique message against  (non exhaustive list, sms MSIDN, email address, log in credentials of the file share, and) other server information to determine validly of the user accessing the file

xiv. Upon successful validation delivers a copy of the file

Variations to C

 i to x the same

xi. The associate Scott (who also is a subscriber of Regional Mobile ) upon receipt of the SMS, forwards it to another associate Joan (who is not a subscriber of Regional Mobile )  who then copies the file locator to his client application and attempts to retrieves the file

xii. Mc Cloud and Thunder Cloud should deny access based upon unique message and or source IP

xv. Some time later John deletes the file from his shared folder

Variations to B

i. McCloud server provides an indication when some has accessed the shared files

ii. John deletes the files from his shared folder 

e. Interaction with other services

The file Share may be part of an interactive Messaging platform, where all files are stored, voice mail, video mail, and shared files

It may be possible to access the shared folder via tele-prompts in the Messaging center

It may be possible to access the system via Web Browser client through the MNO’s Web Portal

It may be possible to delete files via Email commands sent to the server

Local break with Femto cell and access to local shares and or use of Cellular Hub (cellular modem that terminates in wifi or Ethernet access) on John’s personal network is for further Study

f. Roaming

When John roams to other networks, his File share travels with him and is accessible.  Roaming Rates for data services may apply

John could send a SMS or email to others with a file location to people not subscribers to Regional Mobile, however they would receive an error messages.

Local Break out services in the visited network does not support access to the file share that is in Regional Mobile. 

g. Post Conditions

i. John and his associates Scott and Joan have shared a file that has or will be used in an unlawful act
ii. John and the associates Scott and Joan may have tried to hide any transactions 

iii. The 3gpp-istan Police Department received the IRI and CC of John’s communications.  Using that information in their investigations, they prevent a crime from occurring.
iv. Regional Mobile met their regulatory obligation to unobtrusively deliver communication to the authorized LEA. 

h. Challenges for interception

i. Generally in this use case if a Warrant is effect at the time that John uploads the file, LEA should receive all related information

ii. It is not clear if LEA will receive information on others accessing the File share during the warrant period

iii. If a warrant is not in effect when John uploads the file, it is not clear whether LI systems are capable of capturing the retrieval by associates when a warrant is issued.

iv. It is not clear if the system can identify the user accessing the shared file

v. It is not clear how attempts to access the file are communicated to LEA (FQDN access via other networks) 

vi. It is not clear if other means to delete the file can be captured

vii. It is not clear how LEA will access the files in McCloud and or Thunder Cloud systems will need to preserve the contents of the file and its associated logs (business records, Data Storage) 

viii. The files are accessible to LEA in Inter-istan, although it is unclear on the relationship to John and the file server User ID used, Regional Mobile may only have this information.

ix. Issue of file de-publication ( ie pointers to one storage of a file)

x. How and what data/ IRI is presented to LEA (eg, service type, clear text files)

4.2.9
Consumer based File Sharing 4
a. Overview

The MNO only allows access to File Sharing services only to subscribers of the service while on the MNO facilities or from Non 3gpp Access Domains.

b. Actors

The user is Mary 

Brad is a user and an associate of Mary

Joan is a user and an associate of Mary

Mobile Anywhere, is an MNO that provides access services on Mobile, fixed and broadband networks in the Domain of 3ppistan

AlsoRan is a vendor of 3GPP infrastructure

c. Preconditions

Mary lives in 3pp-istan and is a subscriber Mobile Anywhere and has selected the File Sharing service.  The service allows Mary to share files between users and devices that have a client or web access.  The service does provide encrypted services and access other networks including the Public.  The service is limited to 2 Gbytes of storage.  The use of the feature to move or retrieve files to or from the cloud does not eat into any access service plan.  Mary can subscribe to larger storage plans.  

Mobile Anywhere has contracted with its vendor AlsoRan to provide the service.  AlsoRan provides a client that can operate on Mobile devices ( smart phones, tablets and laptops)

AlsoRan does not manage access to shared files.  Its client software provides a link address  (URL) where the file is stored.  Anyone with the link can access the file.  Access to the File share system is via simple user name and password, and is accessible via the public Internet.

d. Actions

i. The Mobile Anywhere surveillance facilities identify that a target of LI has initiated communication covered by the LI authorization and begins delivery of the communication to the LEA.  

ii. The 3gpp-istan Police Department begins receiving John’s intercepted communications (i.e., IRI and CC for all required services as identified in the lawful authorization).  The IRI and CC for the Consumer File Sharing service is delivered separately and the CC is the media that is sent to/from John (the Subject).

Editors note: copied from tele-presence, its unclear if the iri/ and cc is delivered separately form other iri and cc

iii. Mary selects the application from her device. And enters user name and password, if not previously saved

iv. The application displays a directory system of her file share system, showing Private, and public directories, and the files in each

v. Mary transfers from her device memory a file to the client application

vi. Mary selects to move the file to the Private folder, the client application, uploads to AlsoRan a copy of the file 

vii. Mary selects another file, one with which she intends to commit an unlawful act, and moves it to the Public folder.

viii. The client uploads to AlsoRan a copy of the file, and a file locator is returned.

ix. Mary copies the file locator information and sends an SMS to an associate including the file locator information.

x. The associate Brad (who also is a subscriber of Mobile Anywhere) upon receipt of the SMS, copies the file locator to her client application and retrieves the file

xi. Mary selects a different device that has the file share application enabled

xii. Mary logs into the File share systems with the device, and the application determines that this devices needs to sync with the system and down loads one file to the local private director (mirror on the device), and one to the Public folder.

xiii. Some time later Mary deletes the file from her shared folder (public)

xiv. Some time later Mary will notice that all devices that are logged in to the File Share application will have this file removed from its local device memory.

xv. A device that is not connected to the MNO network and not able to connect to the application will still retain a copy of the file until it is synchronized with the server

Variations A

 i to ix the same

x. The associate Brad (who also is a subscriber of Mobile Anywhere) upon receipt of the SMS, forwards it to another associate Joan (who is not a subscriber to Mobile Anywhere) who then copies the file locator to there client application and retrieves the file

xiii. Some time later Mary deletes the file from her shared folder

Variations B

  i to vii the same

viii. The client request Mary to enter in SMS and or email address of individuals to share the content.  This information is received by AlsoRan Server which then sends a unique message to each recipient.

ix. The associate Brad (who also is a subscriber of Mobile Anywhere) upon receipt of the SMS or email, copies the message to her client application 

x. The associate Joan (who subscriber of Regional Mobile) upon receipt of the SMS or email, copies the message to her client application.

xi. The AlsoRan server checks the unique message against  (non exhaustive list, sms MSIDN, email address, log in credentials of the file share, and) other server information to determine validly of the user accessing the file

xii. Upon successful validation delivers a copy of the file

Variations to B

i. AlsoRan server provides an indication when someone has accessed the shared files

ii. Mary deletes the files from her shared folder 

e. Interaction with other services

The file Share may be part of an interactive Messaging platform, where all files are stored, voice mail, video mail, and shared files

It may be possible to access the shared folder via tele-prompts in the Messaging center

It may be possible to access the system via Web Browser client through the MNO’s Web Portal

It may be possible to delete files via Email commands sent to the server

Local break with Femto cell and access to local shares and or use of Cellular Hub (cellular modem that terminates in wifi or Ethernet access) on Mary’s personal network is for further Study

f. Roaming

When Mary roams to other networks, her File share travels with her and is accessible.  Roaming Rates for data services may apply

Mary could send a SMS or email to others with a file location to people not subscribers to Mobile Anywhere, 

Local Break out services in the visited network does not support access to the file share that is in Regional Mobile. 

g. Post Conditions

i. Mary and her associates Brad and Joan have shared a file that has or will be used in an unlawful act
ii. Mary and the associates may have tried to hide any transactions
iii. The 3gpp-istan Police Department received the IRI and CC of John’s communications.  Using that information in their investigations, they prevent a crime from occurring.
iv. Mobile Anywhere met their regulatory obligation to unobtrusively deliver communication to the authorized LEA 

h. Challenges for interception

i. Generally in this use case if a Warrant is effect at the time that Mary uploads the file, LEA may receive all related information

ii. Location of the IAP

iii. It is not clear if LEA will receive information on others accessing the File share during the warrant period

iv. If a warrant is not in effect when Mary uploads the file, it is not clear whether LI systems are capable of capturing the retrieval by associates when a warrant is issued.

v. It is not clear if the system can identify the user accessing the shared file

1. Cellular user from different MNO

2. IP user 

vi. It is not clear if other means to delete the file can be captured

vii. It is not clear how long AlsoRan will need to preserve the contents of the file and its associated logs (business records, Data Storage)

viii. The encryption issues are as per other use cases 

ix. Issue of file de-publication ( ie pointers to one storage of a file)

x. How and what data/ IRI is presented to LEA (eg, service type, clear text files)
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This document summarizes approaches to realize lawful intercept 
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Annex <B>: 

Annex <X>: Use Case Guides

1
Introduction
The section provides guidance in building Use Cases for Mobile Cloud Services living document.
2
Overview
As an example, file sharing is the most wildly deployed Cloud Service use case.  “Dropbox” is a real world example. A File Sharing service can be wholly supported in the MNO network with no access from outside, or the MNO can provide anywhere and time access on any device to the user for the service, spanning several networks, and potentially using several access ID’s.  The service may offer encryption services, protecting the contents and Users identity if the File Service infrastructure is compromised.  The user may use the service to share files between devices, and or to make certain files accessible to others, and make other files totally accessible to the public.  The user may control access permissions to the files and or directories used to support the service, allowing read, write, delete capabilities to other users.  The user may be provided a history or log of such events.  The MNO may provide archival and restoration services for files that have been removed.  The user may install clients on several devices, including those not supported by the MNO.  The MNO may build services around this service and or bundle it with other services (eg, enterprise services, multimedia services like voice mail)

The service can be hosted externally, white labeled by the MNO, such that the user does not know it’s from a third party The third party can choose its own third party provider for the service hosting.  The location of the files may span many different infrastructure and systems.  

The MNO may assist a Cloud Service Provider (CSP) by offering services that enhance the File Sharing capabilities that the CSP offers to its customers (eg, the infrastructure, Billing, Access, QoS, encryption services, Identity management, Legal Access)

The MNO may be a converged operator providing may access domains (3gpp, Non 3gpp, wireline, cable, Broadband)

There are various business models offering the service which provide different architectures and implementations.
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There are several use cases for the following scenarios

n similar services which can be offered by the MNO to the user.

1. The MNO only allows access to Cloud services only to subscribers of the service while on the MNO facilities, and not accessible from Non 3GPP access networks

2. The MNO allows the service to be accessed from Non 3gpp Access Domains

3. The MNO allows the service to be accessed from other interconnected Clouds

4. The MNO Proxies Services

5. The MNO provides ancillary services to a hosted or third party Cloud Service Provider or Enterprise User

a. Billing, QoS, encryption services, Identity management, Legal Access

These scenarios have several deployment options

a. The service and facilities supporting the service are located within the MNO domain

b. The Facilities are external to the MNO domain but only accessible via the MNO domain

i. Service

1. Located within the regulatory Domain of the MNO

2. Located outside the regulatory domain

3. Variable inside and out of the regulatory domain

ii. Infrastructure/ facilities

1. Located within the regulatory Domain of the MNO

2. Located outside the regulatory domain

3. Variable inside and out of the regulatory domain

Additionally there are various types of MNO, Regional operators in a domain, national operators and then Operators that span multiple domains.  There are various types of Cloud Service providers ranging from current infrastructure vendors, to CSP locally and globally and dedicated Cloud Infrastructure.  These are listed below

Use of domain is a regulatory domain

Use of MNO is a legal reference to the obligation of the MNO in the regulatory domain 

Actors

There are users John, Mary, Bill, Jean, Greg, Peter. 

There are associates Joan, Brad, Terry, Gabor, Dave

Mobile Anywhere, is an MNO that provides access services on Mobile, fixed and broadband networks in the Domain of 3pp-istan

Borg Mobile is an MNO that provides access services on Mobile, fixed and broadband networks in the Domain of 3pp-istan and Inter-istan, and Global-istan

Regional Mobile is a MNO that only allows mobile service in the Domain of 3pp-istan

Roaming Mobile is a MNO that only allows mobile service in the Domain of Inter-istan

Global is an MNO that provides access services on Mobile, fixed and broadband networks in the Domain of Global-istan

McCloud is a Cloud Service Provider in the Domain of Inter-istan

Jungle-Cloud is a Cloud Service Provider in the Domain of 3pp-istan

Mega Cloud is a Cloud Service Provider in the Domain of Inter-istan, 3gpp-istan, and Global-istan

Hyper-Cloud is a vendor of Cloud computing infrastructure in the Domain of 3pp-istan

Thunder-Cloud is a vendor of Cloud computing infrastructure in the Domain of Inter-istan

Fun-Cloud is a vendor of Cloud computing infrastructure in the all Domains

StayfastRan is a vendor of 3GPP infrastructure

AlsoRan is a vendor of 3GPP infrastructure

There are a vast number of Cloud architectures and services.  The proposal suggests using services match to its implementation by a carrier and using the appropriate actors

To facilitate consistent use cases the following are proposed guidelines using the above actors 
3
Template
***********************First addition******************************
1 Use cases

A.  Name of the Use Case.

a. Overview

Describes the use case.

Describe any Architectural Scenarios if multiple deployment scenarios are possible:

· Wholly within the MNO Network, 

· supported by the MNO network, 

· wholly outside the MNO network

· Supporting multiple 3gpp networks(fixed, mobile)

· Spanning multiple clouds 

· Spanning multiple Domains

b. Actors

Describe the users in Use case

c. Preconditions

Describe the interaction between the Actors and the System

d. Actions

Describe how the actor uses the service

Describe how the Actor uses the service to create or utilize services that may be of interest to LEA 

i. .

ii. .

e. Interaction with other services

Describe any interaction with other services which may use this use case

(editors note: eg, the use of encryption services (Mikey IBake), Local access in a Femto or Enterprise)
f.      Roaming

Describe Roaming and its interaction on the service, 

(editors note: Local access in the visited domain, non 3ggp access)

g. Post Conditions

Describe in relation to the LEA out comes of the action and services created by the Use case

h. Challenges for interception

Describe collection issues as it relates to the architecture and services depicted in the Use case

Should address invocation, Location, Identification of user and systems, facilities, and collection of LI information that may be required 

***************************End of first addition**********************************
4
Use case matrix

The matrix is used to track the actors across the use cases and the systems
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5
Flow Diagrams

The flowing is an example flow diagram that might be used to aid in the discussion of the use case

(Visio 2003)
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_1404285448/Mobile Cloud use case Matrix r1.xls
Sheet1

		

				Mobile Cloud Use Case		regulatory domains						Use case		1		2		3		4		5		6		7		8

						3gpp-istan		Inter-istan		Global-istan				basic consumer file sharing

		Role		Actors

		User		John		x

		User		Mary		x

		User		Bill

		User		Scott

		User		Joan

		Regional MNO		Regional Mobile		x

		National MNO		Mobile Anywhere		x

		Global MNO		Borg Mobile		x		x		x

		Roaming MNO		Global						x

		CSP		Jungle cloud		x

		CSP		McCloud				x

		CSP		Mega cloud		x		x		x

		CCI		Hyper-Cloud		x

		CCI		Thunder-Cloud				x

		CCI		Fun-Cloud		x		x		x

		3gpp Vendor		StayfastRan

		3gpp Vendor		AlsoRan





Sheet2

		

				Mobile Cloud Use Case

										Actors

										Users												Assoicates

		Regulatory Domains		Regulatory Domains						U		U		U		U		U		U		A		A		A		A		A		A				Regional Mno		National MNO		Global MNO		Roaming MNO				CSP		CSP		CSP				CCI		CCI		CCI				3gpp Vendor		3gpp Vendor

										John		Mary		Bill		Jean		Greg		Peter		Scott		Joan		Brad		Terry		Gabor		Dave				Regional Mobile		Mobile Anywhere		Borg Mobile		Global				Jungle cloud		McCloud		Mega cloud				Hyper-Cloud		Thunder-Cloud		Fun-Cloud				StayfastRan		AlsoRan

		3gpp-istan		Regional Mobile						x												x		x												x		x		x						x								x

				Mobile Anywhere								x														x						x

				Borg Mobile

		Inter-istan		Roaming Mobile																																				x								x								x

				Borg Mobile

		Global-istan		Gobal Mobile																																				x		x				x		x		x				x		x		x

				Borg Mobile

				Use case

		1		Consumer File Share 1						x																										x																												x

		2		Consumer File Share 2						x												x		x												x												x								x

		3		Consumer File Share 3						x																										x												x								x

		4		Consumer File Share 4								x												x		x												x																										x

		5		Consumer File Share 5

		6

		7		SMB or Enterprise use multiple MNO

		8

		9

		10		Enterprise extension to the cloud

		11

		12		Local Break Out

		13

		14

		15

		16

		17		VMI (Virtual Machine Image) use case for the cloud services living document

		18		In memory file or database system use case

		19		Cloud use case of a distributed application using IPC

		20		Tele- presence





Sheet3

		

				Use cases MNO Cloud Services

				All in on network

				Add encryption

				Add local IP access

				Proxy services

				share read write

				Across differnet MNO

				Shared Cloud

				Enhancments to a cloud

				Across differnet RAN infactrucutre

				Acrocss Different domains

				with Mikey Ibake

				CDN

				Teleprences

				VM
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