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1 Welcome

The Chairman welcomed delegates to Bratislava and Maurizio Iovieno welcomed them on behalf of European Friends of 3GPP.
2 Apologies

They were received from George Babut and Gerd Steinrücke.
3 Approval of Agenda



SA3LI12_032r2
This was approved.

3.1 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Barcelona


SA3LI12_033 SA3LI#44 Meeting Report 

SWG Secretary 
Approved.
4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing (for one more meeting)

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing

	AP11-08
	Manufacturers and Operators
	Identify low impact solution for IMEI trigger for IMS LI
	Ongoing

	AP12-01
	The meeting
	Is CDN in scope of Cloud work?
	Closed – meeting decided it is in scope


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#55
Xiamen, China

New versions of:

TS 33.106 


V11.1.1 (No change at SA#55)


TS 33.107



v 11.1.0

TS 33.108

v11.2.0 (no change at SA#55)

5.2 
SA WG3 #66 Vancouver, Canada 6 Feb 12
The Chairman reported the following from the above meeting:

· The TR on PUCI (Protection against Unsolicited Communications for IMS) has been finalised but nothing has been planned for Rel-12.
· SIMTC (System Improvements to Machine Type Communications) is triggering work on whitelisting and home routing of SMS.
·  Work proceeds on Mediasec in part prompted by SA3-LI liaisons and concerns over the security of solutions. The LS (Tdoc 58 here) from SA3 relates.
· Semyon noted work on firewall traversal to allow IMS services to run as an issue for SA3-LI because of tunnelling of traffic. The Chairman said this was another form of non 3GPP access to the IMS core.
· Due to previous identified weaknesses in existing A5-1 & A5-2 algorithms, SAGE is working on a new set of cryptographic algorithms for GSM to provide future proofing as an alternative to A5-3. No concrete plans yet but 64 and 128 versions are likely.

· There is a new ETSI Secretary to SA3, Mirko Cano.
5.3   ETSI TC LI

SA3LI12_034 Summary report from ETSI/TC LI to SA3-LI#45 

LO TC LI (Peter van der Arend)

Peter introduced the report.

Greg asked about the difference between the goals of work on the cloud in TC LI compared to that in SA3-LI. Peter said the TC LI TR considered issues broader than the mobile world of SA3-LI and drew on work carried on in the ITU, ISO and ETSI Cloud groups. Koen said an important outcome of the TC LI report would be whether any changes would be required to its specifications. Greg asked about the IMS. The view was to look to SA3-LI for this. The Chairman noted that TC LI develops handover specifications but may spawn work in other groups to support this.
Peter Musgrove asked about the Dynamic Triggering (DT) schedule and whether there was still time for his WTSC-LI group to make comments. The Chairman said two further TC LI plenaries were expected before finalisation of the standard and comments would certainly be accepted at the next meeting in Split in September. He noted that some changes to SA3-LI specifications may be needed to achieve the desired solution.
5.4 
TISPAN WG 7

No report. This group is likely to disappear with the ETSI restructure.
5.5
WTSC-LI 

Peter Musgrove gave a verbal report. The group met near Seattle in May. He is encouraging contributions from the group on the TC LI DT work but has had none yet. They have received an informal invitation from TR-45.8 for joint work on Femtocells. There is new baseline text for PoC LAES which he hopes to publish by the year end. There have been no new contributions to the delta document for North American changes to 3GPP specifications. There has been approval for a new WI to address issues with IMS VoIP. The next meeting will be 24 July.
5.6
ATIS PTSC LAES 

Terry Jacobson introduced his report on this group in  SA3LI12_064.  It was noted.

5.7
TR 45 / TR-45.8 Lawful Interception Group
Terry Jacobson presented his report on this group in SA3LI12_065.  It was noted.
5.8
WiMAX Forum

Jean Trakinat reported the following:

Last meeting: 19-22 Mar in Hawaii

NWG LI Subteam work focused on the broadband work item and the update of NALI. Participants agreed that the NALI Update will be ready for Verification and Validation (V&V) review once the disposition of the IPv4/v6 Transition contribution is finalized (mid-April).

The NWG Plenary sent the LI for VoIP specification to V&V review. The review period is expected to run from approximately April 15 to May 15 and allow comment resolution to be completed by the end of the June meeting.

The NWG Chair position will be held by a WiMAX Forum staff person until June when a candidate from NewNet is expected to take over the position. The BoD is discussing a reorganization of the working group structure to address the decline in work items and participation. 

5.9
Other bodies

No reports.
6 Incoming liaisons

SA3LI12_058 LS on Vulnerability in the PRG based LI solution for MIKEY-IBAKE 
SA3
This was considered under item 10.2 (IMS media plane security).
7 TS 33.106

7.1 Release 10
33.106 v 10.0.0

 No contributions.

7.2 Release 11
33.106 v 11.1.1
No contributions.

8 TS 33.107

8.1 Release 10
33.107 v 10.4.0 and earlier
SA3LI12_049 Handover indication at X2 interface, Rel10 

Nokia Siemens Networks
SA3LI12_051 Handover indication at X2 interface, Rel9 

Nokia Siemens Networks

SA3LI12_053 Handover indication at X2 interface, Rel8 

Nokia Siemens Networks

The above three CRs were discussed together. Maurizio said they were not solving frequent and serious misoperations and with the proposed changes in 33.108 there would be major implications for backward compatibility. He suggested the CR is implemented for Rel11 only in a backward compatible way. This was agreed and the above three CRs were noted.
8.2 Release 11
33.107 v 11.1.0
SA3LI12_035 IMSI in untrusted non-3GPP access 

Nokia Siemens Networks

Presented by Gabor, Semyon noted that NAI is not always mapped to IMSI. The content of the CR was good but he suggested the justification needs to reflect this. Gabor revised and the CR was approved as SA3LI12_035r1.
SA3LI12_036 CSFB Location transfer over the X2 interface 

Nokia Siemens Networks

Maurizio suggested a clarification to the reason for change and the addition of a reference to CSFB, and Terry proposed a change to the title. Gabor made the edits and the CR was approved as SA3LI12_036r1.

SA3LI12_039r1 UE IP address at X2 interface 

Nokia Siemens Networks

The content of the CR was agreed but Maurizio proposed removing the last two sentences in the reason for change. Gabor edited and the CR was approved as SA3LI12_039r2.
SA3LI12_042 Handover indication at X2 interface 

Nokia Siemens Networks
This CR was discussed in 8.1 above with the same CRs for earlier releases. The principle was agreed and minor changes made to maintain compatibility by Gabor. It was approved as SA3LI12_042r1.
SA3LI12_045 IMS Conference Services, 33.107 

Siemens

Leopold presented the CR and with the addition of Siemens to the source on the cover sheet it was approved as SA3LI12_045r1

SA3LI12_059 IMS provision of content of communication 

Siemens

Leopold added that content for forwarded or transferred calls is for further study and the CR was approved as SA3LI12_059r1.
9 TS 33.108

9.1 Release 10
33.108 v 10.4.0 and Earlier
 SA3LI12_050 Handover indication at HI2 interface, Rel10 

Nokia Siemens Networks

SA3LI12_052 Handover indication at HI2 interface, Rel9 

Nokia Siemens Networks

SA3LI12_054 Handover indication at HI2 interface, Rel8 

Nokia Siemens Networks

The above three CRs were noted for the same reason as their stage 2 equivalents in 8.1
9.2 Release 11
33.108 v 11.2.0

SA3LI12_037r1 CSFB Location transfer over the HI2 interface 

Nokia Siemens Networks
Gabor made some ASN.1 version number edits and added some clarifying comments and this was approved as SA3LI12_037r2.
SA3LI12_038r1 Payload type in CC header 

Nokia Siemens Networks

With the addition of the full source in the cover sheet, this was approved as SA3LI12_038r2.
SA3LI12_041 UE IP address at HI2 interface 

Nokia Siemens Networks

Semyon proposed a clarification for the description of the UE Address Info parameter and this was approved as SA3LI12_041r1.
SA3LI12_043r1 Handover indication at HI2 interface 

Nokia Siemens Networks
Maurizio cautioned against changing the format of an existing parameter because of possible backward compatibility problems for LEMFs and proposed instead to introduce a new one. Terry agreed and after an ASN.1 correction, the CR was approved as SA3LI12_043r3.

SA3LI12_046r2 IMS Conference Services, 33.108 

Siemens
After a cover sheet editorial and ASN.1 version number corrections this was agreed as SA3LI12_046r3.
SA3LI12_047 Correction on parameter name pMIPAttachTunnelDeactivation 

Ericsson
The Chairman asked if there were any version compatibility issues. Maurizio confirmed there were none and it was approved.
SA3LI12_048 Correction on delivery of encrypted CC in case of IMS media security 

Ericsson
Maurizio noted that this CR applies to all forms of media security and not just MIKEY-TICKET. It was approved.

SA3LI12_056r1 IMS Conference Services, correlation 

Siemens
Koen asked for some clarification in the text which Leopold added and this was approved as SA3LI12_056r2.
SA3LI12_060 33 108 CR Annex H 

TPS
Jean noted that this CR on Annex H applies to the United States only. She asked for guidance on the category of change for the cover sheet. After this was agreed as “F” and some editing, the CR was approved as SA3LI12_060r3.
10 Continued Discussion and New Business

10.1 Dynamic Triggering

SA3LI12_040 DTS 102 677 v0.7.1 on Dynamic Triggering of Interception 

TC LI#29

The Chairman did not go through his TC LI document in detail but indicated the changed areas in sections 5, 6 and 7 and the new table in 7.5. Apart from some editor’s notes and the ASN.1, it is nearly complete. The document was noted.

10.2 IMS media plane security 

SA3LI12_058 Security vulnerability in the PRG based LI solution for MIKEY-IBAKE 

SA3

This LS from SA3 stated their view that the PRG based solution for MIKEY-IBAKE was unacceptable. Details were presented at SA3#66 in S3-120175. The Chairman noted that the attack identified did not apply to the non PRG LI solution. He then asked Semyon to introduce:

SA3LI12_063 PRG-based LI solution for MIKEY-IBAKE update 

Alcatel Lucent, Rogers Wireless

Semyon described the attack in S3-120175 and said to overcome the possibility there was a need to bind the IBAKE key generated to the claimed identities of the IBAKE peers involved in the transaction. Eoin asked what the likely seed bit length would be. Semyon indicated an expected range of 64 to 128 bits.

He then went on to describe the changes needed in 5.2 of the Living Document (LD). Maurizio asked if these changes should be included in the updated LD before agreement from SA3 that the issue was properly addressed. The Chairman said to put it in now. It could be removed later if necessary. He then asked Semyon to create a response LS to SA3, attaching the LI solution SA3LI12_063. After some minor editorials the LS was approved as:
SA3LI12_066r2

Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE.
Semyon then went on to present:
SA3LI12_061 Conclusions section for the living document on LI solutions for IMS Media Plane Security based on MIKEY-IBAKE Alcatel Lucent, Rogers Wireless

Maurizio felt this document could not be agreed until after the following evaluation of LI solutions had been accepted. Koen asked to postpone agreement to the next meeting as it was late being uploaded and he wished to confer with colleagues. He also felt it needed more context and mention of a decrypted output. The Chairman agreed to defer agreement to the next meeting, using it as a basis for continued work on the LD. It was noted.

SA3LI12_062 Evaluation of LI solutions for IMS Media Plane Security based on MIKEY-IBAKE Alcatel Lucent, Rogers Wireless

Semyon introduced material for the evaluation section of the MI Living Document.
In the fifth paragraph Maurizio noted comparisons being made with MIKEY-TICKET and SDES which he felt was out of scope. Semyon agreed to remove them.

Regarding requirement 4 for mid call interception, Eoin said there were ongoing discussions in SA3 and it was premature to place ticks in the boxes. He also said that more demands are being placed on the UE in terms of computing power due to the nature of the LI solutions. There should be a statement that compliance testing of the UE may be necessary.
Koen raised the issue of decryption in the delivery function so that LEAs may have product in the clear.  This would, for example, remove legal difficulties with the sharing of keys. Terry believed that the LEAs will perform the decryption for all Mediasec solutions. Maurizio checked the wording in 33 107 where it says the issue is for further study. Jean reminded the meeting that Liaison Statements have been sent to SA3 stating that solutions which are not capable of delivering decrypted traffic may not meet the requirements of certain nations. The Chairman also reminded the meeting of AP11-06 for Vendors to provide decrypted Mediasec solutions.
The Chairman asked Semyon and Eoin to edit the document in the light of the discussion and the meeting agreed in principle SA3LI12_062r2. It was noted and will form the basis for incorporation into the LD at the next meeting.

In SA3LI12_067 Terry placed version 0.2.0 of the LD for MI as the output of the meeting.
10.3 Proximity Based Service.

SA3LI12_057 SA1 TR 22 803 Feasibility Study on Proximity-based Services 

SA1

This document from SA1 is for information only at this stage as the work is not very advanced. Greg said that work is progressing slowly and there are a number of new and contentious areas including relay capability which are not fully scoped yet. The document was noted.
10.4 Location Reporting

No contributions.
10.5 H(e)NB
No contributions.
10.6 MNO Cloud Services

SA3LI12_044 DTR 101 567 v0.0.5 on LI Cloud/Virtual Services 

TC LI Rap#26
Peter van der Arend introduced this document which was the output from the TC LI rapporteur’s meeting in Mainz at the beginning of April. He said it was an early draft and had forwarded it to the TC Cloud group in ETSI. Greg asked what the next step was. Peter replied that all sections need input to complete. The aim of the report is to determine the impact of the cloud on existing LI specifications and how it may affect LEAs and CSPs. Jean raised the issue of location information and what understanding a cloud provider might have for that important metadata.
Greg said the aim was the same as the work here in SA3-LI. Initially the focus is on technical aspects but legal and policy issues are important, concerning what parts of cloud operation may be subject to LI. Peter said section 4.1 of the above report was for consideration of these issues. He welcomed any further views and the document was noted.
SA3LI12_055 Telepresence use case for the Living Document to study LI solutions for Mobile Cloud Services 
TPS
Jean presented these use cases which she had done previously in Mainz.
Leopold thought the use case was just like email with jurisdictional problems for both. Jean said there were similarities but also differences. Gabor was unclear there was any particular challenge beyond the normal LI access. Jean said that may be the case but Terry spoke of possible new complexities in the relationships and interactions of the parties involved that we need to understand.

Greg said there were two LI aspects to consider. The first is what are the challenges to existing services (which may transfer to the cloud) and the second is what are the new challenges presented by new cloud enabled services.
The Chairman said the use cases were valid for inclusion into the LD and he asked Greg and Jean to consider the two segments outlined by Greg in order to develop the scope of the LD. Greg offered to propose a skeleton for two documents to assist this.

The document was noted.

11 GSM LI documents

These documents are also under the control / responsibility of SA3 LI:

11.1 3GPP TR 41.033 V10.0.0 (2011-04) old 01.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 10)
11.2 3GPP TS 42.033 V10.0.0 (2011-04) old 02.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 10)
11.3 3GPP TS 43.033 V10.0.0 (2011-04) old 03.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 10)

12 Review meeting output / agreed

The following CRs were approved:
SA3LI12_035r1 IMSI in untrusted non-3GPP access 

Nokia Siemens Networks
SA3LI12_036r1 SGs received location transfer over the X2 interface
Nokia Siemens Networks
SA3LI12_039r2 UE IP address at X2 interface 
Nokia Siemens Networks
SA3LI12_042r1 Handover indication at X2 interface 

Nokia Siemens Networks
SA3LI12_045r1 IMS Conference Services, 33.107 
Siemens
SA3LI12_059r1 IMS provision of content of communication 
Siemens
SA3LI12_037r2 CSFB Location transfer over the HI2 interface 
Nokia Siemens Networks
SA3LI12_038r2 Payload type in CC header 
Nokia Siemens Networks
SA3LI12_041r1 UE IP address at HI2 interface 
Nokia Siemens Networks
SA3LI12_043r3 Handover indication at HI2 interface 

Nokia Siemens Networks
SA3LI12_046r3 IMS Conference Services, 33.108 

Siemens
SA3LI12_047 Correction on parameter name pMIPAttachTunnelDeactivation 

Ericsson
SA3LI12_048 Correction on delivery of encrypted CC in case of IMS media security 
Ericsson
SA3LI12_056r2 IMS Conference Services, correlation 

Siemens
SA3LI12_060r3 33 108 CR Annex H 

TPS
13 Outgoing Liaisons

SA3LI12_066r2

Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE 
14 Meeting dates and venues for next meetings

	Organization
	Date
	Venue
	Host

	SA#56
	18-20 Jun 
	Ljubljana, SI
	EF

	SA3#68
	09-13 Jul
	Bratislava, SK
	EF

	SA3 LI#46
	17th -19th Jul
	Quebec city,Canada
	NF

	SA#57
	10-12 Sep
	Chicago, USA
	NF

	SA3-LI#47
	16th-18th Oct
	USA
	NF

	SA3#69
	05-09 Nov
	Edinburgh, UK
	EF

	SA#58
	10-12 Dec
	Barcelona, Spain
	EF
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Annex B
List of Actions

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing (for one more meeting)

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing

	AP11-08
	Manufacturers and Operators
	Identify low impact solution for IMEI trigger for IMS LI
	Ongoing
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