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1. Overall Description:

SA3 has reviewed the information provided by the GSMA regarding user plane integrity protection (UPIP) related attacks on 3GPP 4G and 5G networks.  Whilst these attacks are very difficult, require very skilled attackers to exploit and are currently localised attacks based on false base stations, SA3 is conscious that once such attacks are known, refinements and the development of tools for less skilled attacks usually follow.
SA3 notes that once attacks based on the lack of UPIP are reliably available, many types of attack, including attacks on UDP based services such as DNS and attacks on TLS setup messages, could lead to man in the middle attacks and exposure of user data.  Due to this, SA3 is updating its advice on UPIP support in 3GPP 4G and 5G systems.

SA3 further notes that comparable systems such as 802.11 already include UPIP as standard at all data rates; and as another point of comparison, earlier TLS cipher suites that allow encryption without integrity protection have almost all been subject to some form of attack.  
SA3 advises that it has agreed the following 2 CR's:
1. S3-201392 (attached) - CR to 33.501 (5G security) - Adds an informative annex describing how to secure DNS and ICMP traffic

2. S3-201391 (attached) - CR to TS 33.401 (LTE security) - Adds and informative reference to the informative annex added into TS 33.501 describing how to secure DNS and ICMP traffic

Note: SA3 did not agree to reword the UPIP requirements to remove the requirement at full data rate so this requirement is still applicable at release 16.
Additionally, SA3 discussed S3-201296 (attached), but several delegates raised concerns about the impacts of this solution on SA2 specifications.  SA2 are invited to comment as to whether S3-201296 has any adverse impacts.
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2. Actions:

To RAN2, CT1, SA2 groups.

ACTIONS: 

1. SA3 kindly asks RAN2 and CT1 to review this information and update their specifications from release 16 accordingly.
2. SA3 kindly asks SA2 to review and comment as to whether S3-201296 has any adverse impacts on their specifications.
3. Date of Next TSG-SA WG3 Meetings:
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