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	Reason for change:
	The threat references in sub-clauses 4.2.2.1.1, 4.2.2.1.2, 4.2.2.1.4, 4.2.2.1.5, 4.2.2.1.6, 4.2.2.1.7, 4.2.2.1.8 and 4.2.2.1.9 need to be removed for the following reasons:

· The requirements and test cases in sub-clauses 4.2.2.1.1, 4.2.2.1.2, 4.2.2.1.4, 4.2.2.1.5, 4.2.2.1.6, 4.2.2.1.7, 4.2.2.1.8 and 4.2.2.1.9 are all about testing of integrity, confidentiality and replay protection over air interface between the UE and the gNB, while the corresponding threats in TR 33.926 that are expected to be addressed by these test cases are all about integrity and confidentiality over N2/Xn reference points. Hence the test cases failed to address the referenced threats.

The execution steps in sub-clauses 4.2.2.1.6 and 4.2.2.1.7 need to be removed for the following reasons:

· The execution steps of test cases in sub-clauses 4.2.2.1.6, and 4.2.2.1.7 all refer to the sub-clause 4.2.3.2.4 in TS 33.117, which is however about the compliance test of 3GPP profiles for IPSec/TLS and not applicable to air interface between the UE and the gNB. Hence the the execution steps do not meet the purpose of the tests.



	
	

	Summary of change:
	· Replaced the threat references in sub-clauses 4.2.2.1.1, 4.2.2.1.2, 4.2.2.1.4, 4.2.2.1.5, 4.2.2.1.6, 4.2.2.1.7, 4.2.2.1.8 and 4.2.2.1.9 with TBA.
· Replaced the execution steps in sub-clauses 4.2.2.1.6 and 4.2.2.1.7 with TBA


	
	

	Consequences if not approved:
	mismatch between test cases and reference threats, mismatched test steps
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************
[bookmark: _Toc19696867][bookmark: _Toc26876861][bookmark: _Toc35529491][bookmark: _Toc35529581]4.2.2.1.6	Ciphering of RRC-signalling
Requirement Name: Ciphering of RRC-signalling
Requirement Reference: TS 33.501 [2], clause 5.3.2
Requirement Description: "The gNB shall support ciphering of RRC-signalling over the NG RAN air interface" as specified in TS 33.501 [2], clause 5.3.2.
Threat References: TR 33.926 [5], clause D.2.2.1 – Control plane data confidentiality protection.
Test Case:
Test Name: TC-CP-DATA-CIP-RRC-SIGN_gNB
Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are confidentiality protected.
Pre-Condition: 
-	The gNB network product shall be connected in emulated/real network environments.
-	Tester shall have access to the ciphering algorithm and confidentiality protection keys.
-	The tester shall have access to the NG RAN air interface or can capture the message at the UE.
Execution Steps:
1. The UE sends an Registraton Request to the AMF.
2. The AMF sends a KgNB and the UE security capability to the gNB.
3. gNB selects an algorithm and sends AS SMC to the UE, 
4. gNB receive AS SMP from the UE.
The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3].
Expected Results:  
Control plane packets sent by the gNB after eNB sending AS SMC is ciphered.
The RRC-signalling over the NG RAN air interface is confidentiality protected. 
Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot containing the operational results.
[bookmark: _Toc35529582][bookmark: _Toc35529492][bookmark: _Toc26876862][bookmark: _Toc19696868]4.2.2.1.7	Ciphering of user data between the UE and the gNB
Requirement Name: Ciphering of user data between the UE and the gNB
Requirement Reference: TS 33.501 [2], clause 5.3.2
Requirement Description: "The gNB shall provide ciphering of user data packets between the UE and the gNB on NG RAN air interface" as specified in TS 33.501 [2], clause 5.3.2.
Threat References: TR 33.926 [5], clause D.2.2.3 – User plane data confidentiality protection at gNB
Test Case:
Test Name: TC-UP-DATA-CIP_gNB
Purpose: To verify that the user data packets are confidentiality protected over the NG RAN air interface.
Pre-Condition: 
-	The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-	The tester shall have knowledge of the ciphering algorithm and the confidentiality protection keys.
-	The tester shall have access to the NG RAN air interface or can capture the message at the UE. 
-	Tester shall enable the user plane ciphering protection and ensure NIA0 is not used.
Execution Steps: 
1. UE sends PDU session establishment Request to the SMF.
2. SMF sends a UP security policy with UP ciphering required or preferred to the gNB.
3. The gNB sends RRCConnectionReconfiguration with integrity protection indication "on".
4. Check any User data sent by gNB after sending RRCConnectionReconfiguration and before UE enters CM-Idle state is Integrity protected.
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3], and 4.2.2.1.3 of TS 33.216 [4].
Expected Results: 
The user plane packets sent between the UE and gNB over the NG RAN air interfaceafter sending RRCConnectionReconfiguration  is confidentiality protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.

*************** End of the Change ****************

