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Rationale
This pCR is a revision of S3-200939 based on online and offline comments received during SA3#99-e. It attempts to resolve the misunderstanding between SA2, CT1, and SA3 Working Groups for completion of R16 specifications in these groups. More specifically, this pCR adds clarifications as to when and how is signalling protected for link identifier update, Layer-2 link modification and Layer-2 link release procedures.
Clause 5.3.3.1.5.1 has added text clarifying what protection is required for link identifier update, Layer-2 link modification and Layer-2 link release procedures. Clause 5.3.3.2.1 and 5.3.3.2.2 has added clarification text.
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Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in TS 33.536 [2].

5.3.3.2 
Identity privacy for the PC5 unicast link 

5.3.3.2.1
General

The link identifier update procedure given in TS 23.287 [2] is used to provide privacy for the identities in the unicast link. This procedure only provide privacy if a non-NULL confidentiality algorithm is selected. This means the messages in this procedure are always sent confidentiality protected (i.e. using non-NULL confidentiality algorithms) and hence the new identities agreed by the UEs are only known to the involved UEs. A three-way message exchange procedure is required with this procedure since both UEs need to change their identifiers during the same procedure, to avoid trackability and linkability attacks, and to allow these new values to be acknowledged before them being used. 
5.3.3.2.2
Procedures

Figure 5.3.3.2.2-1 shows the flows for changing the identities of the UEs involved in PC5 unicast link. The figure only displays the security parameters (KNRP-sess ID) that are changed and the Layer-2 IDs but not the other parameters described in TS 23.287 [2]. 
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Figure 5.3.3.2.2-1: Link identifier update procedure

The procedure proceeds with the following steps and provides additional handling on top of what is provided in TS 23.287 [2].

0. UE_1 and UE_2 are communicating via a unicast link and have established the security for the link.

1. UE_1 decides to change its identifiers and sends a Link Identifier Update Request message to UE_2 (see TS 23.287 [2]). In addition to the changed identifiers, UE_1 shall include the MSB of KNRP-sess ID in the Link Identifier Update Request message. These bits shall be chosen so that they uniquely identify KNRP-sess at UE_1. 

2. UE_2 shall choose the LSB of KNRP-sess ID so that they uniquely identify KNRP-sess at UE_2. UE_2 shall form the new KNRP-sess ID from the MSB received from UE_1 and the LSB that UE_2 chose. UE_2 shall associate the new KNRP-sess ID with the updated Layer-2 IDs (see TS 23.287 [2]) and shall use this new KNRP-sess ID when it uses the updated Layer-2 IDs. In addition to its updated identifiers, UE_2 shall send the LSB of KNRP-sess ID to UE_1  along with the received MSB of KNRP-sess ID and other identifiers received from UE_1 in the Link Identifier Update Response message. UE_1 shall check that the returned MSB of KNRP-sess ID is identical to the one sent in step 1. 

3. UE_1 shall form the new KNRP-sess ID from the LSB received from UE_2 and the MSB chosen by UE_1 (in step 1). UE_1 shall associate the new KNRP-sess ID with the updated Layer-2 IDs (see TS 23.287 [2]) and shall use this new KNRP-sess ID when it uses the updated Layer-2 IDs. UE_1 shall send the Link Identifier Update Ack message to UE_2 including the LSB of KNRP-sess ID and other identifiers received from UE_2. UE_2 shall check that the returned LSB of KNRP-sess ID are identical to the one sent in step 2.
**** END OF CHANGES ****
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