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Meeting minutes
	Document
	Notes

	S3-200180 – Intel

Security of RRC UE capability transfer procedure in EPS
	Intel delegate is not present. 
This document was handled last in the call.
Eri – we can agree with this, since it is for rel-15.

Nk - is it not non-backward compatible?
Eri – it is rel-15 no change in UE.

Qc – eri had submitted this some time ago. at that time, it was not approved. we wanted to add EN.
Hw – we don’t solve this for rel-15 and we solve this for rel-16, right?

Eri – yes

Qc – I don’t have any problem in including in rel-15 becaue it is frozen. our comment at that time was that if this is included in rel-15, then it automatically applies to rel-16. 
Qc - when we make a mirror in Rel-16, can we put EN?

Eri – sure.

Qc – then I don’t have problem.

Chair – I am talking with mirko whether this automatically applies to rel-16. Since there is no mirror proposed for rel-16, it just means that we have exception in rel-15, but it doesn’t automatically goes to rel-16. I will discuss more with mirko about process.

	S3-200176 – Intel

Security of RRC UE capability transfer procedure in 5G for CIoT optimisation
	Intel delegate is not present. 
The document was not treated. 

((similar comments on other contributions on UE caps would have been applicable))

	S3-200177 – Intel

Procedure to transfer UE capability for UEs without AS Security
	Intel delegate is not present. 
The document was not treated. 

((similar comments on other contributions on UE caps would have been applicable))

	S3-200265 – Huawei

Discussion paper on UE radio capability protection for UEs without AS security
	Hw: Longhua presented.
Nk: Is this is CP optimization.

Hw: yes

Nk: this is not protecting all cases. why only handle one threat for ue caps.

Qc: there is a key issue. the main problem is ue caps are sent to AMF. if stored in AMF, there sud be a way that ue caps are not modified. several solutions were proposed.
Nk: does not protects, but enables secures transferring/storage?

Qc: yes. and, the procedure does not happen often. when it happens/stored, verification needs to happen.

Eri: this solution is shifting proc from RRC to NAS. and that is not ok for eri.

Hw: radio caps are always stored in AMF so why not allow 
Eri: they are used by RAN. AMF will only store it.

Hw: they are always stored in AMF.

Qc: we are concerned that this sol changes whole call flow

	S3-200266 – Huawei

Protection of UE radio capability transfer for CIoT UEs that only support CP optimization
	Hw: Hw presented. this is based on sol 28. RRC enquiry proc is always triggered by AMF. so, utilising NAS is ok

Eri: we had received LS from RAN2 about early enquiry

Hw: we want to check early enquiry 

Qc: it is already in LS

((comments from 265 apply) 

	S3-200356 – Qualcomm

Changes made to solution 30 in TR 33.861
	Qc: QC presented. we are solving EN. we didn’t want to change whole RRC proc. simply add HASH and enable AMF to check validity of UE caps.
Hw: we want to make sure that solution is suitable for EPS and 5G.

Qc: we work on sol for 5G. if that can be used for LTE, why not. 

Hw: why not protect both LTE and 5G. if this is used in LTE, HASH will be sent in first attach and there is no protection in NAS. this sol cannot address that.
Qc: there is initial NAS protection in 5G and there is HASH based method in LTE. we have not proposed how to do in LTE. at the moment, it is for 5G.

Hw: we need another sol in LTE.

Eri: our position is to use AS sec, as proper way forward.
Qc: why challenge fundamental property. do u want to challenge all groups. SA3 has been working on CP optimzation.
Eri: yes, we want to propose AS sec if RRC is used and protection is desired.
Hw: agree in general, but doing so will defeat CP optimization. RAN will need to store all UE specific keys. million UEs means million keys.

Nk: if base staion stores million UEs, then it already stores UE caps.

Hw: many UE caps are same. hundreds may have 1 ue caps. so eNB may store just one.

Nk: we are not talking about impl of how ue caps are stored in eNB. if they are there and need to be protected, then why not AS sec. it is only for SRB. so UEs sud be able to support AS sec. why keep adding more ane more features

Qc: all I am saying is – there are needs to design CP only CIoT optimization. in other working groups. there are devices that run for 10 years. they cannot support PDCP layer. 

NK: only SRB and RRC.

Qc: there is no pdcp.

Nk: there is SRB and if there is sec threat, then why not protect SRB. 
Qc: there has been huge debate in other working groups.

Hw: agree with Qc

	S3-200357 – Qualcomm

Protection of UE radio capability transfer for UEs without AS security
	((just CR of 356. same comments apply))

	S3-200310 – Ericsson

Way forward for UE caps protection and NB-IoT UEs
	Eri: Eri presented.
Qc: QC disagrees with this proposal. the arch decision was made by other groups, there are UEs that don’t have AS sec. we agree that there are UEs who have AS sec. but there are other UEs who donot have AS sec. we don’t want to mandate that every UE has to support AS sec.

Hw: look at SA2 spec, they say 5G UE shall support CP optimization and may support UP optimization.

Nk: Nokia agrees with this observation.

	S3‑200227 – Huawei

Address EN for Calculation of ShortResumeMAC-I for UP CIoT Optimisation
	Hw: Hw presented. propose to include whole message to calculate mac-I, otherwise DoS by changing resume cause.
Eri: we sent out comments. we discussed with RAN2 and we want to keep security level as EPS. this is late, it has not been studied in study.

Hw: sent email. in UP EPS optimization EDT MSG4 is integrity protected. in 5GS, MSG4 is ciphered and integrity protected. why not do it.

Eri: I acknowledge, but its too late. it has been studied in false RBS. any other views from other companies?
Hw: in false RBS, rel-15 eMBB UEs were covered, not related to CIoT. we found that this issue is also in CIoT. we need to consider compatibility. otherwise we will not be backward compatible if we do not do it now.

	S3‑200303 – Ericsson

[Draft CR] ShortResumeMAC-I in RRC Connection Suspend and Resume
	Eri, Hu: it has been merged into 228, no need to present this
((this document was not discussed))

	S3‑200304 – Ericsson

[Draft CR] Input to MESSAGE when calculating ShortResumeMAC-I in RRC Connection Suspend and Resume
	Eri: no need to present.

Hu: Conflicts to 227. We need to discuss offline.
((this document was not discussed))


