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1. Overall Description:

SA3 thanks CT4 for the LS on ARPF in UDICOM and would like to provide the following response.
CT4 Question 1 (to SA3): If the subscription credentials of the UE, per operator deployment option, are held in the HSS (or in the 4G-UDR), the UDM would request generation of 5G authentication vectors to the HSS; in this case the HSS is acting as an ARPF too. Does SA3 have any security concern on this scenario?
CT4 Question 2 (to SA3):

In the same scenario as above (UE subscription in HSS), the UDM would still be required to perform SUCI de-concealment, in alignment with the current text in TS 33.501 that reads:

"The ARPF holds the home network private key that is used by the SIDF to de-conceal the SUCI and reconstruct the SUPI."

This leads to a scenario in which there is an ARPF in UDM supporting SUCI de-concealment and an ARPF in HSS for generation of authentication vectors in 5GC. Does SA3 see any concern with such scenario?

SA3 Response for Q1 and Q2:
In case HSS is creating the authentication vector, it is the AuC's responsibility to provide the authentication vectors. In this case only the SIDF function of UDM/ARPF is used. This is in line with UDICOM architecture and should be feasible. 

It should be noted, that for clarity it is better to avoid using ARPF as a term for AuC. 

Thus, SA3 has no concern with Q1 and Q2.
SA3 would also like to point out that SA3 is currently investigating the protection of authentication subscription data in the 5GC under the FS_5GC_SEC_ARPF WID, which may have impact on future releases.
 

2. Actions:

To CT4 group.

ACTION: 
SA3 kindly asks CT4 group to take the above into account.
3. Date of Next TSG-SA WG3 Meetings:
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