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1
Decision/action requested

Approve the proposed clause to the draft CR in [1].
2
References

[1]
3GPP, S3-194483 "DraftCR – Living document for supporting 5G CIoT security"

[2]
3GPP TR 33.501 "Security architecture and procedures for 5G system".
3
Rationale

CT1 has progressed the Control Plane Service Request procedure in TS 24.501. 

If the UE uses Control Plane optimisation for 5GS CIoT for Mobile Originated data transport, the UE sends a Control Plane Service Request message including a container for non-clear text IE’s as e.g. small user data or SMS transport. This container including non-clear text IE’s is ciphered and integrity protected.

Also, the case when uses Control Plane optimisation for 5GS CIoT for Mobile Originated data transport, the UE in CM-CONNECTED mode needs to be described.

It is proposed to update and clarify the clause 6.x.1.1 about the security procedures for small data transfer in Control Plane CIoT 5GS Optimisation in TS 33.501 [3]. 

4
Detailed proposal

It is proposed to approve the pCR to the living document for 5G CIoT in S3-194483 [1].

**** START OF CHANGES ****

6.x
Security handling in Cellular IoT

6.x.1
Security handling in Control Plane CIoT 5GS Optimization

6.x.1.1
Security procedures for Small Data Transfer in Control Plane CIoT 5GS Optimisation
The Control Plane Optimisation for 5GS CIoT is used to exchange small user data or SMS as payload of a NAS message in both uplink and downlink directions. The UE and the AMF perform integrity protection and ciphering for the small user data or SMS using NAS security context specific to the NAS connection. 

If UE uses Control Plane optimisation for 5GS CIoT for Mobile Originated data transport, the UE sends a Control Plane Service Request message including a container for small user data or SMS transport. The Control Plane Service Request message shall be partially ciphered (i.e. the container including uplink user data or SMS is ciphered, and non-cleartext remains unciphered) and integrity protected by the current 5G NAS security context specific to the NAS connection if such exists as depicted in TS 24.501 [35]. Upon reception of the Control Plane Service Request message with the ciphered container for small user data or SMS transport, the AMF shall verify integrity of the whole Control Plane Service Request message and decipher the ciphered container to obtain the small user data or SMS. When applying NAS ciphering/deciphering mechanism for the container, the LENGTH value shall be set to the length of the container.

Additionally, if UE uses Control Plane optimisation for 5GS CIoT for Mobile Originated data transport, the UE in CM-CONNECTED mode sends small user data or SMS in UL NAS transport message to the AMF. The UL NAS transport message shall be ciphered and integrity protected with the current 5G NAS security context specific to the NAS connection. Upon reception of the UL NAS transport message for small user data or SMS transport, the AMF shall verify integrity and decipher the UL NAS transport message to obtain the small user data or SMS.
If UE uses Control Plane optimisation for 5GS CIoT for Mobile Terminated data transport, the UE obtains small user data or SMS in DL NAS transport message from the AMF. The DL NAS transport message shall be ciphered and integrity protected with the current 5G NAS security context specific to the NAS connection. Upon reception of the DL NAS transport message for small user data or SMS transport, the UE shall verify integrity and decipher the DL NAS transport message to obtain the small user data or SMS.


**** END OF CHANGES ****
