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**** START OF CHANGES ****
Annex X (normative): Security for Integrated Access and Backhaul
X.2.3
Requirements on the 5GC supporting IAB architecture

The 5GC supporting IAB architecture shall support ciphering, integrity protection and replay protection of NAS-signalling between the 5GC supporting IAB architecture and the IAB-node (IAB-UE).

Mutual authentication between the 5GC supporting IAB architecture and the IAB-node (IAB-UE) shall be supported.

The 5GC shall decide whether the IAB-node is authorized to operate as IAB-node.
The 5GC shall support ciphering, integrity protection and replay protection of all management traffic carried between IAB-node and OAM system.
X.3
IAB-node Integration Procedure 

X.3.1
General

IAB-node, consists of a UE function (referred to as IAB-UE) and gNB-DU function [2]. IAB integration procedure consists of 3 phases detailed in TS 38.401 [aa].

Phase-1: IAB-UE part setup:

The IAB-UE performs registration procedure to the network as a UE as described in TS 23.501 [2] and TS 23.502 [8] in order to register to the 5GC and consequently, the NAS and AS security are established between the IAB-node and 5GC.
Phase-2: BH RLC channel establishment and routing update:

The BH RLC channels and the BAP layer are established and configured in the IAB-node by the IAB-donor using the secured RRC signalling to support routing between the IAB-node and the IAB-donor. 

Phase-3: IAB-DU part setup:

F1 security establishment for IAB is performed over the RLC channel.

The Phase-1 results in IAB-UE registration and consequently, AS security establishment between the IAB donor and IAB node, Phase-2 results in configuration of the IAB-node securely using the established AS security and Phase-3 results in the establishment of secure F1 interface between the IAB-donor and IAB-node. 

 X.y
Protection of management traffic between IAB-node and OAM
After the IAB-node is authenticated and transport connection between the IAB-node and its OAM system is set up via 5G network with PDU session or via LTE network with PDN connection, the management trafffic shall be protected using the User Plane security mechanism as specified in clause 6.6 or as specified in TS 33.401 [10]..

**** END OF CHANGES ****
