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Agenda Item:
4 New work and study item proposals
3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on Security Aspects of Enhancement for Proximity Based Services in 5GS
Acronym: FS_5G_ProSe_Sec
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: Rel-17

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	320022
	Requirements for evolution of the 3GPP system architecture
	SA1 work item to define requirements for LTE/EPS, which contains proximity services requirements.

	790001
	New Services and Markets Technology Enablers – Phase 2
	SA1 work item to define requirements for 5GS, which contains proximity services requirements.

	780002
	Removal of 'over LTE' limitation from Mission Critical Specifications
	The requirements specified in 3GPP stage 1.

	800023
	Study on Mission Critical services support over 5G System
	SA6 study item to support mission critical services over 5GS.

	800015
	Study on Network Controlled Interactive Service in 5GS
	SA1 study item, which studies new services requirements related to proximity services.

	840030
	WID on Network Controlled Interactive Service(NCIS) Requirements 
	SA1 work item, which specifies the requirements for interactive service.

	830033
	Study on System enhancement for Proximity based Services in 5GS
	SA2 study item to enhance proximity based services in 5GS.

	830023
	Study on Security Aspects of 3GPP support for Advanced V2X Services
	SA3 study item to study security requirements and potential solutions for the advanced V2X services

	860014
	Security Aspects of 3GPP support for Advanced V2X Services
	SA3 work item to specify the security requirements and the solutions for the advance V2X services over PC5 interface

	860038
	Study on NR Sidelink relay
	RAN2 study item, which studies the mechanism(s) to support the SA requirements for sidelink-based UE-to-network and UE-to-UE relay.


3
Justification

For 5GS, the proximity services are expected to be an important system wide enabler to support various applications and services. In Rel-16 the PC5 based architecture and communications are developed to support advanced V2X services. However, there are more proximity related service requirements than service requirements covered by the existing Rel-16 eV2X work. Supporting proximity services in Rel-17 has been approved by RAN#86 and SA#86.

In order to support proximity services in 5GS based on SA1 requirements defined in TS 22.278 and TS 22.261, SA2 has initiated the study item "Study on System enhancement for Proximity based Services in 5GS" in TR 23.752, and RAN2 has initiated the study item "Study on NR Sidelink relay".
In the on-going study TR 23.752, SA2 has identified some key issues that may require coordination with SA3, for example, the security and privacy aspects of UE-to-Network Relay and the security aspect of UE-to-UE Relay. In addition, the relay architecture may also affect the work of SA3, that is, whether the relay is implemented in Layer-2 or Layer-3.
In addition, SA2 will develop a new framework for supporting proximity services in 5GS, i.e. using a common framework for supporting both public safety and commercial proximity services. This will make 5G's proximity service security process different from 4G.

The security and privacy of eV2X currently studied in TR 33.836 are mainly focused on communications on PC5. Some proximity service functions, such as direct discovery, UE-to-Network relay and UE-to-UE relay, are not addressed by this study. Therefore, proximity service security issues not covered by the eV2X study item should be studied.
4
Objective

The objective is to study the security aspects of proximity based services (including public safety and commercial proximity services) in 5G system and ensure the security solutions are aligned with the work in SA2 (i.e. in TR 23.752) and SA1 (i.e. in TS 22.278 and TS 22.261). The work is comprised of the following parts:
-
Study the security key issues, threats and requirements of proximity based services in 5G system.
-
Elaborate on the potential security solutions to cover these requirements.
Both non-roaming and roaming scenarios will be considered.

NOTE:
Timely feedback on supporting SA2/RAN study needs to be considered.
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Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Study on Security Aspects of Enhancement for Proximity Based Services in 5GS
	SA#89 Sep 2020
	SA#90 Dec 2020
	Wei Zhou, CATT, zhouwei@catt.cn


	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Wei Zhou, CATT, zhouwei@catt.cn
7
Work item leadership

SA3
8
Aspects that involve other WGs
Potential interactions with SA2 WG and RAN WGs during the work.
9
Supporting Individual Members
	Supporting IM name

	CATT

	CAICT

	China Unicom

	China Mobile

	ZTE

	Qihoo360

	Apple Computer

	LG Electronics

	Philips

	Huawei

	Hisilicon

	Ericsson

	Interdigital

	Lenovo

	Motorola Mobility

	Samsung

	

	

	


