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1	Decision/action requested
It is suggested that the new Key issue is added to the study in TR 33.807
2	References
 [1]	3GPP TR 33.807, v.0.1.0, Study on the security of the Wireless and Wireline Convergence for the 5G system architecture  
 [2]	3GPP TR 23.716, v.1.1.0, Study on the Wireless and Wireline Convergence for the 5G system architecture  

3	Rationale
In the SA2 study for WWC, TR 23.716 [2], several scenarios are listed. For each scenario one or more key issues are applicable. Scenarios 3 and 5 in TR 23.716 [2] refer to a 5G capable UE behind a residential gateway (FN-RG or 5G-RG).
This document proposes a new key issue on user plane handling for a 5G capable UE behind a residential gateway (FN-RG or 5G-RG).


4	Detailed proposal

********** 1st CHANGE **********
[bookmark: _Hlk529184852]All text below is new. For better readability, no change marks are used. 

5.x	Key Issue #x: User plane data handling for 5G capable UE behind a RG
5.x.1 Key issue details
Scenarios 3 and 5 in TR 23.716 [2] describe how a 5G capable UE behind a residential gateway (5G-RG or FN-RG) is connected to the 5GC. This key issue studies user plane data handling for 5G capable UEs behind residential gateways.
For a UE behind a residential gateway (5G-RG or FN-RG), the user data may pass additional nodes compared to the situation for a usual 5G UE connected to 5GC. It needs to be studied whether different or additional security measures need to be taken.
[bookmark: _Toc513829553]5.x.2 Security Threats
Without confidentiality, integrity and replay protection, an attacker may eavesdrop on or manipulate or replay the user plane data.
[bookmark: _Toc513829554]5.x.3 Potential security requirements
User plane data of a 5G-capable UE behind a RG (FN-RG or 5G-RG) shall be forwarded via the RG in a manner that preserves data confidentiality, integrity and replay-protection.  
For a 5G-capable UE connecting to the 5G core network via a FN-RG or a 5G-RG, the 5GS shall provide a level of user plane security that is at least equal to the level provided to a UE connected via NG RAN.
The solution for user plane protection shall be compatible with local regulations.
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********** END OF CHANGES **********

