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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
Editor’s Note: This clause contains some background information for the study. 
1
Scope

Editor’s Note: This clause contains the scope of the study.
The scope of this study is:
· Study for security between a 5G-RG and 5GC

· Study for security for a 3GPP UE and non 3GPP UE behind a 5G-RG or a FN RG 
· Study for security for supporting legacy RG, The scope is limited based on the conclusion of the study in 23.716[2]
· Study for security for trusted non-3GPP access
· The privacy issues in the convergence architecture, if any.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.716 "Study on the Wireless and Wireline Convergence for the 5G system architecture"
[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[4]
IEEE Std 802.11-2016 (Revision of IEEE Std 802.11-2012) - IEEE Standard for Information technology—Telecommunications and information exchange between systems Local and metropolitan area networks—Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications.
[5]
IETF RFC 2410 "The NULL Encryption Algorithm and Its Use With IPsec".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1], TR 23.716 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], ], TR 23.716 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security aspects of the 5WWC features in the 5G System

Editor’s Note: This clause contains a high-level overview of the 5WWC features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key Issue #1: security of 5G-RG
5.1.1
Key issue details

5G RG is a new introduced entity in 23.716[2] for 5WWC service. According to the definition of 5G RG, it is both a RG connecting to 5GC and somekind of relay for forwarding the messages from a 5GC capable UE behind it. Therefor the 5G RG has different functions in different scenarios. 

This KI aims to define the security of 5G RG for adapting to different roles, such as how to run the authentication procedure, and how to make it secure 
5.1.2
Security threats

5G RG is the critical part in 5WWC, if it is a faked, all the devices behind it could be hijack, and all the information is unsafe. From the core network point of view, a fake 5G RG connects to a 5GC, the resource of 5GC is watsted and could potentially be misused.
5.1.3
Potential Security requirements
5G RG shall be authenticated by the 5GC.
5.2

Key Issue #2: FN-RG authentication and authorization

5.2.1
Key issue details

Scenario 2 in TR 23.716 [2] describes how a legacy FN-RG without support of 3GPP procedures is connected to the 5GC via the W-5GAN. This key issue studies authentication and authorization aspects related to the FN-RG:

-
The FN-RG does not support 3GPP protocols, so it cannot authenticate to the 5GC by EAP-AKA' or 5G AKA. It needs to be studied which entity authenticates the FN-RG and whether 3GPP nodes need to support further authentication methods. 

-
The Interworking function of the W-5GAN interfaces the 5GC using the 3GPP reference points N1, N2 and N3. Expressed differently, the W-5GAN sends NAS messages on behalf of the FN-RG. Authorization of the FN-RG by the W-5GAN may hence be needed.

-
The FN-RG will use identifiers not specified in 3GPP, e.g. the line ID. It needs to be studied how these identifiers interplay with 3GPP identifiers such as SUPI, SUCI and PEI, especially in relation to authentication. 

5.2.2
Security threats

If the FN-RG is not authenticated, an attacker may impersonate the FN-RG and hence gain access to the 5GC.

Editor's Note: Threat for unauthorized FN-RGs to be added.

5.2.3
Potential security requirements

5.3

Key Issue #3: Transport security for the interfaces between W-5GAN and 5GC 

5.3.1
Key issue details

The scenarios described in clause 4.2.2 of TR 23.716 [2] introduce changes to existing interfaces (e.g. N2, N3), whose security implications need to be studied. This key issue studies the transport security, i.e. confidentiality, integrity and replay-protection, for the interfaces between W-5GAN and 5GC:

-
W-5GAN – AMF (N2, in Scenario 2 also N1) 

-
W-5GAN – UPF (N3)

5.3.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface.

5.3.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the W-5GAN – AMF interface and the W-5GAN – UPF interface.

5.4

Key Issue #4: Security for the interface between 5G-RG and W-5GAN 

5.4.1
Key issue details

The scenarios described in clause 4.2.2 of TR 23.716 [2] introduce a new interface between 5G-RG and W-5GAN. It is understood that this interface seems to be under the responsibility of BBF. However, the traffic via the W-5GAN is destined to 5GC and therefore can have a security impact to the 5GC. 

This key issue studies the security, i.e. confidentiality, integrity and replay-protection, for the interface between 5G-RG and W-5GAN. 

5.4.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface. Lack of security measures may also have an impact on 5GC.

5.4.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the interface between 5G-RG and W-5GAN. 

Editor's Note: It is for further study whether the interface between 5G-RG and W-5GAN is under 3GPP scope.
5.5
Key Issue #5: Registration and NAS transport for trusted non-3GPP access
5.5.1
Key Issue Details
The following security aspects need to be investigated to enable trusted non-3GPP access to 5G Core Network:

-
authentication procedures associated with the registration procedure for trusted non-3GPP access and the impact on the security procedures as applicable in the scope of SA WG3.

5.5.2
Security threats

Unauthenticated UEs shall not be able to register for normal service and access tot he 5G core network, else several attacks are possible e.g. it could lead to issues on binding the subscription profile to the session and all related issues on charging/billing, access rights, QoS profile and slicing etc. The UE could spoof any ID to hijack a subscription or UEs could try DoS attacks since the network would accept all UEs via the trusted non-3GPP connection.

5.5.3
Potential security requirements

A UE connecting to the 5G Core network via trusted non-3GPP access shall be authenticated.

5.6
Key Issue #6: Access to 5GC from WLAN UEs that do not support NAS
5.6.1
Issue Description

The following security aspects need to be investigated to enable UEs that do not support NAS to access via trusted non-3GPP (WLAN) access to the 5G Core Network:

Wireline access is not considered.

5.6.2
Security threats

Access of unauthenticated UEs to the 5G Core Network would allow several attacks, since the network does not know which UE is actually connecting to its core network, which leads to issues on binding the subscription profile to the session leading to all related issues on charging/billing, access rights, QoS profile and slicing. The UE could spoof any ID to hijack a subscription, or, UEs could try DoS attacks since the network would accept all UEs via the trusted non-3GPP connection.
5.6.3
Potential security requirements
UEs that do not support NAS over WLAN access and access to the 5G Core Network via trusted non-3GPP access shall be authenticated
5.7
Key Issue #7: Authentication of 5G capable UE behind a RG

5.7.1 Key Issue details

Scenarios 3 and 5 in TR 23.716 [2] describe how a 5G capable UE behind a residential gateway (5G-RG or FN-RG) is connected to the 5GC. This key issue studies authentication aspects for 5G capable UEs behind residential gateways.
A 5G capable UE behind a RG (FN-RG or 5G-RG) can authenticate to the 5GC using 5G subscription credentials. It needs to be studied whether the authentication procedure needs to be adapted when the access is via a residential gateway (FN-RG or 5G-RG).

5.7.2 Security Threats

If authentication via a RG is not properly defined, there might be security flaws that enable an attacker to impersonate a UE.
5.7.3 Potential security requirements

A 5G capable UE behind a RG (FN-RG or 5G-RG) shall be able to authenticate to the 5GC. 

NOTE 1: Any solution to this Key Issue different from usual 5G authentication needs strong motivation.

5.8
Key Issue #8: User plane data handling for 5G capable UE behind a RG

5.8.1 Key issue details

Scenarios 3 and 5 in TR 23.716 [2] describe how a 5G capable UE behind a residential gateway (5G-RG or FN-RG) is connected to the 5GC. This key issue studies user plane data handling for 5G capable UEs behind residential gateways.

For a UE behind a residential gateway (5G-RG or FN-RG), the user data may pass additional nodes compared to the situation for a usual 5G UE connected to 5GC. It needs to be studied whether different or additional security measures need to be taken.
5.8.2 Security Threats

Without confidentiality, integrity and replay protection, an attacker may eavesdrop on or manipulate or replay the user plane data.

5.8.3 Potential security requirements

User plane data of a 5G-capable UE behind a RG (FN-RG or 5G-RG) shall be forwarded via the RG in a manner that preserves data confidentiality, integrity and replay-protection.  

For a 5G-capable UE connecting to the 5G core network via a FN-RG or a 5G-RG, the 5GS shall provide a level of user plane security that is at least equal to the level provided to a UE connected via NG RAN.

The solution for user plane protection shall be compatible with local regulations.
5.9
Key Issue #9: User plane security for 5G-RG or FN-RG to 5GC

5.9.1
Issue details
In 5G, security of the user plane is provided from the 5G-capable UE to the 5GC by providing protection over the air interface between the UE and the gNB and using IPsec from the gNB to the core network. The user plane of a 5G-RG or a FN-RG that connects to a 5G core should therefore be protected equally well. Otherwise, UEs switchting from the cellular network to the local WiFi network provided by the RG would suddenly be exposed to new threats.

Providing security at least equal to 4G was one of the main design goals of 5G security and should therefore be applied to 5WWC.

5.9.2
Security Threats

If the user plane from a RG to the 5GC is unprotected, the user plane is subject to the following threats:
-
If not confidentiality protected, the user plane can be eavesdropped by an attacker;

-
If not integrity protected, the user plane can be modified by an attacker.
5.9.3
Potential security requirements

-
The user plane of a FN-RG or a 5G-RG to the 5GC shall provide a level of user plane security that is at least equal to the level provided to a UE connected via a gNB;

-
The solution for user plane protection shall be compatible with local regulations.
5.X
Key Issue #X: <Key Issue Name>

5.X.1
Key issue details

5.X.2
Security threats

5.X.3
Potential security requirements
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.1
Solution #1: Registration and authentication via trusted non-3GPP access
6.1.1
Definitions
-
Trusted Non-3GPP Access Network (TNAN): a TNAN is an access network that employs an access technology not specified by 3GPP (e.g. WLAN) and can connect to 5GC by exposing north-bound interfaces compliant with N2/N3. Is deployed and managed either (a) by a 5G mobile operator or (b) by a third-party who is trusted by the 5G mobile operator. How trust is established between a third-party and a 5G mobile operator is currently not considered in this document.

-
Trusted Non-3GPP Access Point (TNAP): The TNAP enables UEs to access the TNAN by using a non-3GPP wireless or wired access technology. In case of an IEEE 802.11 [27] WLAN, the TNAP corresponds to a WLAN access point. A TNAP terminates the UE's IEEE 802.11 [27] link defined in IEEE Std 802.11 [27].
-
Trusted Non-3GPP Gateway Function (TNGF): The TNGF exposes the N2/N3 interfaces and enables the UE to connect to 5GC over a non-3GPP access technology. The TNGF is functionally split into a control-plane function, referred to as TNGF-CP, and to a user-plane function, referred to as TNGF-UP. The interface between these functions is not defined.

6.1.2
Abbreviations
TNAN
Trusted Non-3GPP Access Network
TNAP
Trusted Non-3GPP Access Point

TNGF
Trusted Non-3GPP Gateway Function

6.1.3
Introduction

The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-based procedure, which is essentially the same with the registration procedure for untrusted non-3GPP access. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation. The interface between the TNAP and TNGF-CP is an AAA interface. The TNGF terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN. The security relies on Layer-2 security between UE and TNAP, which is a trusted entity so that no IPSec encryption would be necessary between UE and TNGF, i.e. NULL encryption is sufficient for the user plane and signalling. 

The main advantage of using IKEv2/IPsec is that it makes the solution for trusted non-3GPP access almost identical with the solution for untrusted non-3GPP access specified in TS 33.501 [3]. Thus, the UE can use the same protocols and procedures for both trusted and untrusted non-3GPP access and the TNGF can become very similar to N3IWF.
6.1.4
Solution details
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Figure 6.Y.4-1: Registration and Authenticaiton call flor for trusted non-3GPP access

1.
A layer-2 connection is established between the UE and the TNAP. In case of IEEE 802.11 [4], this step corresponds to an 802.11 [4] Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.

2-3.
An EAP authentication procedure is initiated. EAP messages are encapsulated into layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc. The UE provides a NAI that triggers the TNAP to send an AAA request to a TNGF-CP, which operates as an AAA proxy. Between the TNAP and TNGF-CP the EAP packets are encapsulated into AAA messages.

4-10.
An EAP-5G procedure is executed as specified in TS 33.501 [3], clause 7.2.1with the following modifications:

-
The EAP-5G packets are not encapsulated into IKEv2 packets.

-
A TNGF key and a TNAP key (instead of an N3IWF key) is created in the UE and in the AMF and TNGF-CP respectively after the successful authentication. The TNGF key is transferred from the AMF to TNGF-CP in step 10a (within the N2 Initial Context Setup Request). The TNGF-CP generates the TNAP key and transfers it from TNGF-CP to TNAP in step 10b (within an AAA message). In case of trusted WLAN access, the TNAP key corresponds to the Pairwise Master Key (PMK) and can be derived from the TNGF key, e.g. by using the first 32 bytes of the TNGF key.

-
In step 9b the UE receives the "TNGF Contact Info" which includes the IP Address of TNGF-CP to which NAS signalling should be sent. 

11.
The common TNAP key is used by the UE and TNAP to derive security keys according to the applied non-3GPP technology and to establish a security association to protect all subsequent traffic. In case of IEEE 802.11 [4], the TNAP key is the Pairwise Master Key (PMK) and a 4-way handshake is executed (see IEEE 802.11 [4]) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air. All messages between UE and TNAP are encrypted and integrity protected from thist step onwards.

12.
The UE receives IP configuration from the TNAN, e.g. with DHCP.

13.
The UE initiates an IKE_INIT exchange with the TNGF. The UE has received the IP address of TNGF during the EAP-5G signalling in step 9b, subsequently, the UE initiates an IKE_AUTH exchange and provides its SUPI or 5G-GUTI identity. The common TNGF key is used for mutual authentication. NULL encryption is negotiated as specified in RFC 2410 [5]. After step 13c, an IPsec SA is established between the UE and TNGF (i.e. a NWt-cp connection) and it is used to transfer all subsequent NAS messages. This IPsec SA does not apply encryption but may apply integrity protection.

14.
After the NWt-cp connection is successfully established, the TNGF responds to AMF with an N2 Initial Context Setup Response message.
15.
Finally, the NAS Registration Accept message is sent by the AMF and is forwarded to UE via the established NWt-cp connection.
Editor’s Note: The differences of this solution to the authentication and registration flow from TR 23.716 should be highlighted.

6.1.5
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
6.2
Solution #2: 5GC-capable UEs behind 5G-RG/FN-RG using N3GPP-access solutions 

6.2.1
Introduction

Editor's Note: This solution is dependent on SA2 decisions on validity of the scenario for Rel-16 normative work. The evaluation part may need to be revisited.

This solution addresses key issues #7  and #8. 

In the following, when the term RG is used, it can mean either FN-RG or 5G-RG.

6.2.2
Solution details

This solution aims to construct a security solution based on Solution #11 for WWC in TR 23.716 [2]. Solution #11 for WWC in TR 23.716 [2] reuses the Rel-15 solution for untrusted N3GPP access in combination with Solution#1 for trusted network in TR 23.716 [2].

The main idea of Solution #11 for WWC in TR 23.716 [2] is that the RG and W-5GAN act as untrusted/trusted N3GPP access towards 5GC-capable UEs behind the RG.

The suggested reference architecture from Solution #11 for WWC in TR 23.716 [2] is provided in Figures 6.11.1-1 and 6.11.1-2 in TR 23.716 [2]. 

Solution #11 for WWC in TR 23.716 [2] provides the following options:

1. A 5GC-capable UE behind an FN-RG uses Untrusted N3GPP-access as defined in Rel-15. 

2. A 5GC-capable UE behind a 5G-RG can use either untrusted N3GPP-access as defined in Rel-15, or trusted N3GPP-access as studied in TR 23.716 [2]. When choosing the trusted solution, the 5G-RG must be trusted.


Further, Solution #11 for WWC in TR 23.716 [2] also suggests some additional features that are out of scope for SA3 work: co-location of the W-5GAN, UPF (for W-5GAN user plane) and IWF to support different scenarios such as QoS. 

The suggested solution for trusted N3GPP access, which is also adopted as preliminary conclusion in TR 23.716 [2], reuses the procedures for non-trusted N3GPP access as much as possible.  The security of the solution is discussed in Solution #1 of this TR. 

 6.2.3
Evaluation

6.2.3.1 Key issue #7
Key issue #7 in this study is about authentication of a UE behind a RG. This solution addresses this using either the Rel-15 procedures for untrusted N3GPP access or new Rel-16 procedures for trusted N3GPP access.  

For the untrusted case, the UE authentication is already described in Rel-15. 

Provided that the solution for trusted access is deemed secure, the solutions solves this key issue. 

6.2.3.1 Key issue #8
Key issue #8 in this study is about user plane data for a UE behind a RG. The solution addresses this by tunnelling the UE’s user data through the access nodes’ user data plane. 

For the untrusted case, the UE user data is protected between the UE and IWF with a child SA negotiated during the authentication as specified in Rel-15.

For the trusted case, Solution #1 for trusted network in TR 23.716 [2] suggests reusing this solution (using child SAs) to align with the untrusted case and because it provides smooth management of QoS parameters. However, Solution #1 for trusted network in TR 23.716 [2] suggests using null-encryption and provide authentication/integrity protection only. 
The claim to use null encryption can be justified because there is hop-by-hop protection of data between the UE and the IWF.  Hop-by-hop security can be achieved by the following:

1. Between UE and 5G-RG, level-2 encryption is used (WLAN or similar)

2. The interface between 5G-RG and W-5GAN, is handled by key issue #4 in this TR. 

3. Since the UE’s user data is tunnelled over the W-5GAN user data plane, it is protected from eavesdropping and manipulation between the W-5GAN and the IWF. 
Given that a solution is provided for key issue #4, either by BBF methods or 3GPP methods, we get hop-by-hop security which might exclude the need for IPSec encryption between UE and IWF. 

However, it can be argued that using IPSec with null-encryption does not provide a major performance gain (compared to using encryption) since authentication/integrity protection is still needed. (RFC states that we cannot nullify both encryption and authentication). 

6.3
Solution #3: 5G-RG authentication

6.3.1
Introduction

This solution addresses KI #1.
6.3.2
Solution details

As the 5G-RG is a UE from 5GC point of view, the authentication framework defined in subclause 6.1.3 of 33.501[3] shall be still applicable for the 5G-RG with the following addition:

1. When a 5G-RG connects to a W-5GAN, the AMF could derive a key that is equivalent to KN3IWF. But how to derive the key can be decided in the normative work, and how to use this key could be either defined in other solutions of this specification, or defined in BBF which is out of the scope of 3GPP.
6.3.3
Evaluation

TBD
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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TNGF-CP
AMF
AUSF
UE
7a. N2 msg 
(Identity Req./Res.)
4. L2 (EAP-Req/5G-Start)
5. L2 (EAP-Res/5G-NAS/
 AN-Params [S-NSSAI, SUCI or 5G-GUTI, ...],
NAS-PDU [Registration Request])
6b. N2 msg 
(Registration Request)
7b. L2 (EAP-Req/Res/5G-NAS/
NAS-PDU [Identity Req./Res.])
9a. N2 msg 
(SMC Request [EAP-Success])

9b. L2 (EAP-Req/5G-NAS/
NAS-PDU [SMC Request (EAP-Success)],
TNGF Address)
10c. L2 (EAP-Success)
9c. L2 (EAP-Res/5G-NAS/
NAS-PDU [SMC Complete])
TNAP

Trusted Non-3GPP Access Network (TNAN)
L2: Ethernet, 802.3, 802.11, 
PPP, etc.

8a. AAA Key 
Request
(SUPI or SUCI)
8c. AAA Key
Response
(SEAF key,
EAP-Success)



11. Security establishment 
using a key derived from TNAP key
2. L2 (EAP-Req/Identity)
3. L2 (EAP-Res/Identity)
username@realm
AAA
6a. AMF Selection
8b. Authentication and Key Agreement
TNGF / TNAP keys created
(e.g. 4-way handshake for WLAN)
12. Local IP configuration
1. L2 connection
9d. N2 msg 
(SMC Complete)
10a. N2 Initial Ctx Setup 
Request
(TNGF key)
14. N2 Initial Ctx Setup
Response
10b. AAA 
(TNAP key,
EAP-Success)
AAA interface
15b. [Over NWt-cp connection]
NAS Registration Accept
All subsequent NAS messages between UE & TNGF are carried over the NWt-cp connection (IPsec SA)
15a. N2 msg 
(NAS Registration Accept)

13a. IKE_INIT
13b. IKE_AUTH (IDi, SA, TSi, TSr, AUTH)
13c. IKE_AUTH (IDr, SA, TSi, TSr, AUTH)



