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1	Decision/action requested
This contribution proposes a candidate solution of transport independent procedure using existing protocols. We kindly ask SA3 to discuss the potential solution options introduced in this document and approve the candidate solution to be included into TR 33.835. 
2	References
 [1]   3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)"
[2]   OneM2M TS-0004 -V3.8.0: "Service Layer Core Protocol".
3	Rationale		
Document S3-183162 from the last meeting explains a key issue related to AKMA protocol evaluation and design. To ensure the communication between UE and 3GPP network/application server, as well as make it universal to apply AKMA in CIoT, the application protocol used for the communication between UE and 3GPP network should be feasible and flexible enough for IoT devices to implement. From this point of view, utilizing existing protocols (most IoT devices support CoAP, MQTT, etc.) is a preferable choice rather than designing a new protocol. Thus in this document, we investigate current IoT application protocols and the gaps in bringing them into AKMA procedures as a starting point to study the AKMA protocol solution. 
The following detailed solution proposes two options in adopting existing application protocols, one is to apply oneM2M protocol binding mechanism, the other is to introduce a protocol transfer gateway/proxy into AKMA architecture. Both of the options satisfy decoupling AKMA procedure with specific transport protocols.
4	Detailed proposal	
[bookmark: _Toc467658313][bookmark: _Toc482970147]*************** Start of Change ****************
6.X Solution <X>: Transport independent procedure using existing protocols by applying OneM2M protocol binding mechanism
6.x.1 Introduction
OneM2M is a global standard organization aimed at developing the technical specification of global service platform for IoT. It develops technical specifications which address the need for a common M2M Service Layer that can be readily embedded within various hardware and software, and relied upon to connect the myriad of devices in the field with M2M application servers worldwide. OneM2M has defined the exchanging message protocol between the entities (oneM2M Primitive), oneM2M core protocol to handle errors and bindings between core protocol and application layer transport protocol (CoAP, HTTP, MQTT). The protocol binding is when one or more than one interfaces are combined with other protocols, which is focused on message translation between oneM2M's request/response and binding target protocol's message.
6.x.2 Solution details	
With reference to oneM2M protocol specifications [2], primitives are common service layer messages exchanged over the reference points in oneM2M architecture. In case of using an IP-based Underlying Network as illustrated in Figure 6.X.1, the primitives are mapped to application layer communication protocols such as HTTP, CoAP or MQTT which use TCP or UDP on the transport layer. The specification of primitives is independent of underlying communication protocols and allows introduction of bindings to other communication protocols. 



Figure 6.X.1: Communication model using OneM2M protocol binding [2]
By applying protocol binding mechanism to AKMA, UE and AKMA functions interact with each other through OneM2M primitives. Each CRUD+N （CREATE, RETRIEVE, UPDATE, DELETE and NOTIFY ）operation defined in OneM2M protocol consisting of request and response primitives, is to be mapped to CoAP methods or MQTT payload. As illustrated in Figure 6.X.1 (UE and AKMA functions can be both originators or receivers depending on interaction direction, the figure depicts UE sending requests to AKMA functions as an example), while UE sends requests to AKMA functions, it implements the binding function to map request messages to specific MQTT or CoAP messages for transferring. Upon receiving MQTT or CoAP messages, AKMA functions unbind the messages from specific transport protocol and execute the subsequent actions.
Editor’s Note: It is FFS how these application layer protocols interwork with the proposed AKMA architecture, for e.g. to obtain keys, derive session specific keys etc.
6.x.3 Evaluation
This solution fulfils the requirement of transport independent procedure using existing protocols, thereby satisfying key issue #2. 
6.y Solution <Y>: Transport independent procedure using existing protocols by introducing a protocol transfer gateway
6.y.1 Introduction
To keep AKMA features applying for as many types of IoT devices as possible, a protocol transfer gateway/proxy can be introduced aiming at converting messages and communicating with terminals using different protocols.
6.y.2 Solution details	
Assuming AKMA functions are HTTP based, when AKMA procedure is implemented between the UE and AKMA functions, the protocol transfer gateway converts and translates messages from UE to targeted HTTP messages. In case of adding more IoT terminals based on different protocol, only the gateway is required to be upgraded. The implementation of the gateway is not limited at this step of study.
Editor’s Note: It’s FFS to define AKMA functions and their attributes in terms of architecture and interfaces


Figure 6.y.1 Protocol Transfer Gateway Model
Editor’s Note: It is FFS how these application layer protocols interwork with the proposed AKMA architecture, for e.g. to obtain keys, derive session specific keys etc..
6.y.3 Evaluation
This solution fulfils the requirement of transport independent procedure using existing protocols, thereby satisfying key issue #2. 

*************** End of Change ****************
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