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1	Decision/action requested
Approve the discussion paper
2	References
 [1]	3GPP TR 33.501
[2]	
3	Rationale
This contribution analyses if NAS keys can be compromised if NSSAI is included in the RRC message inclear as well as in the encrypted NAS message. 
4	 Discussion on possible key compromise
1) The plaintext attack (KPA) requires the attacker has access to both the plaintext, and its encrypted version. In the Initial NAS scenario, the first NAS packet has contents different from the later NAS packets. 
The NAS packets after authentication are encrypted anyways. Hence to break the NAS keys, one need to have a known list of parameters in the clear, and another message with same set of parameters and NSSAI encrypted. 
NAS Packet {(NAS parameters+ NSSAI) encrypted}, 
NAS Packet { NAS parameters+ NSSAI } Clear       Compare and derive/identify NAS encryption keys.



4.1 Key stream block will differ
Key stream block for each NAS packet will be different based on {NAS Count, Message length}. This block is XOR ed with plain text of the whole message to generate the ciphered message. The message content and its length will vary based on the content. The content of the message (plaintext block) is different in the Initial NAS message and subsequent NAS messages that follow, UE ID in the first Reg Req message SUCI/SUPI, in the subsequent messages it will be S-TMSI. S-TMSI will get re-assigned also. The parameters in the message also keeps varying.
KAMF Length: KAMF is 256bit long, it has 2256 combinations. Even if an attacker pre-computes all the values, 1) first he has to generate an encrypted pattern using all of these keys 2) Search for a pattern to match any of the encrypted pattern for the NSSAI in the ciphered NAS message. Since the message contents are varying, to find a correlated pattern is not going to be easy.
5. Conclusion
A one to one mapping of plain NAS message to its ciphered version will not be possible to generate by an attacker within a reasonable time frame.
Hence in absence of such a message, an attacker will not succeed in mounting a clear text attack, doesn’t look practical to compromise NAS keys.
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