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Decision/action requested

Regarding the discussion S3-183599 and S3-183327 and reply proposal in S3-183600, this commenting contribution suggests, that SA3 can only response only to part one of the LS question in S3-183289/S2-1811603. The part 2 and part 3 would need further studies by SA3. Therefore, the following response is suggested.
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1. Overall Description:

SA3 would like to thank SA2 for their LS in the context of the study FS_UDICoM on "User Data Interworking, Coexistence and Migration" and respond to the three parts of the question as follows.
(1) From a security point of view, it is preferred that subscriber credentials are stored in one place. It is a good security principle that any duplication of secret keys shall be avoided. Further, AV generation is better managed by a single entity to avoid SQN mis-alignments and thus synchronisation errors.
Thus, the solution as currently described in TS 23.501, clause 6.2.7, where the UDM has to retrieve these vectors from HSS, has no security issues from SA3 point of view. 
(2) To understand the security implications of other architectural options mentioned by the LS, SA3 would need to carry out an in-depth analysis. The following aspects are already foreseen as potentially adding security risks and complexity: 
· AV generation independently at different locations may lead to mis-alignment of SQNs; re-synch can become complex.
· Dual registration and single registration by the UE to both, LTE and 5GS, may make the scenario even more complex.
· Separation of credentials between 5GS and 4G/3G may provide unclarity on the management of the UE subscription data (Location information, supported features etc). 
· Location tracking of the UE by a LTE CN and linking it to the 5G subscription of the UE may compromise privacy.
(3) The question on whether both options are possible (assuming adequate security) cannot be answered right now, since (2) would require further study by SA3 to understand the full security implications. 
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 group to take this information into account.
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