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1
Decision/action requested

This contribution proposes changes to the SA3 description of initial NAS security based on the CT1 response LS
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References

[1]
S3-183066 outgoing LS from the last SA3 meeting

[2]
C1-186695/S3-183267 reply LS on initial NAS message protection from CT1
[3]
S3-183178 Draft CR on initial NAS security from Harbin meeting
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Rationale

SA3 have received a response to their LS [1] on initial NAS Security from CT1. In their response LS [2], CT1 provide the following summary of their agreements (and attach a couple of agreed CRs):

Summary of the agreements:

A. At initial registration with no 5G NAS security context, the UE sends a Registration Request with cleartext IEs only. The UE then sends the complete Registration Request message (with cleartext IEs and non-cleartext IEs) in a NAS container as part of the Security Mode Complete message.

B. At registration with a 5G NAS security context, the UE sends a Registration Request with cleartext IEs and, if the UE needs to send non-cleartext IEs, a NAS container which contains a complete Registration Request message (with cleartext IEs and non-cleartext IEs). The UE ciphers the NAS container.

C. If the Security Mode Command is received during a registration procedure, the UE always sends the complete Registration Request message in a NAS container as part of the Security Mode Complete i.e. the UE does not perform a check on the HASH that is received in the Security Mode Command.

D. During a service request procedure, the UE sends a Service Request message with cleartext IEs and, if the UE needs to send non-cleartext IEs, a NAS container which contains a complete Service Request message (with cleartext IEs and non-cleartext IEs). The UE ciphers the NAS container.

Looking at these, we see the following impacts of the current SA#3 status on initial NAS security. 
1. From A and B, CT1 always want to send a complete initial NAS message in NAS Security Mode Complete when IEs from the initial NAS message need to be sent in the NAS Security Mode Complete message . 

2. From A, CT1 want the UE to automatically include the complete initial NAS message in the NAS Security Mode Complete message for the case when the UE sent the initial Registration with no security context.
3. From C, CT1 see no value in checking the HASH in the NAS Security Mode Command message as its presence always results in the UE sending the complete initial NAS message.

4. From A and D, if there is a security context when the UE sends the initial message, then CT1 want to send the whole message ciphered in the NAS container to simplify the AMFs handling of the message.

In terms of impact of the above on the SA3 specification we have the following:

a) For 4, there is impact on the SA3 specification to make it clear that the complete initial NAS message is ciphered and included in the NAS container. 
b) 1 has quite a dramatic effect on the security specific. Firstly 3 logically follows from 1 as the presence of HASH IE is now enough to trigger the inclusion of the complete initial NAS message in the NAS Security Mode Complete message. 1 goes further than these as the HASH was used to provide protection against tampering of the IEs that were not sent again when the HASH check passed. Now all IEs including those sent in the initial NAS message are contained in the NAS Security Mode Complete messageirrespective of the HASH check result, i.e. there is no value in calculating a HASH. Therefore, the HASH may as well be replaced by a flag requesting the UE to send the complete initial NAS message. It is proposed to capture this change in a generic way, so CT1 can either use the HASH IE or another IE to trigger the inclusion of the initial NAS message for the non-initial Registration message cases.
c) 2 and 3 change the conditions on inclusion of the complete initial NAS message in the NAS Security Mode Complete. 

A companion contribution (S3-183610) capture these changes as a draft CR on top of text from CRs agreed at the Harbin meeting [3]. The draft CR also moves all the text related to initial NAS security to subclause 6.4.6 and leaves only references in subclause 7.6.2.

A further companion contribution (S3-183611) proposes an LS to CT1 to explain the changes made by SA3. 
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Detailed proposal

It is proposed that SA3 approve the changes proposed in S3-183610 for inclusion in an agreed CR to TS 33.501 and also approve the LS to CT1 proposed in S3-183611.
