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1
Decision/action requested

It is proposed to agree the changes below for inclusion in TR 33.813 [1]
2
References

[1]
3GPP TR 33.813
3
Rationale

TR 23.730 contains one key issue about mutually exclusive access to slices and one key issue about an additional slice-specific authentication that take place after the primary authentication. The uses cases provided to motivate for the access restriction to particular slices suggest that such restriction is not only applicable to services but also communication. While the 5G System supports a mechanism for forward security during AMF change, relying on such a mechanism, namely an authentication run, on top of the new slice specific authentication does not seem very efficient. Therefore, it is worth investigating how this could be improved. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.813 [1].

***
BEGIN CHANGES
***

5.X
Key Issue #X: AMF Key separation between network slices

5.X.1
Key issue details

The 3GPP TR 23.730 [y] contains a key issue on the support of Mutually Exclusive Access to Network Slices (MEANS) in clause 5.1. The use cases include, but are not limited to, UEs being restricted to one of two modes of operations. For example, a Public Safety UE being either in an off-duty or an on-duty mode but not simultaneously in both modes. So that the said UE, when on-duty, can be directed to a dedicated Public Safety slice while when in off-duty mode, it is directed to the mainstream one. Whilst this is certainly a beneficial feature for performance and resource optimization, there might be deployment aspects related to tenancy and ownership that require further strengthening the access restriction to prevent access to the signalling and user data communicated between the UE and such mutually exclusive slices.

The 3GPP TS 33.501 [z] already supports features for backward and forward security during AMF change. When AMF relocation takes place, and based on a local operaotor policy, the source AMF may derive a new AMF key for the target and the target AMF may trigger a new authentication run. A new authentication run refreshes the whole key hierarchy and totally shield the communication between the UE and the network from the source AMF. It is worth mentioning that in 3GPP TR 23.730 [y], another key issue in clause 5.3 addresses the support of an additional slice-specific authentication. This additional authentication is expected to take place after the primary authentication when UE is redirected to another slice.

In the current solution, assuming that a new authentication procedure is endorsed for slice authentication, realizing forward security requires yet another run of the primary authentication following or preceding the new slice authentication procedure run. Observe that a primary authentication run always involves the HPLMN. This might be acceptable, but it is not very efficient. Therefore, it is worth investigating how to improve the existing mechanism to meet the forward security requirements in 5G Systems.

5.X.2
Security threats

Without key separation between mutually exclusive slices controlled by different AMFs, a potential key leakage in one slice would expose the signalling and the user data between the UE and the next slice the UE is redirected to, which could be a restricted slice owned and managed by a different party, e.g. Public Safety or government organization. 
5.X.3
Potential security requirements

The system shall support forward security during AMF/SEAF change between mutually exclusive slices.
***
END OF CHANGES
***

