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1
Decision/action requested

It is requested to approve the following pCR to be included in TR 33.807
2
References

[1]
3GPP SP-180438 (SID for 5WWC)
3
Rationale

In [1], the objective of the study mentions ‘access independent security’ which was brought in by operators wishing to study whether security for 5WWC could be independent of access network. As such, a Key Issue on access independent security should be included in the TR on 5WWC.

The SID’s objective, however, are not clear about access independent security for the user plane from a UE behind a residential gateway (be it a legacy one or a 5G one) to the core network or whether it is about access independent security for the Residential gateway to the core network. As such, both are proposed to be studied.

4
Detailed proposal

*************** First Change ***************

5.X
Key Issue #X: User plane security for UEs connecting via a 5G-RG or FN-RG to 5GC
5.X.1
Issue details
In 5G, security of the user plane is provided from the UE to the core network by providing protection over the air interface between the UE and the gNB and using IPsec from the gNB to the core network. The user plane of a UE that connects via a FN-RG or 5G-RG should therefore be protected equally good. If this would not be done, a UE handing over from a connection from a 5G base station to a FN-RG or 5G-RG would then suddenly be subject to a lesser security.

Providing security at least equal to 4G was one of the main design goals of 5G security and should therefore be applied to 5WWC.

5.X.2
Security Threats

If the user plane from a UE to the core network is unprotected, the user plane is subject to the following threats:
-
If not confidentiality protected, the user plane can be eavesdropped by an attacker;

-
If not integrity protected, the user plane can be modified by an attacker;
5.X.3
Potential security requirements

-
For a UE connecting to the 5G core network via a FN-RG or a 5G-RG, the 5GS shall provide a level of user plane security that is at least equal to the level provided to a UE connected via a gNB;

-
The solution for user plane protection shall be compatible with local regulations.
*************** Second Change ***************

5.Y
Key Issue #Y: User plane security for 5G-RG or FN-RG to 5GC
5.Y.1
Issue details
In 5G, security of the user plane is provided from the radio capable UE to the core network by providing protection over the air interface between the UE and the gNB and using IPsec from the gNB to the core network. The user plane of a 5G-RG or a FN-RG that connects to a 5G core should therefore be protected equally good. If not done, users switchting their phone from the cellular network to the local WiFi network provided by the RG would suddenly be exposed to new threats.
Providing security at least equal to 4G was one of the main design goals of 5G security and should therefore be applied to 5WWC.

5.Y.2
Security Threats

If the user plane from a RG to the core network is unprotected, the user plane is subject to the following threats:
-
If not confidentiality protected, the user plane can be eavesdropped by an attacker;

-
If not integrity protected, the user plane can be modified by an attacker;
5.Y.3
Potential security requirements

-
The user plane of a FN-RG or a 5G-RG to the 5GC shall provide a level of user plane security that is at least equal to the level provided to a UE connected via a gNB;

-
The solution for user plane protection shall be compatible with local regulations.
*************** END of CHANGES ***************

