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1	Decision/action requested
Approval to make the text changes indicated below
2	Rationale
Adding market drivers on alignment with WiFi and classified communications.
3	Detailed proposal
Make the following changes to [1] – This assumes that S3-183252 has been implemented.
##############       First Change    ################
4	Market drivers for 256 bit Algorithms
4.1	Introduction
Currently the 3GPP specifications have no standardised 256-bit algorithms for UE to network security. It is anticipated that over time 256 bit algorithms will be needed for cyphering, integrity and authentication.  This section discusses the drivers for these changes.
4.1.1	Quantum Computing
The advent of quantum computing and the ability to use this technology to break security based on current algorithms is a key driver for this work.  An assessment of the threat and timescales for quantum computing is detailed in clause 5.
4.1.2 Alignment with WiFi 
Another market driver of 256 bit encryption comes from WiFi security. WiFi has been used alongside cellular technologies and they have both benefited from their respective technologic advances. With quantum computing and the possibility of stronger threats to 128 bit encryption, the third generation of WiFi Protected Access (WPA3) security makes it a requirement to utilize 256 bit encryption in enterprise solutions. 
With 5G adopting 256 bit encryption, it would align with newer WiFi technologies such as WPA3 and satisfy more security standards.
4.1.3 Classified Communications
Another driver is to simplify the security architecture as mandated in the National Security Agency’s Commercial Solutions for Classified (CSFC). Some of CSFC requirements demand 256 bit encryption for confidentiality and integrity[1]. If 5G was able to support 256 bit encryption, 5G can potentially be used as a layer in the dual tunnel architecture specified in CSFC to conduct classified communications.
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[1] https://www.nsa.gov/Portals/70/documents/resources/everyone/csfc/capability-packages/campus-wlan-cp.pdf
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