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Decision/action requested

It is requested to discuss on PLMN ID verification in N32 message, and endorse the recommendation.
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Rationale

3.1 Introduction

According to the discussion in SA3#91 meeting, SA3 has accepted the threats of the fraudulent PLMN ID attack (S3-181285) [1], and approved the related Key Issue and potential solution for TR 33.855 (S3-181481) [2]. In SA3#91s meeting, a requirement has been introduced in the TS 33.501 (S3-181955) [3]: “The receiving SEPP shall be able to verify whether the sending SEPP is authorized to use the PLMN ID in the received N32 message.”
However, the current TS 33.501[4] does not identify the specific mechanism of how the receiving SEPP verifies the PLMN ID in the received N32 message. In SA3#92bis meeting, SA3 discussed a PLMN ID verification mechanism (S3-182981) [5], and some concerns have been raised. This discussion paper is intended to address these concerns.
3.2 Analysis

Concern 1:
It is GSMA’s work to implement which parameter in the roaming message should be checked and how to check the parameters. 
Since SA3 introduced the concept of SEPP to protect messages across different PLMNs, the protection of roaming messages have been the content of SA3 standard. The current TS 33.501 has defined that the SEPP shall encrypt certain IEs in N32 messages according to the data-type encryption policies. This means the SEPP can sense the content of the N32 message, and can also verify the specific IE in the N32 message. So the verification of the PLMN ID is a specific security issue related to SEPP rather than an issue that GSMA should resolve.
Concern 2:
This is an implementation issue, SA3 can only specify a requirement rather than a specific solution. 
According to the discussion in previous meetings, SA3 endorsed that the fraudulent PLMN ID attack will impact the 5GS and need to be addressed in 5G Phase1, which is why SA3 agrees to introduce the security requirement in TS 33.501. 
Moreover, the existing standard has defined the N32 message integrity verification by the SEPP, which is similar to the PLMN ID verification by the SEPP. The difference is that the PLMN ID verification is to prevent the fake PLMN ID from being included in the N32 message sent by the visited network, and this verification can effectively prevent the fraudulent PLMN ID attack. Therefore, the PLMN ID verification is not an implementation issue, but a standard issue for specific security requirement.
Concern 3:
In addition to the PLMN ID, other authorization-related parameters such as the token are also required to be verified in the SEPP to prevent the fraudulent attack.
Yes, there may be other parameters that need to be verified on the SEPP. However, this discussion paper only focus on the verification of the PLMN ID. Therefore, it is recommended to add an EN to the TS to indicate whether there are other parameters need to be verified on the SEPP is FFS.
3.3 Conclusion
1. The PLMN ID verification in SEPP is a specific security standard issue and need to be deployed in 5GS.

2. In 5G phase1, the SEPP shall verify whether the PLMN ID is the same as the remote PLMN ID corresponding to the N32-f context Id in the N32 message.
4
Detailed proposal

It is proposed to agree on the above conclusions and the companion CR S3-183469. 

