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Decision/action requested

Propose a new key issue on slice isolation in TR33.813
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References
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Rationale




The contribution proposes a key issue to identify the potential security risks related to security isolation between network slices and propose possible mitigations in terms of architecture and procedure. 
4
Detailed proposal

pCR
***
BEGINNING OF CHANGES
***

Z
Key issues
Z.X
Key Issue #X: Slice isolation
Z.X.1
Key issue details

5G systems are expected to provide a wide variety of services, eMBB, massive IoT, and uRLLC. This will be achieved through network slicing, whereby multiple logical networks are created on the shared infrastructure and resources. Appropriate resource isolation between slices is important so that the resources (computing, storage, and networking) of one slice will not be affected by the operation status of another. However, in the current 5G system, there are cases that multiple slices are sharing the same network resources at the same time. For example, one UE is allowed to access multiple slices at the same time and the slices are sharing the same AMF, even if the slices may have very different security requirement. This may cause data leakage and data integrity breaches. 
The objective of this key issue is to identify the potential security risks related to security isolation between network slices and propose possible mitigations in terms of architecture and procedure. 
Z.X.2
Security threats 
Without proper isolation, attackers with access to one slice may launch an attack to other slices. Attackers may steal data by having illegal access to functions in other slices or covert channel attack. 

Z.X.3
Potential security requirements 

· 5G systems shall ensure slices are isolated from each other to prevent from attacks on data confidentiality and integrity through other slices.
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