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*************** Start of Change 1 ****************
4.5
Security requirements on the CAPIF-3/4/5 and CAPIF-3e/4e/5e reference points

The security requirements for CAPIF-3/4/5 and CAPIF-3e/4e/5e reference points are:

-
 [CAPIF-SEC-4.5-a] The transport of messages over the CAPIF-3/4/5 and CAPIF-3e/4e/5e reference points shall be integrity protected.

-
 [CAPIF-SEC-4.5-b] The transport of messages over the CAPIF-3/4/5 and CAPIF-3e/4e/5e reference points shall be confidentiality protected.

-
 [CAPIF-SEC-4.5-c] The transport of messages over the CAPIF-3/4/5 and CAPIF-3e/4e/5e reference points shall be protected from replay attacks.

-
 [CAPIF-SEC-4.5-d] The CAPIF core function shall be able to authenticate the service API publishers to publish and manage the service API information. The authentication mechanism for service APIs from the 3rd party API providers should be enhanced.
-
 [CAPIF-SEC-4.5-e] The CAPIF core function shall be able to authorize the service API publishers to publish and manage the service API information. And the CAPIF core function should determine whether the 3rd party API provider’s publishing request is valid.
-
 [CAPIF-SEC-4.5-f] The CAPIF core function shall be able to request explicit grant of new API invoker’s onboarding.
-
 [CAPIF-SEC-4.5-g] Security isolation between the PLMN trust domain provider and 3rd party API provider shall be considered. 
*************** End of Change 1 **************
