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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TS 33.216 “Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class”

3
Rationale

Adding Execution Steps to in 4.2.2.1.1, 4.2.2.1.2, and 4.2.2.1.7. 

To align with 33.216[1], change the orignional Execution Steps into a NOTE.

Add a NOTE in Change 2 to clarify that the requirement and test case should not be used to the gNB when it is used in EDCE5 scenario 

4
Detailed proposal

*** The First Change ***
4.2.2.1.1
Integrity protection of RRC-signalling

Requirement Name: Integrity protection of RRC-signalling
Requirement Reference: TBA

Requirement Description: "The gNB shall support integrity protection of RRC-signalling over the NG RAN air interface" as specified in TS 33.501[1], clause 5.3.3. 

Security Objective Reference: TBA

Test Case:

Test Name: TC_CP_DATA_INT_RRC-SIGN_gNB
Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are integrity protected.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-
Tester shall have access to the integrity algorithm and the integrity protection keys.

-
The tester shall have access to the NG RAN air interface.  

Execution Steps: 
1)
The tester shall POWER ON the UE to trigger the registration procedures.

2)
The tester performs packet capturing over the air interface using any packet analyser.

3)
The tester filters the AS SMC command message and the following RRC packets from eNB to UE.

4)
The tester proceeds the testing based on the parameters (algorithm identifier and algorithm distinguisher) present in the AS SMC command message.
5)  The tester checks if the packets are integrity protected in accordance with the selected algorithm stated in the AS SMC command message.  
NOTE: The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117[2].

Expected Results:  

The RRC-signalling over the NG RAN air interface is integrity protected. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.
*** End of the First Change ***
*** The Second Change ***

4.2.2.1.2
Integrity protection of user data between the UE and the gNB
Requirement Name: Integrity protection of user data between the UE and the gNB.
Requirement Reference: TBA

Requirement Description: "The gNB shall support integrity protection of user data packets over the NG RAN air interface" as specified in TS 33.501[1], clause 5.3.3.
NOTE: This requirement does not apply to the gNB that is used as a secondary node connecting to the EPC.
Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-INT_gNB
Purpose: To verify that the user data packets are integrity protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-
Tester shall enable the user plane integrity protection and ensure NIA0 is not used.

-
Tester shall have knowledge of integrity algorithm and integrity protection keys.

-
The tester shall have access to the NG RAN air interface. 

Execution Steps:
1)
The tester filters user data transferred between the gNB and the UE.

2)  The tester checks if the packets are integrity protected in accordance with the selected algorithm stated in the AS SMC command message.  
NOTE: The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117[2].

Expected Results:  

The user plane packets sent between UE and gNB over the NG RAN air interface is integrity protected. 
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.

*** End of the Second Change ***
*** The Third Change ***

4.2.2.1.7
Ciphering of user data between the UE and the gNB

Requirement Name: Ciphering of user data between the UE and the gNB
Requirement Reference: TBA

Requirement Description: "The gNB shall provide ciphering of user data packets between the UE and the gNB on NG RAN air interface" as specified in TS 33.501[1], clause 5.3.2.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-CIP_gNB
Purpose: To verify that the user data packets are confidentiality protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-
The tester shall have knowledge of the ciphering algorithm and the confidentiality protection keys.

-
The tester shall have access to the NG RAN air interface. 
-
Tester shall enable the user plane ciphering protection and ensure NIA0 is not used.
Execution Steps: 
1)
The tester filters user data transferred between the gNB and the UE.

2)  The tester checks if the packets are ciphering protected in accordance with the selected algorithm stated in the AS SMC command message.  
NOTE: The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117[2].

Expected Results: 

The user plane packets sent between the UE and gNB over the NG RAN air interface is confidentiality protected. 
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.
*** End of the Third Change ***
