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Decision/action requested

It is proposed to approve this KI.
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Rationale

The 5G-RG is a critical part of the 5WWC network. If it is attacked, it could behave correctly from the 5GC point of view but perform a DoS attack to the devices behind it.  
4
Detailed proposal 
*** BEGIN OF CHANGE 1***
5.X
Key Issue #X: Prevent from 5G-RG cheating
5.X.1
Key issue details

A 5G-RG is a non-3GPP access from the 5GC capable UE of view. It is in the midlle of 5GC capable UE and the 5GC. So it is possible for the 5G-RG to lie to the network.
5.X.2
Security threats

If a 5G-RG is controlled by an attacker, the 5G-RG can perform MITM attack between devices behind the 5G-RG and the 5GC. This 5G-RG could deny access to the devices behind it from accessing the 5GC. If this happens, the from the 5GC point of view, the 5G-RG still behaves correctly, however, from the devices point of view, the 5G-RG does not work.  

The 5G-RG could also inject junk data before forwarding the user data to the 5GC.
5.X.3
Potential Security requirements

It shall be possible for the 5G network to detect that the 5G-RG is lying or misbehaving. 

It shall be possible for the 5G network to remove the misbehaving 5G-RG from accessing the network.

*** END OF CHANGE 1 ***

