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Decision/action requested

It is proposed to approve this KI to 33.807.
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Rationale

A 5G-RG by definition has a UICC that contains secure sensitive information. As a 5G-RG also has an interface that connects to the Internet, it is more prone to be attacked than for example regular UEs. Therefore, the USIM must be securely stored in the 5G-RG. 
4
Detailed proposal 
*** BEGIN OF CHANGE 1***
5.X
Key Issue #X: secure storage of USIM in 5G-RG
5.X.1
Key issue details

The 5G-RG has UICC which contains SUPI and long term key. This KI is about the secure storage of USIM.
5.X.2
Security threats

AS the 5G-RG can connect to the Internet so that it is much easier to attack a 5G-RG than a normal UE or a normal gNB. If the USIM of 5G-RG is not securely stored an attacker could get the security sensitive information such as SUPI, long term key. 

5.X.3
Potential Security requirements

The UISM of the 5G-RG shall be securely stored in the 5G-RG.
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