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Decision/action requested

It is proposed to endorse the proposed conclusions of this contribution.
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Rationale

3.1
Introduction
As in LS S3-182605 [1], 

“
SA3 would like to give following information to RAN2 about SA3's working agreement on security aspects in EDT.
a. SA3 will investigate how UL EDT data could be integrity protected so that it is harder for an attacker to tamper with that UL EDT data. Protection of UL EDT data may have impact on the length of shortResumeMAC-I.
b. SA3 will investigate how MSG3 could be replay protected so that it is harder for an attacker to replay any captured MSG3.

”

Thus, this contribution discusses possible solutions to achieve the above two tasks.
3.2
Current Solution

Current EDT UP solution is shown in figure 1.
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Figure 1 Current EDT UP solution

Source eNB sends the RRCConnectionRelease message with NCC1 to the UE. The NCC1 is used to indicate the UE EDT UP feature is supported. If the UE supports the EDT UP feature, the UE computes ShortResumeMAC-I with old Krrc-int the same as in LTE. In addition, the UE derives KeNB* according NCC1 and stored NCC1, which is similar with 5G, and derives Krrc-enc*, Krrc-int*, and Kup-enc*.  The UE ciphers the uplink small data by Kup-enc* and gets ciphered data (CD1). The UE sends RRCConnectionResumeRequest message including shortResumeMAC-I on CCCH and uplink PDCP data PDU including PDCP SN and CD1 to the target eNB. Note that the uplink small data is short, so the small data will never be segmented. The target eNB sends Retrieve UE context request message to the source eNB to fetch UE context as the same as in LTE. The target eNB receives UE context including newly derived KeNB*, and derives Krrc-enc*, Krrc-int*, and Kup-enc*. The target eNB deciphers the CD1 in the uplink PDCP data PDU with Kup-enc*, and gets the uplink small data. After path switch, the target eNB sends the uplink data to the S-GW.
Thus, current solution does not support integrity protection for the uplink small data, which means the small data is vulnerable to be forged, tampered with, and replayed.
Observation 1: In current EDT UP solution, the small data will never be segmented and the target eNB will never send the small data to the source eNB. In addition, the small data is only ciphered using the new Krrc-enc* but it is not integrity protected.
3.3
Proposed solution

A simple solution is to derive Kup-int, and integrity protect the small data in user plane. However, in LTE, the Kup-int is only used for protection of UP traffic between RN and DeNB with a particular integrity algorithm, and it will also involve additional 32 bit MAC-I in the limited resources which will decrease the volume of small data. So, the solution should not be considered.
According to observation 1, there are two pre-conditions: 1. the small data will never be segmented; 2. the target eNB will never send the small data to the source eNB.

So, the proposed solution considers to use a HASH mechanism of PDCP data PDU to integrity protect the small data as shown in figure 2, since the small data will not be divided into several pieces. The solution does not involve additional overhead over the air interface and does not require sending the small data to the source eNB.

[image: image2.emf]UE

Source 

eNB

Target 

eNB

5. CCCH(RRCConnectionResumeRequest

(shortResumeMAC-I))

+DTCH(PDCP data PDU)

10. Retrieve UE context Response

(UE context)

7. Retrieve UE context Request

(HASHeNB-data, 

shortResumeMAC-I)

15. DCCH(MSG4)

8. Verify shortResumeMAC-I 

according to ource C-RNTI, 

source PCI,target Cell-ID, 

HASHeNB-data, and old Krrc-int

1. RRCConnectionRelease(NCC1)

9. Derive KeNB*

4. Compute ShortResumeMAC-I 

according to source C-RNTI, source 

PCI,target Cell-ID, HASHue-data, and 

old Krrc-int

2. Derive KeNB* according to NCC1 

Derive Kup-enc*

Cipher Data1 by Kup-enc* and get 

Uplink PDCP data PDU

MME

11. Decipher CD1 in PDCP Data 

PDU, and get Data1

14. Data1

S-GW

3. Compute HASHue-data according 

to Uplink PDCP data PDU

6. Compute HASHeNB-data according 

to received Uplink PDCP data PDU

12. Path Switch

13. Path Switch ACK


Figure 2 HASH of uplink PDCP data PDU
Source eNB sends the RRCConnectionRelease message with NCC1 to the UE. The NCC1 is used to indicate the UE EDT UP feature is supported. The UE derives new KeNB* according to NCC1 and stored NCC, which is similar with 5G, and derives Krrc-enc*, Krrc-int*, and Kup-enc*. The UE ciphers the uplink small data with Kup-enc* and constructs uplink PDCP data PDU.
The UE computes HASHue-data over uplink PDCP data PDU which includes both CD1 and PDCP SN. The algorithm can be similar with HASHue and HASHmme, i.e. using Key Derivation Function (KDF) with input KEY set to 0. The HASHue-data may be truncated into 64 bit. The UE computes ShortResumeMAC-I according to source C-RNTI, source PCI, target Cell-ID and HASHue-data with old Krrc-int.
The UE sends RRCConnectionResumeRequest on CCCH and uplink PDCP Data PDU on DTCH to the target eNB. The RRCConnectionResumeRequest message includes shortResumeMAC-I. The uplink PDCP Data PDU may include CD1 and PDCP SN.
The target eNB computes HASHeNB-data as the same method as the UE. Then, the target eNB sends Retrieve UE Context Request message to the source eNB to fetch UE context. The message includes resume ID, HASHeNB-data and shortResumeMAC-I. The source eNB verifies shortResumeMAC-I according to the old Krrc-int stored in the UE context. The verification needs the same inputs of UE part, including HASHeNB-data received from the target eNB.

The source eNB derives KeNB* and sends Retrieve UE Context Response message with KeNB* to the target eNB. The remaining of the solution is the same as the current solution
3.4
Evaluation
3.4.1
Security Analysis

Compared with current solution, the proposed solution involves HASH calculation of uplink PDCP data PDU on both UE and target eNB sides, and new calculation of shortResumeMAC-I on both UE and source eNB sides. The verification of shortResumeMAC-I could ensure validity of HASH value since the HASH value is an input of shortResumeMAC-I on both UE and source eNB. 

Integrity protection: ciphered small data is part of input of HASH value, and the HASH value is part of input of shortResumeMAC-I. So, if verification of shortResumeMAC-I is passed, means that the HASH value derived by the UE and the source eNB are the same, which means that ciphered small data is sent by the legal UE, so do the small data. Thus, the method could integrity protect the small data. 

Replay protection: PDCP SN is part of input of HASH value, this parameter could be a fresh parameter since it is increased in case there is retransmission, which could avoid replay attack for both MSG3 and small data. It is suggested to use a longer PDCP SN in EDT UP to avoid PDCP SN wraps around frequently, e.g. 18 bit.
3.4.2
Required changes
Protocol impact: The solution only involves a new IE HASHeNB-data in the retrieve UE context message. The IE is recommended to use 64 bit. The solution does not involve any overhead over the air interface.

UE impact: The UE needs to compute HASH value over uplink PDCP data PDU, and involve the HASH value in the input of shortResumeMAC-I. The computation of HASH value is already supported in Annex I in TS 33.401 [2].

eNB impact: The target eNB needs to compute HASH value over uplink PDCP data PDU. The source eNB needs to include the received HASH as an input while verifying the shortResumeMAC-I.

3.5
Conclusion
The solution only involves an additional IE in S1 message, and some further computation on UE and eNB, so, the impact is very limited. However, the solution provides integrity and replay protection for the uplink small data.
Proposal 1: Endorse the CR S3-183411 [3] for UP integrity protection for small data in EDT.
Proposal 2: Send the LS S3-183410 [4] to RAN2 and RAN3 to inform them with the adopted solution.
4
Detailed proposal

Observation 1: In current EDT UP solution, the small data will never be segmented and the target eNB will never send the small data to the source eNB. In addition, the small data is only ciphered using the new Krrc-enc* but it is not integrity protected.
Proposal 1: Endorse the CR S3-183411 [3] for UP integrity protection for small data in EDT.
Proposal 2: Send the LS S3-183410 [4] to RAN2 and RAN3 to inform them with the adopted solution.
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