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1
Decision/action requested

It is proposed to add this new key issue to TR 33.825.
2
References

[xx]
3GPP TR 33.825 Study on the Security for 5G URLLC 

[yy]
3GPP TS 22.261 Service requirements for the 5G system 

[zz]
3GPP TR 23.725 Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5G Core network (5GC)
3
Rationale

Higher reliability is one of key requirements which characterise the 5G system (see Introduction clause of [yy]). To support higher reliability, SA2 study introduced key issue on “Supporting high reliability by redundant transmission in user plane” (Key Issue #1, subclause 5.1 of [zz]). Until today, SA2 study has potential solutions using multiple RAN nodes (including one based on dual connectivity), multiple UEs in the device, and redundant transmission between RAN and UPF. It is yet to be seen how the study will conclude, but SA3 needs to check if the multiple paths for user plane could have impact on security of 5G system. 

Multiple paths will have multiple security context, in AS or NAS level, except the solution based on multiple paths between single RAN and single UPF. If not managed appropriately, attackers could take advantage of weakest path. Unlike existing dual connectivity for offloading in EPS and 5G, redundant transmission for reliability is generally to send the same data to the multiple paths, and a compromised path means breakdown of whole security for multiple paths, on the aspect of confidentiality to say the least. Therefore, security aspects of redundant transmissions in user plane for high reliability need to be considered.
4
Detailed proposal

It is proposed to add the following new key issue in TR 33.825 [xx]. Whole text is new.
**** START OF CHANGES ****
5.x
Key Issue #x: Security of redundant transmission in user plane for high reliability
5.x.1 Issue detail
Higher reliability is one of key requirements which characterise the 5G system [yy]. To support higher reliability, redundant transmission via multiple paths are considered for 5G system [zz], including multiple UEs in the device, and redundant transmission between RAN and UPF. Multiple paths could have multiple security context, in AS or NAS level. If not managed appropriately, attackers could take advantage of weakest path. Unlike existing dual connectivity for offloading in EPS and 5G, redundant transmission for reliability is generally to send the same data to the multiple paths, and compromised path means breakdown of whole security for multiple paths, on the aspect of confidentiality to say the least. Therefore, security aspects of redundant transmissions in user plane for high reliability need to be considered.
Editor's note: This key issue is dependent on the outcome of SA2 study.
5.x.2 Security Threat

-
If multiple paths for redundant transmissions in user plane for high reliability provide different strength of security, attacker can try to compromise weaker path, for eavesdropping or illegitimate modification of user data transferred. 

-
If security context of a path is relied on different paths in user plane for multiple transmission, a failure or unavailability of some paths will disruption of high reliability communication service, which might be the purpose of attacker.
5.x.3 Potential security requirement

-
Multiple paths for redundant transmissions in user plane for high reliability shall provide appropriate security required by applications or system. That is, added paths for redundancy shall provide equal or better security compared to single path, unless security strength is legitimately adjusted by other explicit requirements (e.g. reliability vs. security trade-off).

-
Security contexts of multiple paths should be independent from each other.
**** END OF CHANGES ****
