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Decision/action requested

Approval of additional content for section on impacted NextGen areas in TR 33.841
2
References

None
3
Rationale

This proposal updates the section on Impacted NextGen Areas in TR 33.841.  Updates include:
· Updating details of N32 Application Layer Security to refer to latest agreements on this protocol.

· Adding information on a potential ephemeral key agreement in primary authentication and key agreement.

· Adding information on potential implementations of 5G voice.

We also add some extra information to the introduction on impacted symmetric security.
4
Detailed proposal

*** BEGIN CHANGE 1 ***
6.1.6 N32 Application Layer Security

Application Layer Security on the N32 interface may be used to secure the communications between a service-producing and a service-consuming network function in different PLMNs.  The encryption and integrity protection keys for these communications are derived using TLS key export from an N32-c connection.  An attacker with access to this connection would be able to collect the N32-c key agreement exchanges, decrypt them as described in 6.1.2 and use these to derive the encryption and integrity keys used to secure N32-f communications.
When Application Layer Security is used on the N32 interface, any IPX modifications are cryptographically signed using ECDSA as part of the JWS protocol [19].  An attacker with appropriate access could pose as an IPX and sign modifications of N32 messages.
*** END CHANGE 1 ***

*** BEGIN CHANGE 2 ***

6.1.9 Ephemeral key agreement in primary authentication


An ephemeral Diffie-Hellman or ECDH key exchange may be added to 5G-AKA in future releases of 5G.  If this is adopted then an attacker who could collect the public keys of the UE and the network would be able to recover their shared secret.  An attacker who also had access to the long-term secret of the UE would be able to derive the session key for the session and possibly for future sessions depending on implementation.
6.1.10 5G voice

A 5G UE may connect to a 4G core and support legacy IMS based voice, and native 5G solutions could be based on these standards. These legacy protocols may use IPsec, and as such, IKEv2 with DH options would be vulnerable to passive attack, subject to the attacker being able to obtain the data through access to the core, or breaking any RAN super-encipherment. Dependent on implementation this may break all confidentiality.
*** END CHANGE 2 ***

*** BEGIN CHANGE 3 ***

6.2.1 Introduction

In 6.2 the assumption is made that an attacker has access to a quantum computer with an implementation of Grover’s algorithm.  The threats to cryptographic protocols and algorithms are considered in isolation, with no mitigating factors discussed.  Certain attacks rely on the attacker having access to a network.  The difficulty and likelihood of these attacks are not discussed in this study.
In the cases discussed in 6.1, the asymmetric methods are often used to establish a key for a symmetric cipher. In most cases the underlying protocols and suites (TLS, IPsec, ECIES, JWE) support symmetric ciphers with larger key sizes which could be used to mitigate the threat from Grover's algorithm if deemed appropriate. In some cases this will require changing the 3GPP profiles for recommended cipher suites, at the least removing those considered insecure. 

The rest of this section discusses the other cases which are not broken if the asymmetric key establishment or encapsulation process falls to Shor's algorithm.
6.2.2 Ciphering algorithms

128-NEA1, 128-NEA2 and 128-NEA3 use 128-bit keys KUPenc, KRRCenc and KNASenc for User Plane, RRC signalling and NAS signalling encryption respectively.  If these algorithms were broken by a quantum computer an attacker could recover the relevant key and decrypt any data encrypted under that stream until the key was updated.

A more resource intensive attack could recover a subscriber’s long-term key.  This would require an attacker to know or guess parameters related to both the home and serving network, to model the key derivation algorithm (e.g. MILENAGE) and the inputs to the KDF in the key hierarchy.  It would also require a quantum circuit modelling the entire key derivation hierarchy.  The complexity of this circuit is not well understood at this time.  An attacker doing this would be able to decrypt all traffic belonging to that subscriber which was not encrypted at the application layer.  Recovery of the subscriber’s long-term key would also allow the attacker to pose as the subscriber to the network.
*** END CHANGE 3 ***

*** BEGIN CHANGE 4 ***

6.2.5 5G voice

A 5G UE may connect to a 4G core and support legacy IMS based voice, and native 5G solutions could be based on these standards. These may use IPsec with certificates, but any implementations using SIM based credentials, or similar preshared keys, for authentication and key establishment for the ESP (under an IKEv2 exchange) would be affected. 
*** END CHANGE 4 ***
