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Decision/action requested

It is requested to approve the proposed content for new solution to TR 33.861
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Rationale

There is a set of solutions which transfer small data via NAS signalling in TR 23.724 [1], e.g. solution 1, solution 2, solution 3, solution 4, etc. These solutions have common feature, i.e. require to transfer small data via NAS signalling. The feature is similar with current NB-IoT CP solution. So, the paper proposes to add security solution for small data transmission via NAS signalling.
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Detailed proposal
***********************Start of the first change************************

6.X
Solution #X: Security Solution for small data transmission via NAS signalling
6.X.1
Introduction
This solution addresses key issue #X Security of small data transmission. 
The key issue proposes to ntegrity- and confidentiality- protect small data for security data transmission solutions in TR 23.724. There is a set of solutions which transfer small data via NAS signalling, e.g. solution 1, solution 2, solution 3, solution 4, etc. All of these solutions have common features:

1. For MO data transport, the MO small data is included in NAS PDU, and is transferred in initial NAS message;

2. For MT data transport, the MT small data is also included in NAS PDU, and is transferred in DL NAS message.

The differences of these solutions, e.g. whether AMF delivers data to UPF via vSMP or directly, whether NAS PDU includes path information, are not related to security.

So, from security aspect, since the small data is transferred in initial NAS message or DL NAS message, the proposed security solutions are very similar with current NB-IoT CP solution in LTE. So, this solution proposes to reuse security solution of current NB-IoT CP solution. 

6.X.2
Solution details 
For MO data transport, 

1. The small data payload in initial NAS message shall be ciphered. The partial cipher mechanism defined in clause 8.2 of TS 33.401 [31] can be reused to protect the MO NAS PDU in the initial NAS message. 

2. The small data payload in initial NAS message shall be integrity protected. The small data payload shall be integrity protected because the small data payload is already included in initial NAS message.

For MT data transport, 

1. The small data payload shall be ciphered. The small data payload shall be ciphered because the small data payload is already included in DL NAS message.

2. The small data payload shall be integrity protected. The small data payload shall be integrity protected because the small data payload is already included in DL NAS message.

6.X.3
Evaluation
Editor’s Note: How to handle AMF relocation is FFS.
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