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1
Decision/action requested

Approve pCR to TR 33.807 below.
2
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3
Rationale

Scenario 1 in TR 23.716 [2] describes how a 5G-RG is connected to the 5GC via W-5GAN. Figure 1 shows the high-level architecture for this case.
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Figure 1: High level architecture for the 5G-RG case connected via W-5GAN (Figure 4.2.2.1-1 in [2])

Scenario 2 in TR 23.716 [2] describes how a legacy FN-RG without support of 3GPP procedures is connected to the 5GC. Figure 2 shows the high-level architecture for this case.
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Figure 2: High level architecture for the FN-RG case (Figure 4.2.2.2-1 in [2])

Other scenarios in TR 23.716 [2] for example consider the case of a UE behind the 5G-RG or FN-RG.

The different scenarios introduce changes to existing interfaces (e.g. N2, N3), whose security implications need to be studied. In this contribution, we propose a new key issue on Transport security for the interfaces between W-5GAN and 5GC. 
4
Detailed proposal: pCR to TR 33.807
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[a]
3GPP TR 23.716 "Study on the Wireless and Wireline Convergence for the 5G system architecture"
*** NEXT CHANGES ***
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1], TR 23.716 [a] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], TR 23.716 [a] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

*** NEXT CHANGES ***
Note to rapporteur: All text below is new. Therefore, no change marks are shown.
5.y

Key Issue #X: Transport security for the interfaces between W-5GAN and 5GC 
5.y.1
Key issue details
The scenarios described in clause 4.2.2 of TR 23.716 [a] introduce changes to existing interfaces (e.g. N2, N3), whose security implications need to be studied. This key issue studies the transport security, i.e. confidentiality, integrity and replay-protection, for the interfaces between W-5GAN and 5GC:
-
W-5GAN – AMF (N2, in Scenario 2 also N1) 
-
W-5GAN – UPF (N3)
5.y.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface.

5.y.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the W-5GAN – AMF interface and the W-5GAN – UPF interface.

*** END CHANGES ***
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