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1	Decision/action requested
It discusses how to decouple secure procedure with specific protocol in AKMA and kindly ask SA3 to approve related proposal.
2	References
[1]	3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G
3	Rationale
In TR 33.835[1] scope section, it defines a task that “decoupling these procedures from the the transport protocol, in order to allow for the adaption to different application layer protocols”. So a related key issue is raised as following.
4	Detailed proposal
======================Begin of Change=============================
[bookmark: _GoBack]5.x	Key Issue #x: Transport independent procedure definition
5.x.1 Issue details
In AKMA, application server needs to be able to securely exchange data with a UE based on the result of authentication and key derivation between mobile network and UE.
In AKMA, there are three different communication interfaces, namely, (1)the communication between UE and 3GPP network,  (2) between UE and application server, and (3) between 3GPP network and application server. It is necessary to design the appropriate procedures Considering the stage-3 work, the protocol used for AKMA procedure can be divided into two categories:
1. Using an existing transport protocol
The existing protocols for carrying parameters and transferring data refer to the protocols well designed and widely used by 3GPP, IETF and/or other standard organizations, e.g. PDCP layer protocol, TCP/IP, etc. Using such protocols can bring benefit for the procedure design, as the work can concentrated on the signaling/message flows. There will not be a need to pay much attention on considering how to design message type, format, and any other details as they are well defined in the protocols. 
However, using existed protocol may bring some issue. If the communication is through specific application layer protocol, it will bring requirement for transport layer protocol. For example, if the communication is based on HTTP, then TCP shall be applied between UE and mobile network.
However, for some kinds of UEs, especially UE used for IoT, the resource is limited. It will influence UE can only implement few protocols due to its memory and calculation limitation. If application server communicates with UE by using specific application protocol, it implies that UE may could not implement other protocols. It raises the requirement for the communication between UE and mobile network. If the communication is based on specific protocol, some kinds of UE that could not implement such protocol is not able to support AKMA feature. That may limit AKMA usage.
2. Designing specific protocol for AKMA
Compared to using existed protocol, designing a specific protocol for AKMA allows for as much freedom as possible to design protocol types, formats and content. So specific protocol can be designed more flexible to fit for various lower layer protocols.
However, designing such specific protocol is generally difficult and it is debatable whether the protocol will be sufficiently robust. What is more, as it is newly defined, there will not be existing implementations. If only a custom designed protocol will be used, adoption of AKMA may be hampered by the lack of these implementations and competition of existing protocols. Depending on the use case, therefore, it should be considered to reuse existing protocols and only design new ones if existing protocols do not meet the specific requirements of AKMA.
5.x.2 Security Threats
N/A
5.x.3 Potential security requirements
The procedure and parameter used in AKMA should be independent with respect to specific transport/application layer protocols when using existing protocols.
When designing a new protocol, the protocol should be robust as much as possible and flexilbe enough to fit for various lower layer protocols.
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