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1
Decision/action requested

Approve pCR to TR 33.815 below.
2
References

 [1]
3GPP TR 23.715 v0.7.0 "Study on System enhancements for Provision of Access to Restricted Local Operator Services by Unauthenticated UEs"
3
Rationale

SA2 has concluded the following in their TR 23.715 [1]:

1)
In clause 4.1, Architectural Assumptions: "Both unauthenticated UEs and authenticated UEs in limited service state can access RLOS via the same architecture." 

2)
In clause 9, Conclusions: "Authentication for EPC access for roaming UEs in limited state may be performed based on local operator policy;"

3)
In clause 9, Conclusions: "Overall Ssecurity impacts will be further studied and concluded by SA3/SA."

So according to statements 2) and 3), SA2 has concluded that authentication for EPC access for roaming UEs in limited state is up to local operator policy, but that SA3 may study the issue further.

In this contribution, we propose a key issue for TR 33.815 studying authentication between UE and EPC.
4
Detailed proposal: pCR to TR 33.815
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TR 23.715: "Study on System enhancements for Provision of Access to Restricted Local Operator Services by Unauthenticated UEs".
*** NEXT CHANGES ***
Note to rapporteur: All text below is new. Therefore, no change marks are shown.
6.y

Key Issue #X: Authentication between UE and EPC
6.y.1
Key issue detail

Both unauthenticated UEs and authenticated UEs in limited service state can access RLOS, according to TR 23.715 [x] clause 4.1. In more detail, the following cases are possible:
1)
The UE is authenticated but in limited service state, e.g. because it is in a forbidden area. Alternatively, authentication during attach for PaRLOS is successful.
2)
The UE has an IMSI but cannot be authenticated by the network.

3)
The UE does not have an IMSI. 
6.y.2
Security threats

When no authentication between UE and EPC is performed, the following threats are present:
-
A malicious network may impersonate the home PLMN of the UE.

-
Neither AS nor NAS security is established. Hence an attacker may eavesdrop on or manipulate the communication between UE and PLMN. For example, an attacker may steal credit card information of the user.
6.y.3
Potential security requirements

-
UE and EPC shall support mutual authentication for RLOS access.  
*** END CHANGES ***

