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1
Decision/action requested

This pCR proposes a new Key Issue on the logical function support in 5WWC entities from security perspective. It is proposed to approve this KI to TR 33.807
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Rationale

This pCR proposed a new key issue on general approach on the security aspect in 5WWC TR 33.807 [1] based on the discussion tdoc in [2].

4
Detailed proposal

Start of the proposed pCR.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
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-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TR 23.716: "Study on Wiless and Wireline Convergence for the 5G system architecture".

[y]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
* * * Next Change * * * *

5.X
Key Issue #X: Logical function support in 5WWC entities 

5.X.1
Key issue details

SA2 TR 23.716 [x] captures 6 different architectural variations in subclause 6.1 ("solution 1"). These architectural variations are all non-roaming case and can be classified into 3 different architectures with 2 devics types each.
	
	Non-3GPP device (a)
	3GPP UE (b)

	(1) 5GS with Wireline Access Network
	(1.a) 5G-RG and devices not supporting N1 connected behind 5G-RG (Figure 6.1-1)
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	(1.b) 5G-RG and 3GPP UE connected behind 5G-RG (Figure 6.1-2)
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	(2) 5GS with NG RAN
	(2.a) 5G-RG and devices not supporting N1 connected behind 5G-RG (Figure 6.1-3)
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	(2.b) 5G-RG and 3GPP UE connected behind 5G-RG (Figure 6.1-4)
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	(3) 5GS supporting Hybrid Access
	(3.a) devices not supporting N1 connected behind 5G-RG (Figure 6.1-5)
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	(3.b) 3GPP UE connected behind 5G-RG (Figure 6.1-6)
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Table 5.x.1-1: architectural variations in TR 23.716 [x] (subclause 6.1)
For the sake of completeness and clarity, the following 2 tables show the interfaces used between entities.

	Arch variation

(see table 1)
	Interface between entities

	
	3GPP UE
	5G-RG
	3GPP-UE
	5GC
	Non-3GPP device
	5G-RG
	5G-RG
	W-5GAN
	5G-RG
	5GC
	W-5GAN
	5GC

	(1.a)

Fig.6.1-1 in [x]
	
	
	Out of scope (e.g. 802.3, 802.11)
	Out of scope (BBF domain)
	N1
	N2 / N3

	(1.b)

Fig.6.1-1 in [x]
	Uu

(note 1)
	N1
	
	Out of scope (BBF domain)
	N1
	N2 / N3


Table 5.x.1-2: Interface between entities for architectural variation 1.a, 1.b (see table 1)
Note 1: TR 23.716 [x] does not explicitly states this, but this is assumed to be 3GPP 5G Uu interface because: 1) the UE has N1 interface to 5GC, thus it cannot be any other 3GPP Uu interface, e.g. E-UTRAN or UTRAN Uu, and 2) if it is non-3GPP interface, e.g. 802.11, then scenario 2.a and 2.b collapses into a single scenario. 
Table 2 above implies that:

· 5G-RG behaves as gNB (5G AN) toward the 3GPP UE (i.e. support 5G Uu), if 3GPP UE is connected to it.

· 5G-RG behaves as 5G UE toward the 5GC (i.e. support N1).

· W-5GAN behaves as gNB (5G AN) toward the 5GC (i.e. support N2/N3).
	Arch variation
(see table 1)
	Interface between entities

	
	3GPP UE
	5G-RG
	3GPP UE
	5GC
	Non-3GPP device
	5G-RG
	5G-RG
	NG RAN
	5G-RG
	5GC
	NG RAN
	5GC

	(2.a)

Fig.6.1-3 in [x]
	
	
	Out of scope (e.g. 802.3, 802.11)
	Uu

(note 2)
	N1
	N2 / N3

	(2.b)

Fig.6.1-4 in [x]
	Uu

(note 1)
	N1
	
	Uu

(note 2)
	N1
	N2 / N3


Table 5.x.1-3: Interface between entities for architectural variation 2.a, 2.b (see table 5.x.1-1)
Note 1: TR 23.716 [x] does not explicitly states this, but this is assumed to be 3GPP 5G Uu interface because: 1) the UE has N1 interface to 5GC, thus it cannot be any other 3GPP Uu interface, e.g. E-UTRAN or UTRAN Uu, and 2) if it is non-3GPP interface, e.g. 802.11, then scenario 2.a and 2.b collapses into a single scenario.
Note 2: TR 23.716 [x] does not explicitly states this, but this is obviously 3GPP 5G Uu interface.

Table 3 above implies that:

· 5G-RG behaves as gNB (NG RAN) toward the 3GPP UE, if 3GPP UE is connected to it.

· 5G-RG behaves as 5G UE toward the NG RAN (i.e. support 5G Uu).

· 5G-RG behaves as 5G UE toward the 5GC (i.e. support N1)

5.X.2
Security threats
5.X.3
Potential security requirements
5G-RG and W-5GAN shall support security relatd procedures and functionalities of the gNB (5G AN) as defined in TS 33.501 [y].

5G-RG shall support security relatd procedures and functionalities of the UE as defined in TS 33.501 [y].
* * * Next Change * * * *
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