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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.807.
2
References

 [1]   3GPP TR 23.716: " Study on the Wireless and Wireline Convergence for the 5G system architecture".
3
Rationale





New keys must be defined during 5WWC study phase, so the impaction on the 5G phase 1 key hierarchy should be studied.
4
Detailed proposal

*************** Start of Change ****************
5.X
Key Issue #X: key hierarchy
5.X.1
Key issue details

As 5G-RG, NF-RG FMIF and any other new entities or functions are new to the 5G phase1, the impaction of key hierarchy should be studied.
5.X.2
Security threats

The trusted non-3GPP access may even face several threat, such as UE impersonation, access network impersonation, Eavesdropping or modification of 3GPP-specific signalling..
5.X.3
Potential Security requirements

The potention new keys for 5WWC protection should not violate the key hierarchy in 33.501[x].
The Key derivation should be follow the principle that is in 33.501[x].
*************** End of Change ****************
