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5.2
1
Decision/action requested

This paper proposes a new key issue for massive registration for the study on CIoT in TR 33.861 [1] for Release 16.
2
References

[1]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System

3
Rationale

In future Release 16, there may be scenario that lots of terminal of CIoT registrate to the network almost at the same time. It needs to be considered that how to make the registration procedure efficiency and how to avoid DDoS attack.
This paper proposes to add a new key issue for CIoT about massive registration for CIoT to the SA3 study. 

4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 23.861 [1]. 
**** START OF CHANGES (NEW TEXT)****
5.X
Key Issue #1: Massive registration 

5.X.1
Key issue details

The 5G systems are expected to provide connectivity/services to a massive number of devices simultaneously. There may be scenarios that many IoT devices (e.g. meter devices) which are located in a given deployment need to access to operator’s network. Then, the authentication for these IoT devices will be addressed by the network. It will bring a significant signalling overhead to the operator’s network and even signalling storm may happen. Efficient mechanism to perform the registration procedure is required by the devices and the network, and the network shall be able to avoid DDoS attack.
5.X.2
Security threats

If massive devices perform registration almost at the same time, the registration procedure may be delayed.

If the network does not have mechanism to detect illegal registration request efficient, the network may be overloaded by DDoS attack.

5.X.3
Potential security requirements

The system shall support massive registration efficiently.

The network shall support detect illegal registration request efficiently. 

**** End of Changes ****

