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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS AMF.
2
References

 [1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
3
Rationale

This contribution proposes to add a security assurance requirement and the corresponding test case to TS 33.512 to assure correct handling of the KSEAF in the SEAF/AMF, based on the requirement in clause 6.2.2.1 of TS 33.501.

4
Detailed proposal

************************************Start of the 1st Change ************************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
***************************************End of Change***************************************
************************************Start of the 2nd Change ************************************

4.2.2
Security functional requirements on the AMF deriving from 3GPP specifications and related test cases
4.2.2.x 
Key Derivation and Distribution
4.2.2.x.a
KSEAF Handling in SEAF/AMF
Requirement Name: KSEAF Handling in SEAF/AMF
Requirement Reference: TBA 

Requirement Description: "The SEAF shall never transfer KSEAF to an entity outside the SEAF. Once KAMF is derived KSEAF shall be deleted." as specified in TS 33.501[x], clause 6.2.2.1.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that the SEAF/AMF handles KSEAF as defined in TS.33.501 clause 6.2.2.1. 

Pre-Conditions:

Test environment with AUSF. The AUSF may be simulated.
Execution Steps

1) The AUSF includes the KSEAF in the Nausf_UEAuthentication_Authenticate Response indicating successful authentication and sends to the SEAF/AMF.
2) The SEAF/AMF derives the KAMF from the KSEAF according to TS33.501[x] Annex A.7. 
Expected Results:

After the KAMF was derived from the KSEAF, the KSEAF is deleted from the SEAF/AMF.
************************************End of Change************************************
