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1
Decision/action requested

Approve the agreements
2
References

3
Rationale

This document captures agreements/proposals on Interworking from SA3#89.
4
Agreements in Interworking (7.2.10)
S3-173457 (E///)

Proposal 1: The security mechanisms for interworking shall maintain at least the same level of security compared to 4G. 
Proposal 2: The security mechanisms for interworking shall not prevent the independent evolution of 5G security.

Proposal 3: The system shall provide mechanisms to protect the confidentiality and the integrity protection of the transferred UE context data when transferred between network nodes for interworking.

Proposal 4: The trigger message for idle-mode mobility shall be authenticated before transfer of the UE context for interworking.

Proposal 5: The system shall provide backward security from 5G to 4G.

S3-173232 (HW)

Proposal 1: It’s mandatory to support interworking with legacy MMEs.
Proposal 2: Native security context takes precedence over mapped security context in the target system, but the source system is always required to verify the UE with its native security context when it receives the context request message. 
S3-173304 (QC)

Proposal #1: To support 5GC to EPC mobility, AMF shall be able to derive a key from KAMF that would be used by the MME to create a security context.

Proposal #2: AMF shall be able to derive a EPS security context.

Proposal #3: To support interworking with a legacy MME, AMF shall be able to create a 5G security context using the EPS security context received from MME.  Furthermore, AMF shall be able to set a key usage information (e.g., native or mapped) to the 5G security context.

Proposal #4: AMF shall be able to reuse native 5G security context if available.  

S3-173073 (Nokia)

Proposal 1: In 4G to 5G idle mobility the target network shall verify the integrity of the idle mode MM message if it has the current security context for the UE.

Proposal 2: If the target network successfully verified the integrity of the idle mode MM message, it shall not consider the mapped security context from the source network. In this case, the target network shall continue to use the stored current security context for the UE.

Proposal 3: The target network shall use the existing parameter “MS validated” to indicate to the source network in the Context Request message that it has successfully validated the UE. The source network shall skip integrity check if “MS validated” is TRUE. 

