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Summary
The GSMA Identity and Access Management (IAM) Task Force has studied, based on NGMN input, opportunities for the mobile operators to evolve their legacy AAA systems to:
1. manage IoT challenges in consumer and industrial 5G IoT scenarios
· provide personalized network capabilities and services to the user by extending the view from the subscriber to the user (defined as a “new identity” instantiated as a human person, or a thing/sensor/actuator)
1. afford consent-driven privacy controls to each identity in a privacy framework that is technically feasible to function across multiple service provider IAM realms owned by MNOs or non-MNOs alike
1. implement network convergence by an access technology agnostic IAM
1. allow cross-operator network services by extending roaming from traditional MNO services to all network services
A primary goal is to enable the mobile operator to fully exploit 5G era network capabilities: to deliver seamless user service experience by performing frictionless user-centric authentication and authorization tasks across the expanding universe of heterogeneous access networks, services, device types and IoT things that serve the “new identity” in the centre.
Further to Liaison Statements sent to 3GPP in May 2017 (S1-173227, S2-172947, S3-171089), GSMA would like to provide Identity and Access Management requirements to 3GPP to take into consideration within the work plan.  Please see the attached document.
Introduction
New and innovative services offer new business opportunities for network operators to provide for consumer and enterprise markets and to connect billions of new devices via their networks. To maximise this opportunity the legacy subscription-centric Identity and Access Management mechanisms supported by network operators will need to evolve and new user/device/application/data-centric Identity and Access Management services could be offered by network operators as added value to their customers and to other entities (e.g. IoT service providers) that rely on such identities. This will allow network operators to play the role of identity enablers and become the customer’s ‘one stop shop’ for IAM services.
Description
Identity and Access Management is gaining importance due to the growth of connected devices and things as well as services in the digital economy.
Current mobile networks are subscription-centric, which allows mobile operator’s to protect the access to the network and respect legal obligations, but such solutions do not enable the operator with the visibility of the specific “human” individual or the specific “IoT device” that is utilising the subscription (e.g. the mobile network is only able to identify the UE and the associated subscription). 
Having an enhanced Identity and Access Management approach could provide a solution for the above-mentioned issues. Knowing the user's identity the operators' network and services may also provide an enhanced user experience and may be used to optimise performance.
From the analysis performed, three core principles have been identified: 
· Introduction of “a new Identity” as the identity behind the device or devices. This could be the identity of the individual human user of a service behind a device or in the case of an IoT service, identity of the gateway or of the host device, or the individual subsystem device “Thing” behind the gateway (e.g. the identity of specific car, a medical device or a smart meter).
· Implementation of a Service agnostic and Cross-layer Identity that bridges across network domains, across access technologies and between the network and services.
· Introduction of an Identity Relationship Management concept – an architecture for the “new Identity”, subscriber identities, potentially device identifiers and their relationships.
The Identity and Access Management Framework will lead to the ability to:
· Support a better IoT experience
By defining a “new Identity” a new layer of security can be offered on top of the existing security architecture. This could be used to identifying the individual IoT module, CPE, dedicated IoT gateways and provide an additional level of authentication/authorisation with associated credentials to establish an additional security association. Such a “new Identity” would be common across network access technologies and services, which has the potential to provide the service provider/device owner a better control over their devices.
· Support a better User experience 
Users will have several devices and services and regardless of the connectivity and the device they are using they will expect a seamless user experience. A user may wish to provide access to other people to allow them to utilise their devices and services. For example, a parent can grant access to their family members to use one tablet and each individual will have access to different services in the tablet. 
By adding a “new Identity” in addition to the existing access network and service identities, the user will have more control over their device/subscription/services. This can also be used as an additional anti-theft mechanism.  Further examples of differentiation could be:
· Seamless connection to the operator network across the various access types, fixed, mobile, satellite, WLAN or hotspots 
· Seamless authentication to the operator and 3rd-party services irrespective of the access network 
· Seamless transfer of communications between different access networks – even fixed networks (e.g. coming home and transferring of a voice call to a video call from phone to the TVs set) – and vice-versa 
· Easy management of profiles and context information (business, private, hobby, parents)
· Sharing and optimization of access network resources between multiple users 
· Remote access and management of devices behind the home gateway
High-level Summary of Requirements
1. User-centric Identity:  Network operators shall be able to associate a record of the identity of the specific “human” user or “thing” to each identifier they issue.
2. Flexible Format:  Identifiers supporting the “new Identity” shall have a flexible format to enable support of multiple use cases and comprised of a set of public and non-public parts. 
3. Access-agnostic Identity:  The “new Identity” shall be available across different access networks and not bound to any individual access technology.
4. Service-agnostic and Cross-layer Identity:  The “new Identity” shall be applicable to being used at both the access-layer and service layer (including that of 3rd party service providers) for authentication/authorisation procedures.
5. Identity Abstraction Layer:  The “new identity” abstraction layer shall not replace the 3GPP subscriber identity, which is utilized for the access to the 3GPP network and shall ensure mapping of any associated authentication/authorisation procedures in order to provide interoperability across heterogeneous networks and service providers. 
6. Privacy Framework:  The “new Identity” must be embedded into a privacy framework that allows operators to respect the privacy of the identity as a differentiator to other service providers.
7. Degree of Confidence:  The “new identity” abstraction layer SHALL enable a “degree of confidence” value to be assigned to each authentication, enabling an enhanced risk based authorization and user identification by leveraging MNO’s real-time awareness of the user’s dynamic network status.
8. Security and Credentials:  The “new Identity” should have credentials that can be leveraged across devices, access types, and services; and linked to the privacy framework properties associated to the identity (according to the device, access, & service used).
9. Interoperability:  Standards for interoperable Identity and Access Management systems must be defined that abstract from the individual network access technology, its authentication methods and authorization thus permitting bridging between network operators, and between service providers and network operators. 
Request
GSMA kindly requests that 3GPP analyse these requirements and take them into consideration  within the standards being defined within the 5G timeframe. 
GSMA will continue to assess the IAM work, in the areas of the business implications, and also on other areas e.g. persistence, global reach (including roaming), requirements from network slicing, etc.  
GSMA would welcome an ongoing dialogue with 3GPP on this complex and emerging subject.
Contact
In case of further questions, these can be directed to David Hutton, Head of Networks, Technology, [mailto:dhutton@gsma.com] 
The GSMA Identity and Access Management Task Force is supported by:
AT&T, China Mobile, China Unicom, Deutsche Telekom, CK Hutchison, KDDI, KT, Orange, SK Telecom, Sprint, Telecom Italia, Telefonica, Telia Company, Verizon Wireless, Vodafone
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