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1
Decision/action requested

SA3 is kindly requested to accept this pCR for inclusion in TR 33.843
2
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3
Rationale

During SA3 #88, a number of solutions [2] for path switch and service continuity were accepted for inclusion into the TR 33.843 [1]. In this pCR we propose a number of evaluations of these solutions and propose a concluding clause on the corresponding key issue.
The solutions had two versions, namely solution variant A and solution variant B. The main difference between these solutions is that solution variant B is optimized for the simplicity of eRemote-UE at the cost of additional complexity in the eNB and changes in the X2 handovers. Solution variant A does not include these optimizations and therefore has less impact on the eNB and existing procedures.
In summary, the following changes are proposed:

· Removal of the Editor’s Note in 5.6 by including text on which models are considered in TR 23.733 and TR 36.476. While studying both, it appeared that one model is considered in both TRs, one model is considered in neither TRs and one model is considered in both, but only SA2 TR has an accepted solution.

· Along the lines of the previous change: add evaluations to the solutions. The evaluations take into account the findings of the above Editor’s Note and suggest that solution variants A (no special relay key) is the best solution considering the accepted solutions in TR 23.733 and TR 36.476.

· Addition of a conclusion clause that says that solution variant A is preferred for normative work. 
Along the way, we picked up the removal of some Editor’s Notes because we don’t expect to study solution Variant B further.

4
Detailed proposal

*** First change ***
5.6
Key Issue #6: Security of Service Continuity


5.6.1
Issue detail
The requirement of service continuity for an eRemote-UE results in a number of handover scenarios that need to be studied:

-
Handover between indirect mode and direct mode and vice versa: 


[image: image1]
Figure 5.6.1-1: Handover between direct and indirect mode

-
Handover of the eRemote-UE from one eRelay-UE to another eRelay-UE;


[image: image2]
Figure 5.6.1-2: Handover between two eRelay-UEs

-
Handover of (a set of) eRemote-UE(s) when an eRelay-UE is handed over between eNodeBs.


[image: image3]
Figure 5.6.1-3: Handover of an eRelay-UE

The following clauses discuss the potential security issues with each handover.
Of the above models, the first one (path switch from direct to indirect and vice versa) is considered in both TR 36.746 [4] and TR 23.733 [3]. The second one (path switch between two eRelay-UEs) is not considered in TR 23.733 [3] or TR 36.476 [4]. The third one (handover of an eRelay-UE) is considered in TR 36.476 [4] and TR 23.733 [3]. For the third one it should be noted that the TR 36.476 considered a group handover, i.e. a handover of the whole group in one go, too complex. The consideration in TR 23.733 is to hand each UE over individually, which is different from the approach in TR 36.476 [4] and should be the focus for this model within the scope of this document.
5.6.1.1
Handover between indirect and direct mode and vice versa

5.6.1.1.1
Handover from direct mode to indirect mode

When a eRemote-UE switches from direct mode to indirect mode, it may either connect to an eRelay-UE that is connected to the same eNB as the eRemote UE was initially connected to, or it may connect to an eRelay-UE that is connected to a different eNB than it was initially connected to. Said differently, the switch from direct mode to indirect mode may also mean that the endpoint of the PDCP layer is changed in the process.

The questions to be addressed are how and whether this type of handover is managed from a security point of view, more specifically:

-
Whether new keys need to be derived; 

-
How inputs for the key derivation function are shared between the eNB and the eRemote-UE;

-
How the target eNB obtains the old key.

*** Next change ***
6.9
Solution #9: Path Switch of direct to indirect 3GPP Communication and vice versa

6.9.1
Introduction  

This solution addresses key issue #6. In particular, it deals with the security of the switch from direct to indirect 3GPP Communication by the eRemote-UE. In this solution, it is assumed that the eRemote-UE is in RRC Active state. The following scenarios are considered:

1.
The eRemote-UE switches path between indirect and direct 3GPP communication under the same eNB;

2.
The eRemote-UE switches path between indirect and direct 3GPP communication under different eNBs.
6.9.2
Solution details  

6.9.2.1
eRemote-UE path switch under the same eNB

6.9.2.1.1
Preconditions

For the switch from direct to indirect, the following preconditions apply:

-
The eRemote-UE has discovered an eRelay-UE;

-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network does not initiate a handover procedure for the eRemote-UE.

For the switch from indirect to direct, the following preconditions apply:

-
A path switch request has been initiated by either the network or the eRemote-UE;

-
The network has determined that the eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network does not initiate a handover procedure for the eRemote-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message, as is distinguished in TR 23.733 [3].
6.9.2.1.2
Solution Variant a): Without special relay key
When switching from direct to indirect 3GPP communication, the eNB and the UE continue to use the keys that are in use. This does not preclude that the eNB and UE do not refresh the key due to triggers defined in TS 33.401 [5].

When switching from indirect to direct 3GPP communication, the eNB and the UE continue to use the keys that are in use. This does not preclude that the eNB and UE do not refresh the key due to triggers defined in TS 33.401 [5].

The NCC value is not incremented when doing any of these path switches, and the COUNT value continues to be used as normal.
6.9.2.1.3
Solution Variant b): With special relay key
When switching from direct to indirect 3GPP communcation, the eNB and the UE derive a new key, specifically meant for relayed communication from keNB that was in use before. The relay key is derived as follows (notation according to Forsberg et al. [7]):

keNB_REAR = KDF(keNB, input string)

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request;

-
A static string, e.g. "REAR".

In the process, the NCC counter is not incremented and the COUNT value is reset.

When switching from indirect to direct 3GPP communication, the eNB and the UE derive a fresh keNB* according to the X2-handover procedure:

KeNB* = KDF(KeNB_REAR, PCI, EARFCN-DL).

6.9.2.2
eRemote-UE Mobility under a different eNB

6.9.2.2.1
Preconditions

For the switch from direct to indirect, the following preconditions apply:

-
The eRemote-UE has discovered an eRelay-UE;

-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the eRelay-UE and the eRemote-UE are served by different eNBs;

-
The network has initiated a handover procedure for the eRemote-UE.

For the switch from indirect to direct, the following preconditions apply:

-
A path switch from indirect to direct has been initiated by the network or the eRemote-UE;

-
The network has determined that the eRelay-UE will be served by a different eNB;

-
The network has initiated a handover procedure for the eRemote-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message as is defined in TR 23.733 [3].
6.9.2.2.2
Solution Variant a): Without special relay key
When switching from direct to indirect 3GPP communication or vice versa, the eNB and the UE derive the keNB* according to the mechanism specified in TS 33.401 [5]. These derivations can be notated as follows: 

KeNB* = KDF(KeNB, PCI, EARFCN-DL) in case of a horizontal handover

KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover

6.9.2.2.3
Solution Variant b): With special relay key
When switching from direct to indirect 3GPP communication, the eNB and the UE derive a new key, specifically meant for relayed communication from keNB that was in use before. The relay key is derived as follows:

KeNB_REAR = KDF(KeNB, input string) in case of a horizontal handover

KeNB_REAR = KDF(NHNCC, input string) in case of a vertical handover

where the subscript “eNB_REAR” indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request

-
A static string “REAR”.


In case of a vertical handover, the NCC value is increased. In either case, the COUNT value is reset.

When switching from indirect to direct 3GPP communication, the eNB and the UE derive a fresh keNB* either according to the X2 or S1 handover procedure, namely

KeNB* = KDF(KeNB_REAR, PCI, EARFCN-DL) in case of a horizontal handover;

KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover.

The NCC value and COUNT values are handled according to TS 33.401 [5].

6.8.3
Evaluation
This solution addresses key issue #6, and in particular the switch from direct to indirect 3GPP Communication under different and same eNBs.

The solution variants A reuse existing mechanisms from TS 33.401 in order to derive keys that are used for protecting the communication between the eRelay-UE and the eNB. The solution variants B differ in that they derive a key specifically for relaying.
Both variants meet the security goals of key issue #6. There are no specific advantages for using solution variant A or solution variant B over one-another.

The solution variant B has more impact on the eNB than solution A, because in solution B the eNB will have to use different inputs for the derivation of the keys of the eRelay-UE
*** Next Change ***
6.10
Solution #10: Handover of eRemote-UE from one eRelay to another

6.10.1
Introduction

This solution addresses key issue #6. In particular, it deals with the handling of the security context of the eRemote-UE in case of a handover from one eRelay-UE to another eRelay-UE. In this solution, it is assumed that the eRemote-UE is in RRC Active state. The following scenarios are considered:

1.
The eRemote-UE is handed over from one eRelay-UE to another eRelay-UE that are under the same eNB;

2.
The eRemote-UE is handed over from one eRelay-UE to another eRelay-UE which are under different eNBs.
6.10.2
Solution details  

6.10.2.1
Handover under the same eNB

6.10.2.1.1
Preconditions

For the handover from one eRelay-UE to another, the following preconditions apply:

-
The eRemote-UE has discovered a new target eRelay-UE;

-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the target eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network does not initiate a handover procedure for the eRemote-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message, as is distinguished in TR 23.733 [3].
6.10.2.1.2
Solution Variant a): Without special relay key
In this solution variant, the eNB and the UE continue to use the keys that are in use. This does not preclude that the eNB and UE do not refresh the key due to triggers defined in TS 33.401 [5].

The NCC value is not incremented when doing the handover from the source eRelay-UE to the target eRelay-UE, and the COUNT value continues to be used as normal.
6.10.2.1.3
Solution Variant b): With special relay key
In this solution variant, the eNB and the UE may derive a new relay key or not. In case the network decides that no new keys are necessary, the eNB indicates that in the path switch command message and the UE and eNB continue to use the same keys as is described in solution variant a) in the above clause 6.9.2.1.2.

In case the network decides that a fresh key is necessary, the eNB and the UE derive a fresh  keNB_REAR* from keNB_REAR. This relay key is derived as follows (notation according to Forsberg et al. [7]):

keNB_REAR* = KDF(keNB_REAR, input string)

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request;

-
A static string, e.g. "REAR".


In the process, the NCC counter is not incremented and the COUNT value is reset.

6.10.2.2
Handover under a different eNB

6.10.2.2.1
Preconditions

For the handover from one eRelay-UE to another, the following preconditions apply:

-
The eRemote-UE has discovered a new target eRelay-UE;

-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the target eRelay-UE and the eRemote-UE are served by different eNBs;

-
The network has initiated a handover procedure for the eRemote-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message as is defined in TR 23.733 [3].
6.10.2.2.2
Solution Variant a): Without special relay key
When handing over the eRemote-UE from one eRelay-UE to another eRelay-UE that is served by a different eNB, the eNB and the UE derive a fresh keNB* according to the mechanism specified in TS 33.401 [5]. These derivations can be notated as follows: 

KeNB* = KDF(KeNB, PCI, EARFCN-DL) in case of a horizontal handover;

KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover.

6.10.2.2.3
Solution Variant b): With special relay key
In this solution variant, the eNB and the UE may derive a fresh relay key or not. The network may only decide not to derive a fresh key in case the handover is a horizontal handover (in a vertical handover, a fresh relay key should always be derived). In case the network decides that no new keys are necessary, the eNB indicates that in the path switch command message and the UE continues to use the same relay key. The source eNB then provides the target eNB with the keNB_REAR.

In case the network decides that a new relay key is necessary, i.e. the handover is a vertical handover or the network deems the previous key too old, the eNB and the UE derive a fresh key keNB_REAR* from the keNB_REAR or NHNCC that was in use before. The relay key is derived as follows:

KeNB_REAR* = KDF(KeNB_REAR, input string) in case of a horizontal handover

KeNB_REAR* = KDF(NHNCC, input string) in case of a vertical handover

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemote-UE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request

-
A static string "REAR".


6.10.3
Evaluation
This solution addresses key issue #6, and in particular the path switch of an eRemote-UE from one eRelay-UE to another eRelay-UE. The solution addresses both scenarios where the eRelay-UEs are served by the same and by two different eNBs.
The solution variants A reuse existing mechanisms from TS 33.401 in order to derive keys that are used for protecting the communication between the eRelay-UE and the eNB. The solution variants B differ in that they derive a key specifically for relaying.

Both variants meet the potential security requirements of key issue #6.

An advantage of solution variant B over solution variant A is that in variant B it is possible to refrain from deriving a new key whenever the path switch results in a change of eNB at the same time as detailed in subclause 6.10.2.2.3. The drawback of the variant B is that this comes at the cost of changes in the eNB and the signalling for horizontal handovers.
This solution has no corresponding solution on path switch between two eRelay-UEs in TR 23.733 [3]. This solution is therefore not pursued for normative work.
*** Next Change ***
6.11
Solution #11: Handover of eRelay-UE

6.11.1
Introduction

This solution addresses key issue #6. In particular, it deals with the handling of the security context of the eRemote-UE in case of a handover of a eRelay-UE from one eNB to another. In this solution, it is assumed that the eRemote-UE is in RRC Active state and that the eRemote-UE continues to use the same eRelay-UE.
6.11.2
Solution details  

6.11.2.1
Handover of the eRelay-UE

6.11.2.1.1
Preconditions

For the handover of a eRelay-UE to another eNB, the following preconditions apply:

-
The network has determined that the target eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network has initiated a handover procedure for the eRelay-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message, as is distinguished in TR 23.733 [3].
6.11.2.1.2
Solution Variant a): Without special relay key
When handing over the eRelay-UE from one eNB to another eNB, new keys should be derived for all eRemote-UEs connected through that specific eRelay-UE. The affected eRemote-UEs and the target eNB should derive a fresh keNB* according to the mechanism specified in TS 33.401 [5]. These derivations can be notated as follows (notation according to Forsberg et al. [7]): 

KeNB* = KDF(KeNB, PCI, EARFCN-DL) in case of a horizontal handover;

KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover.

6.11.2.1.3
Solution Variant b): With special relay key
In this solution variant, the eNB and the eRemote-UE may derive a new relay key or not. The network may decide to do so in case of a horizontal over. In case of a vertical handover a new key should be derived.

When a an eRelay-UE is handed over from a source eNB to a target eNB and the handover is an X2 handover, the network may decide that no new keys are necessary. In this case, there will not be any communication between the source eNB and the eRemote-UE(s) that are being handed over simultaneously with the eRelay-UE. Effectively, the eRemote-UE is unaware of the handover. In the network, the source eNB will initiate a normal X2 handover procedure for the eRelay-UE and when this handover takes place, the source eNB will provide the target eNB with the security contexts of the eRemote-UEs that are connected to the eRelay-UE.

In case the network decides that a fresh key is necessary, the eNB and all the eRemote-UE(s) that are connected through the eRelay-UE that is handed over derive a fresh  keNB_REAR* from keNB_REAR. This relay key is derived as follows:

keNB_REAR* = KDF(keNB_REAR, input string)

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request;

-
A static string, e.g. "REAR".


6.11.3
Evaluation
This solution addresses key issue #6, and in particular the handover an eRelay-UE from one eNB to another while one or more eRemote-UEs are connected via this eRelay-UE.
The solution variants A reuse existing mechanisms from TS 33.401 in order to derive keys that are used for protecting the communication between the eRelay-UE and the eNB. The solution variants B differ in that they derive a key specifically for relaying.

Both variants meet the potential security requirements of key issue #6.

An advantage of solution variant B over solution variant A is that in variant B it is possible to refrain from deriving a new key for eNB at the same time as detailed in subclause 6.11.2.2.3. The drawback of the variant B is that this comes at the cost of changes in the eNB and the signalling for horizontal handovers.
The corresponding solution on handovers of eRelay-UEs in TR 23.733 [3] is solution 6.5.5 which is also selected for normative work. The solution 6.5.5 in TR 23.733 is more alike solution variant A. It is therefore proposed to select solution variant A for normative work.
*** Next Change ***
7
Conclusions
Editor's note:
This clause is intended to list conclusions that have been agreed during the course of the work item activities.
7.X
Key Issue 6

Key issue 6 is addressed by solutions #6.9, #6.10, and #6.11. All the solutions contain an A and B variant. All of the solutions address the key issue security requirements. Solutions #6.9 has corresponding solutions in TR 36.476 [4] and TR 23.733 [3]. Solution #6.10 does not have such a corresponding solution and solution #6.11 has a corresponding solution in TR 23.733 [3] only. Solution #6.l0 is therefore not preferred.

The B variant of solutions #6.10 and #6.11 has the advantage that a handover can be performed without signalling between the eRemote-UE and the eNB. Corresponding solution #6.11, however, does require signalling so that signalling efficiency cannot be achieved in practise. Solution variant B is therefore not preferred.

Concluding, it is proposed to base normative work on the A variant of solutions #6.9 and #6.11.
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