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1
Decision/action requested

This contribution proposed to add an Editor’s Note to capture the issue of limiting the use of integrity protection for user data.
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Rationale

In the LS from RAN2 in S3-173022 / R2-1712051 [2], RAN2 have identified an issue with supporting user plane integrity protection for DRBs that require high data rates, such as for the regular eMBB scenario and see a need to limit the use of this feature only for DRBs whose traffic is of type low data rate (such as for IoT application but not for eMBB).

The relevant extract from the LS [2] is given below:

“ 

According to the context in the SA3 specifications, our understanding is that the data integrity protection for user plane data is intended for IoT use case where data throughput is low. On the other hand, for the high data rate use case, such as the regular eMBB scenario, performing data integrity protection for each PDCP SDU is quite costly in terms of processing.

Therefore, RAN2 sees a need to limit the use-cases of the user plan integrity protection only for DRB, whose traffic is of low data rate (such as IoT application but not for eMBB).
”
The Rel-15 5G System (5GS) is designed to support the eMBB use cases. The necessary enhancements / optimizations needed for the 5GS to support IoT use cases is not part of 3GPP Rel-15. It is also not clear from SA2 draft TSs 23.501 and 23.502 whether there is a system level support in 5GS for the gNB to identify whether a DRB is for the IoT use case and is of type “low bit rate DRB” so that the gNB can enforce that the use of user plane integrity protection is only activated for such a DRB. 
4
Detailed proposal

It is proposed that SA3: 

1) Send an LS to SA2 asking whether there is a system level support in Rel-15 for the gNB to identify whether a DRB is for the IoT use case and is of type “low bit rate DRB” so that the gNB can enforce that the use of user plane integrity protection is only activated for such a DRB.

2)  Approve the below pCR to include an Editor’s Note to capture this open issue in TS 33.501.

================= START OF CHANGES ================
5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on support and usage of integrity protection

The UE shall support integrity protection of user data between the UE and the gNB.

The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The UE may implement the following integrity protection algorithm:

128-NIA3 as defined in subclause 5.6.2 of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use. 
Editor’s Note: There is a need to limit that the use of integrity protection for user data is only activated for low bit rate DRB(s) for the IoT use case. Whether there is a system level support in 5GS for the gNB to determine whether a DRB is for the IoT use case and is of type low bit rate so that the gNB can enforce such a limitation needs confirmation from SA2. If there is no such support, then the above requirements related to user plane integrity protection needs to be removed.
NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.
================= NEXT CHANGE ================
5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

-
128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.

The gNB may implement the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use.
Editor’s Note: There is a need to limit that the use of integrity protection for user data is only activated for low bit rate DRB(s) for the IoT use case. Whether there is a system level support in 5GS for the gNB to determine whether a DRB is for the IoT use case and is of type low bit rate so that the gNB can enforce such a limitation needs confirmation from SA2. If there is no such support, then the above requirements related to user plane integrity protection needs to be removed.
NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.

================= END OF CHANGES ================
