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1
Decision/action requested

It is requested to endorse the proposals in the paper.
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Rationale

3.1
General
In S3-173023[1], the LS from RAN2 has discussed a new scenario for RRC INACTIVE,
“
NR supports an RRC INACTIVE state, in which the UE is reachable by RAN or CN Paging.  When the UE in the RRC_INACTIVE state wants to send signalling or data, or receives the paging message, it will send a request message.  The request message is expected to include the UE RAN ID (I-RNTI) and an authentication token (similar to short MAC-I) (details of the token and number of bits available for this has not yet been discussed).  
In response to the request message from the UE (e.g., when the network cannot process the resume request due to congestion), RAN2 agreed that the network can send a response message on SRB0 (i.e. without ciphering or integrity protection) with a wait timer. The UE will stay in RRC_INACTIVE and is not allowed to access the cell for the period of the wait timer. In LTE, the wait timer for normal UEs is max 16s and 30min for Delay tolerant devices.  No other INACTIVE related parameters/configuration is sent to the UE in this response message.  UE I-RNTI and security parameters are not updated either.
”
The new scenario could be concluded that when receiving the resume request message with I-RNTI and short MAC from UE, the target gNB may reject the UE with a wait timer without ciphering or integrity protection. The UE will try to resume again after the wait timer expired.
The LS also ask SA3 about two questions，
“
Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values.
Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?
”
This contribution discusses the security threat of the new scenario for RRC INACTIVE, and proposes a new solution which addresses both questions.
3.2
Security Analysis
DoS Attack:
The wait timer has the function to reject the UE to access the cell from RRC INACTIVE. In LTE, the wait timer for normal UEs is max 16s and 30min for delay tolerant devices. If the wait timer is sent without integrity protection, an attacker could forge or tamper the wait timer with value of 30min, which triggers a DoS attack on the UE without establishing a continuous connection with the UE. However, reducing the max value of the wait timer may increase the attack cost for DoS attack, reduce the attack possibility of the attacker, but cannot eliminate the DoS security threat. Moreover, the reduced wait timer may not has its original function to release the pressure of the target gNB. 

In addition, an attacker could also perform a man-in-middle attack on the UE, when UE sends the resume request message to the gNB, the gNB allows the UE to access, and replies the resume message, but the attacker tamper the message with reject message with a minimal value of the wait timer, e.g. 16s. After the wait time, the UE will try again. Consider that the UE may be an NB-IOT terminal, after frequently repeated reject messages by the attacker, it may drain the battery power out of the UE.

So, from security prospective, a forged or tampered wait timer with minimal or max value could both result in a DoS attack, just increasing or reducing the value of the wait timer does not provide a secure solution. Therefore, in order to prevent this kind of DoS attack, a secure solution based on integrity protecting the wait timer is necessary. 
Observation 1: For RAN2 wait time rejection scenario, it is vulnerable to a DoS security threat which cannot be eliminated by increasing or reducing the value of the wait timer. In order to eliminate the DoS threat, the wait timer needs to be integrity protected.
Proposal 1: Reply the RAN2 LS for question 1 to indicate that the proposed scenario is vulnerable to DoS security threat to the UE and in order to eliminate such security DoS threat, it is recommended to integrity protect the wait timer.
Replay Attack:

In LTE, the shortResumeMAC-I is calculated with Krrc-int, old integrity algorithm, source C-RNTI, source PCI, target cell ID and resume constant. So, if the UE is rejected by the network, at the next time, when UE resumes at the same target cell, the shortResumeMAC-I will be the same as the last one, because all of parameters are retained. Thus, if the computation of shortResumeMAC-I is reused in 5G, there may be replay security threat. For example, an attacker could sniffer the resume request message sent by the UE, but the resume request is rejected by the network with a wait timer. Within the wait timer, the attacker could replay the resume request message at the same target cell, source gNB will verify the shortResumeMAC-I successfully, and will send the UE context to the target gNB. Thus, the legal UE context could be fetched to the target gNB. Since the legal UE does not update the I-RNTI, when the UE resume again with the old I-RNTI, it may create an out of synch scenario between the UE and the network. 
So, it is recommended to change the computation of shortResumeMAC-I to defend the replay attack.
Observation 2: For RAN2 wait time rejection scenario, it is vulnerable to replay security threat to the network if the UE reuses the same computation of shortResumeMAC-I as in LTE.
Proposal 2: Reply the RAN2 LS for question 2 to indicate that the proposed scenario is vulnerable to replay security threat if the UE re-uses the same I-RNTI, same key and same inputs to derive the (short) MAC-I as in LTE for the subsequent resume request message after a rejection, and it is recommended to change the computation of shortResumeMAC-I in 5G to eliminate such security threat.
3.3
Proposed solution
Consider the two proposals, there is a solution which could solve the two problems. The solution is listed in figure 1.
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Figure 1 Cipher registration request which is similar with SUPI
1. UE computes MAC1 according to Krrc-int, old integrity algorithm, and PDCP COUNT. The other IEs could include source C-RNTI, source PCI and target cell ID. The PDCP COUNT could be the uplink one of SRB of the last successful resume. This needs change that when target gNB decides to suspend UE, target gNB and UE shall retain the uplink PDCP COUNT of SRB. PDCP COUNT is a fresh parameter to keep the freshness of the input of MAC, which removes the replay security threat. When a successful resume has been completed, the PDCP COUNT could be reset.   
2. UE sends I-RNTI, MAC1, LSB of PDCP COUNT to the target gNB.  
3. If the target gNB wants to reject the UE, target gNB shall send I-RNTI, LSB of PDCP COUNT, MAC1 and reject message to the source gNB. The reject message including wait timer is constructed by the target gNB. The target gNB sends the reject message to source gNB to integrity protect the message, because the target gNB has no UE security context, and is, possibly overload, thus, the target gNB will not get the context from source gNB, and the protection could be done by the source gNB.
4. Source gNB finds the UE context including PDCP COUNT according to I-RNTI.
5. Source gNB shall restore the PDCP COUNT according to LSB of PDCP COUNT and current PDCP COUNT, if the PDCP COUNT is less than or equal to the current PDCP COUNT, the source gNB may reject the request. If not, the source gNB shall check the MAC1 as the same way as UE.
6. When source gNB verifies MAC1 successfully, source gNB shall update the PDCP COUNT according to LSB of PDCP COUNT, if not, the PDCP COUNT shall be retained.
7. Source gNB shall compute MAC2 according to Krrc-int, old integrity algorithm, reject message and PDCP COUNT. Thus, the reject message is integrity protected by PDCP COUNT, and could be avoided of replay attack.
8. Source gNB shall send the MAC2 to the target gNB.

9. Target gNB shall send the reject message including wait timer and MAC2 to UE.

10. UE shall check the MAC2 as the same way as source gNB.
11. If success, UE shall wait according to wait timer in the reject message, and after the timer, UE shall try it again.

For this solution, the wait timer is integrity protected by the source gNB, so the reject message could not be forged or tampered with. Thus, there is no DoS security threat for that. In addition, the fresh parameter PDCP COUNT is involved to input of MAC1 and MAC2, each time the UE resumes, the PDCP COUNT on both UE and source gNB will handle the PDCP COUNT in sync, and the same PDCP COUNT will not be reused between two resume procedures. So there is no replay security threat for the request message and reject message. Thus, the new solution could answer the two questions.
Proposal 3:  Reply the LS with the proposed solution which solves the problems.
4
Detailed proposal

SA3 is requested to endorse the following conclusions.

Observation 1: For RAN2 wait time rejection scenario, it is vulnerable to a DoS security threat which cannot be eliminated by increasing or reducing the value of the wait timer. In order to eliminate the DoS threat, the wait timer needs to be integrity protected.
Observation 2: For RAN2 wait time rejection scenario, it is vulnerable to replay security threat to the network if the UE reuses the same computation of shortResumeMAC-I as in LTE.
Proposal 1: Reply the RAN2 LS for question 1 to indicate that the proposed scenario is vulnerable to DoS security threat to the UE and in order to eliminate such security DoS threat, it is recommended to integrity protect the wait timer.
Proposal 2: Reply the RAN2 LS for question 2 to indicate that the proposed scenario is vulnerable to replay security threat if the UE re-uses the same I-RNTI, same key and same inputs to derive the (short) MAC-I as in LTE for the subsequent resume request message after a rejection, and it is recommended to change the computation of shortResumeMAC-I in 5G to eliminate such security threat.
Proposal 3:  Reply the LS with the proposed solution which solves the problems.
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