3GPP TSG SA WG3 (Security) Meeting #89
S3-173186
27 November – 1 December, 2017, Reno, USA
revision of S3-17xabc
Source:
Huawei, Hisilicon

Title:
pCR to TS 33.501 Security handling in for RRC Connection Re-establishment Procedure
Document for:
Approval

Agenda Item:
7.2.4
1
Decision/action requested

It is requested to approve the proposed content for subclause 8.6 of TS 33.501.
2
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Rationale

In clause 5.3.7.2 in TS 36.331[1], there are 5 conditions to trigger RRC Connection Re-establishment procedure:

1. upon detecting radio link failure;
2. upon handover failure;
3. upon mobility from E-UTRA failure;

4. upon integrity check failure indication from lower layers;

5. upon an RRC connection reconfiguration failure;
Condition 1 and condition 4 may meet when UE is in CONNECTED. Condition 2, condition 3 and condition 5 may meet during the handover procedure.
In LTE, UE calculates the shortMAC-I according to old Krrc-int, old integrity algorithm, source C-RNTI, source PCI and target cell ID. Note that old Krrc-int is derived from old KeNB used in source eNB and old integrity algorithm. Since target eNB does not know the old KeNB, target eNB could not derive the old Krrc-int. So, normally, the shortMAC-I needs the source eNB to have a check, e.g. by X2: RLF Indication message. In this case, conditions 1-5 could be applied.
In clause 7.4.3 in TS 33.401[2], it proposes a KeNB* and Token Preparation method for RRC Connection Re-establishment procedure. In the solution, source eNB will prepare multiple KeNB*s and tokens for each cell of the target eNB during the handover preparation procedure. The KeNB* is used for KeNB in the target eNB after successfully validating the related token. The token is bound to the specific cell, and specific KeNB*, target eNB could compare the shortMAC-I with the related cell’s token. The solution could greatly reduce the interruption time since there is no interaction between source eNB and target eNB. In this case, condition 2, 3, 5 could be applied.
So, for RRC Connection Re-establishment procedure, there may be two different cases. The first one is the general case, UE, source eNB, and target eNB will be the participants in the RRC Connection Re-establishment. The second one is in the Handover case, UE and target eNB will be the participants in the RRC Connection Re-establishment.
The pCR changes the title of 8.6, because radio link failure is just one case for RRC Connection Re-establishment. In addition, the pCR proposes two different procedures. Since it is agreed that during the Xn Handover, source gNB shall derive the new key for target gNB with PCI and ARFCN-DL as described in clause 8.3.1.3.2 in TS 33.501[3]. So, the proposed solution proposes to add KgNB* to distinguish the two different procedures, and describes the whole procedure.
4
Detailed proposal

*************** Start of Change 1 ****************
8.6
Security handling for RRC Connection Re-establishment Procedure
8.6.1
General

The RRC Connection Re-establishment procedure may be triggered by UE when one of the following conditions is met:
1. Upon detecting radio link failure;

2. Upon handover failure;

3. upon mobility from E-UTRA failure
4. Upon an RRC connection reconfiguration failure;

5. Upon integrity check failure indication from lower layers;
Condition 2, condition 3 and condition 4 may meet when there is a handover procedure, thus, the source gNB could prepare multiple KgNB*s for the target gNB. 

When UE re-establishes to a specific cell of the target gNB which has a KgNB*, the target gNB does not need to ask the source gNB for generating a new key again.

When UE re-establishes to a specific cell of the target gNB which does not have a KgNB*, the target gNB may ask the source gNB for generating a new key.
8.6.2
Security handling for RRC Connection Re-establishment Procedure without multiple KgNB*
When an RRCConnectionReestablishmentRequest is initiated by the UE, the RRCConnectionReestablishmentRequest shall contain a token that corresponds to the cell the UE is trying to reconnect to.

If target gNB does not have a prepared KgNB* for the specific cell, the target gNB shall send the token in RRCConnectionReestablishmentRequest to source gNB.

Source gNB shall check the token, and source gNB shall inform target gNB of the result.
Upon successfully validating the token, the target gNB shall respond with an RRCConnectionReestablishment message. Otherwise the target gNB shall reply with an RRCConnectionReestablishmentReject message.

The UE shall respond with an RRCReestablishmentComplete. 
8.6.3 Security handling for RRC Connection Re-establishment Procedure with multiple KgNB*
During the handover procedure, at potential RRC Connection re-establishment (e.g., in handover failure case), the UE may select a cell different from the target cell to initiate the re-establishment procedure. To ensure that the UE RRCConnectionRe-establishment attempt is successful when the UE selects another cell under the control of the target gNB at handover preparation, the serving gNB may prepare multiple KgNB*s for multiple cells which are under the control of the target gNB. 

The preparation of these cells includes sending security context containing KgNB*s for each cell to be prepared, as well as the corresponding NCC, the UE 5G security capabilities, and the security algorithms used in the source cell to the target gNB. The source gNB shall derive the KgNB*s as described in Annex<TBD> based on the corresponding target cell’s physical cell ID and frequency ARFCN-DL.
Editor’s Note: Whether computing a token for each cell is required is ffs.
To avoid UE’s inability to perform the RRC re-establishment procedure due to a failure during a handover or a connection re-establishment, the UE shall keep the KgNB used in the source cell until the handover or a connection re-establishment has been completed successfully or until the UE has deleted the KgNB for other reasons (e.g., due to transitioning to CM-IDLE).

For Xn handover, the target gNB shall use these received multiple KgNB*s. But for N2 handover, the target gNB discards the multiple KgNB*s received from the source gNB, and derives the KgNB*s based on the received fresh {NH, NCC} pair from AMF for forward security purpose.

When an RRCConnectionReestablishmentRequest is initiated by the UE, the RRCConnectionReestablishmentRequest shall contain the token corresponding to the cell the UE tries to reconnect to. 
Editor’s Note: Details of token computation are ffs.

If the target gNB has prepared KgNB* for the specific cell, The target gNB receiving the RRCConnectionReestablishmentRequest shall respond with an RRCConnectionReestablishment message during the preparation phase if the token is valid, otherwise the target gNB shall reply with an RRCConnectionReestablishmentReject message. 
The UE shall respond with an RRCReestablishmentComplete.

Editor’s Note: the details of message protection is ffs.

Editor’s Note: the message name of RRC Connection Re-establishment procedure is ffs.

Editor’s Note: the details of key hierarchy is ffs.
*************** End of Change 1 ****************
