3GPP TSG SA WG3 (Security) Meeting #89
S3-173180
27 November – 1 December, 2017, Reno, USA
revision of S3-17xabc
Source:
Huawei, Hisilicon
Title:
Adding context on Establishment of keys for cryptographically protected radio bearers (subclause 8.2.1.2.2)
Document for:
Approval
Agenda Item:
7.2.4
1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

[1]
3GPP TS 33.401: 3GPP System Architecture Evolution (SAE); Security architecture
[2]
3GPP TS 33.501: Security Architecture and Procedures for 5G System
3
Rationale

This contribution adds the context of subclause 8.2.1.2.2. The changes proposed in subclause 8.2.1.2.2 is mainly from TS 33.401 with modification to adapt to 5G.
4
Detailed proposal

*************** Start of Change 1 ****************
8.2.1.2.2
Establishment of keys for cryptographically protected radio bearers

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.6.2, which is about keys for cryptographically protected radio bearers.

The procedure the UE uses to establish cryptographic protection for radio bearers is initiated by an (extended) NAS Service Request message or Registration Request message with the active flag set from the UE to the AMF. The AMF may initiate the procedure to establish cryptographic protection for radio bearers when the "active flag" is not set in the Registration request and there is pending downlink UP data or pending downlink signalling.

Upon receipt of the NAS message, if the AMF does not require a NAS SMC procedure before initiating the S1-AP procedure INITIAL CONTEXT SETUP, the AMF shall derive key KgNB as specified in Annex <TBD> using the NAS COUNT corresponding to the NAS message and the KAMF of the current 5G NAS security context. The AMF shall further initialize the value of the Next hop Chaining Counter (NCC) to zero. The AMF shall further derive a next hop parameter NH as specified in Annex <TBD> using the newly derived KgNB and the KAMF as basis for the derivation. The AMF shall further set the the value of the Next hop Chaining Counter (NCC) to one. This fresh {NH, NCC=1} pair shall be stored in the AMF and shall be used for the next forward security key derivation. The AMF shall communicate the KgNB to the serving gNB in the S1-AP procedure INITIAL CONTEXT SETUP. The UE shall derive the KgNB from the KAMF of the current 5G NAS security context.

As a result of the (extended) NAS Service Request or Registration procedure, radio bearers are established, and the gNB sends an AS SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the derivation of the KgNB. The KDF as specified in Annex <TBD> shall be used for the KgNB derivation using the KAMF of the current 5G NAS security context. The UE shall further derive the NH parameter from the newly derived KgNB and the KAMF in the same way as the AMF. From the KgNB the RRC protection keys and the UP protection keys are derived by the UE and the gNB as described in subclause 6.2.1.

NOTE:
At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing vertical key derivation.
If the NAS procedure establishing radio bearers contains an EAP-AKA' or 5G AKA run (which is optional), the NAS uplink and downlink COUNT for the new KAMF shall be set to the start values (i.e. zero). If the NAS procedure establishing radio bearers contains a NAS SMC (which is optional), the value of the uplink NAS COUNT from the most recent NAS Security Mode Complete shall be used as freshness parameter in the KgNB derivation from fresh KAMF of the current 5G NAS security context when executing an AS SMC. The KDF as specified in Annex <TBD> shall be used for the KgNB derivation also in this case.
*************** End of Change 1 ****************
