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Introduction

This contribution proposes to add security threat and requirement for TR 33.811 clause 5.1. key issue#1 on unauthorized access to Management Exposure Interface
We kindly propose SA3 to agree the following pCR.
2
Proposal
It is proposed to approve below pCR.
*********************Begin of changes********************************
5
Key issues
Editor’s note: This clause contains key issues that should be addressed by SA3. 
5.1
Key issue #1: Unauthorized access to Management Exposure Interface 
Editor’s note: This key issue needs to be updated according to TS 28.530 and TS 28.531. 
5.1.1
Key issue details

Network slicing allows operators to offer customised services to customers. It is possible for 5G systems, based on operators’ policies, to provide standardized APIs to creation, modification, deletion, monitoring, and update of services of network slices [4]. 

A management interface between the Network Slice Management Function (NSMF) and the Customer’s Service Management Function (CSMF) is described in [5] for this purpose. 
The CSMF is responsible for translating the service related requirement to network slice related requirements and inform the NSMF of the operator’s network through the management interface. For example, a customer may want to have a specific network slice instance created by the operator. He will inform the operator’s network through CSMF and the management exposure interface, the NSMF of the operator network may create the network slice instance for the customer accordingly. This feature may be charged. 
Other than the network instance creation, the operator may allow activation /deactivation, modification of configuration, deletion, and/or monitoring of a network slice instance.  
This management interface will need to be secured so that only authorized parties can create, alter, and delete network slice instances. Without secure protection, an attacker could: 
-
use charged for services in an unauthorized way
-
create an network slice instance to deny services to or track customers who expect to use a specific network instance
-
deny services to customers using an existing slice instance by modifying slice services
-
perform a man-in-the-middle attack by modifying a slice instance to reroute the traffic maliciously
-
deny services by deleting a slice instance
Attackers could gain access to this interface, 

-
if it is not secured
-
if they can pretend to be a genuine network manager

-
if they are able to replay a valid message

-
if they can modify a valid message undetected

5.1.2
Security threats 

Attackers may hijack this interface, if not securely protected, and launch various attacks against network slices. For example, attackers may use charged for services in an unauthorized way, and creat,delete, modify a network slice instance resulting in denying services to customers,and modify or replay a valid message causing the network breakdown potentially. 
5.1.3
Security requirements

· Mutual authentication shall be performed between the MNO and the party prior to it gets access to the interface. 

· The interface shall only be accesses by authorized third parties.
***
END OF CHANGES
***
